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This document contains proprietary information that is protected by copyright. All rights reserved. No part of
this document may be photocopied, reproduced, or translated into another language without express prior
written consent of Legrand.

© Copyright 2023 Legrand. All third-party software and hardware mentioned in this document are registered
trademarks or trademarks of and are the property of their respective holders.

FreeType Project Copyright Notice
Portions of this software are copyright © 2015 The FreeType Project (www.freetype.org). All rights reserved.

FCC Information

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a commercial installation. This equipment generates, uses, and can radiate radio frequency
energy and if not installed and used in accordance with the instructions, may cause harmful interference to
radio communications. Operation of this equipment in a residential environment may cause harmful
interference.

VCCI Information (Japan)

COEBIZ, VIAAFBRIRKEB T, COBRBEFERBTHERT
ZERBGEESNERITIENFHUET, COBSICIREREN EL
WERERTAILOBRZNEI L HENET, VCCI—A

Legrand is not responsible for damage to this product resulting from accident, disaster, misuse, abuse,
modification of the product, or other events outside of Legrand's reasonable control or not arising under
normal operating conditions.

If a power cable is included with this product, it must be used exclusively for this product.

C€ c(Wus o
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Introduction to Xerus Technology Platform

The Xerus Technology Platform combines hardware and software technologies embedded in our power
solutions. It drives data center efficiency by delivering security, high compute power, advanced alerting,
and complete visibility into your power chain. With Xerus cyber-resilient intelligence, your team
receives actionable data to aid in decisions that help safeguard assets and maximize your data center
continuity and performance.

In This Chapter

Safety Warnings. . ... oot e e 10
Before You Begin. .. ...t e 13
APIPA and Link-Local Addressing. . ...ttt e e 14

Safety Warnings

Installation of this product L'installation de ce produit ne doit | Dieses Produkt darf nur von Personen

should only be performed by | étre réalisée que par une aufgestellt und installiert werden, die

A a person who has knowledge | personne qui possede des ausreichende Kenntnisse und Erfahrung
and experience with electric | compétences et de I'expérience mit elektrischem Strom haben.
power. dans le domaine de I'électricité.
Only for installation and use | Destiné a l'installation et Nur fir Installation und Gebrauch in
in a Restricted Access I'utilisation dans le cadre de eingeschrankten Betriebszonen gemal
Location in accordance with | Restricted Access Location selon der folgenden Installations-und

T the following installation and | les instructions d’installation et Gebrauchsanweisungen.

use instructions. d’utilisation. Dieses Gerat ist nur fiir den Einbau
This equipment should only | Cet équipement est uniquement | durch Personal vorgesehen.
be installed by trained destiné a étre installé par
personnel. personnel qualifié.
WARNING: Only use this AVERTISSEMENT : n’utilisez ce WARNUNG: Sie dirfen dieses Produkt
product to power produit que pour alimenter des nur zur Stromversorgung von Geraten
information technology appareils informatiques conformes | benutzen, die gemaR UL/IEC 62368-1

equipment that has a UL/ IEC | a la norme UL/CEI 62368-1 ou une | oder einem dquivalenten Prufsiegel
62368-1 or equivalent rating. | norme équivalente. En essayant zertifiziert sind. Wenn Sie nicht

> B

Attempting to power non- d’alimenter des appareils non zertifizierte Gerate anschlielen, kdnnen
rated devices may result in conformes a cette norme, vous Stromschlage, Verletzungen oder Tod
electric shock, fire, personal | vous exposez a des risques die Folge sein.
injury, and death. d’électrocution et de blessures
corporelles pouvant étre
mortelles.
Server
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WARNING: Connect this AVERTISSEMENT : branchez ce WARNUNG: Das Gerat darf nur an einen

product to an AC power produit sur une source elektrischen Stromkreis angeschlossen
source that is current limited | d’alimentation secteur dont le werden, der mit einer
by a suitably rated fuse or courant est limité par un fusible ou | Schmelzsicherung oder einem
circuit breaker in accordance | un disjoncteur dont le courant Sicherungsautomaten gemaR der
A with national and local d’emploi assigné est adapté geltenden elektrotechnischen
electrical codes. Operating conformément aux normes Sicherheitsbestimmungen ausgestattet
this product without proper | électriques locales et nationales. ist. Wenn Sie das Produkt an einem
A current limiting may result in | L'utilisation de ce produit sans nicht abgesicherten Stromkreis

electric shock, fire, personal | dispositif de limitation du courant | betreiben, besteht die Gefahr von
injury, and death. peut provoquer une électrocution, ' Stromschlagen, Brand und Verletzungen

un incendie ou des blessures sowie Lebensgefahr.

corporelles pouvant entrainer la

mort.
WARNING: Connect this AVERTISSEMENT : branchez ce WARNUNG: SchlieRen Sie das Produkt
product to an AC power produit sur une source nur an eine Wechselstromsteckdose an,
source whose voltage is d’alimentation secteur dont la die eine Spannung gemaR der Angaben
within the range specified on | tension est située dans la plage auf dem Typenschild des Gerétes liefert.
the product’s nameplate. indiquée sur la plaque signalétique | Wenn Sie das Produkt aufRerhalb des
Operating this product du produit. L'utilisation de ce auf dem Typenschild angegebenen
outside the nameplate produit en dehors de la plage de Spannungsbereichs betreiben, besteht
voltage range may resultin | tension indiquée sur la plague die Gefahr von Stromschldgen, Brand
electric shock, fire, personal | signalétique peut provoquer une | und Verletzungen sowie Lebensgefahr.
injury, and death. électrocution, un incendie ou des

blessures corporelles pouvant
entrainer la mort.

>B BB BB

WARNING: Always ATTENTION! Toujours débrancher | ACHTUNG! Trennen Sie das Netzkabel
disconnect the power supply | le cordon d’alimentation avant de | vom Stromnetz, bevor Sie
cord before servicing to I'ouverture pour éviter un choc Wartungsarbeiten durchfiihren, um
avoid electrical shock. électrique. Stromschlage zu vermeiden.
WARNING: Connect this AVERTISSEMENT : veuillez WARNUNG: Dieses Gerat darf nur an
product to a protective earth | raccorder ce produit a la terre. eine Steckdose mit Erdleiter
ground. Never use a "ground | N'utilisez jamais une barrette de angeschlossen werden. Verwenden Sie
lift adaptor" between the coupure de terre entre la fiche du | keine Adapterstecker ohne Erdleiter,
product’s plug and the produit et |a prise de courant. Si wenn Sie das Produkt mit dem
receptacle. Failure to vous omettez de relier le produit a | Stromnetz verbinden. Wenn Sie das
connect to a protective earth | la terre, vous vous exposez a un Gerat nicht ordnungsgemaR mit einer
ground may result in electric | risque d’électrocution, d’incendie | Steckdose mit Erdleiter verbinden,
shock, fire, personal injury, et de blessures corporelles besteht die Gefahr von Stromschlagen,
and death. pouvant entrainer la mort. Brand und Verletzungen sowie
Lebensgefahr.
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WARNING: High leakage
current! Earth connection is
essential before connecting
supply!

WARNING: Use this product
in a dry location. Failure to
use this product in a dry
location may result in
electric shock, personal
injury, and death.

WARNING: With the
exception of the controller
modaule, this product
contains no user serviceable
parts. Do not open, alter, or
disassemble this product. All
servicing must be performed
by qualified personnel.
Disconnect power before
servicing this product.
Failure to comply with this
warning may result in
electric shock, personal
injury, and death.

This equipment is designed
to be installed on a
dedicated circuit. The power
supply cord shall be a
minimum of 1.5m (4.9ft) and
a maximum of 4.5m (15ft). If
using an extension power
cord, the total length shall
also be no more than the
maximum allowed. The plug
is considered the disconnect
device and must be easily
accessible.

ATTENTION: Haut fuite tres
possible! Une connection de
masse est essentielle avant de
connecter I'alimentation !

AVERTISSEMENT : veuillez utiliser
ce produit dans un endroit sec. La
non-prise en compte de cet
avertissement peut entrainer un
risque d’électrocution et de
blessures corporelles pouvant étre
mortelles.

AVERTISSEMENT : a I'exception du
module du contréleur, le produit
ne comprend aucune piece
réparable par l'utilisateur. Evitez
d’ouvrir, de modifier ou de
désassembler le produit. Toutes
les opérations d’entretien doivent
étre effectuées par des personnes
qualifiées. Débranchez le courant
avant de procéder a I'entretien de
ce produit. La non-prise en compte
de cet avertissement peut
entrainer un risque d’électrocution
et de blessures corporelles
pouvant étre mortelles.

Cet équipement a été congu pour
étre installé que un circuit dédié.
Le cordon d’alimentation doit étre
d’au moins 1,5M et un maximum
de 4,5m. Si vous utilisez un cordon
de rallonge, la longueur totale est
également plus que le maximum
autorise. La prise est considérée
comme un dispositif de coupure et
doit étre facilement accessible.

ACHTUNG: Hoher Ableitstrom! Ein
Erdungsanschluss ist vor dem
Einschalten der Stromzufuhr
erforderlich!

WARNUNG: Dieses Produkt darf nur an
trockenen Standorten betrieben
werden. Anderenfalls kdnnen
Stromschlage, Verletzungen oder Tod
die Folge sein.

WARNUNG: Mit Ausnahme des
Steuermoduls enthalt dieses Produkt
keine durch den Benutzer zu wartenden
Bauteile. Versuchen Sie nicht, das
Produkt zu 6ffnen, umzubauen oder
auseinander zu bauen.
Wartungsarbeiten diirfen nur durch
qualifizierte Techniker durchgefiihrt
werden. Trennen Sie das Gerat vor der
Durchfiihrung von Wartungsarbeiten
vom Stromnetz. Anderenfalls konnen
Stromschlage, Verletzungen oder Tod
die Folge sein.

Die Gerate sind fur eine Installation an
einer fest zugeordneten Leitung
ausgelegt. Die Stromzuleitung hat eine
Mindestlange von 1,5m, und hochstens
4,5m. Bei Verwendung eines
Verlangerungskabels darf die zuladssige
Gesamtldange ebenfalls nicht
Uiberschritten werden. Der Stecker dient
zur Trennung vom Netz und muss
einfach erreichbar sein.
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Products rated for
240/415VAC may be fitted
with a plug that is rated for a
higher voltage. Caution must
be taken to assure that the
rating of the unit and the
supply voltage match.

Installation Orientation:
Vertical units are designed to
be installed in vertical
orientation.

Do not block venting holes
when installing this product.
Allow for maximum airflow
at all times.

This product is designed to
be used within an electronic
equipment rack. The metal
case of this product is
electrically bonded to the
line cord ground wire. A
threaded grounding point on
the case may be used as an
additional means of
protectively grounding this
product and the rack.

Models with unterminated
power cords: Input
connector must be installed
by qualified service
personnel. Input connector
rating must meet all
applicable codes and
regulations.

A

WARNING: CHINA
NOTIFICATION: For use at
altitude 2,000 meters or
lower.

@

Before You Begin

Les produits prévus pour
240/415VAC peut étre équipé d'un
bouchon qui est congu pour une
tension plus élevée. Des
précautions doivent étre prises
pour assurer que la cote de I'unité
et la tension d’alimentation
correspond.

Installation Orientation: Les unités
vertical sont congues pour étre
installées dans une orientation
verticale.

Ne bloquez pas les orifices
d’aération lors de I'installation de
ce produit. Permettre une
circulation d’air maximale a tout
moment.

Ce produit est congu pour étre
utilisé dans une baie pour
appareils électroniques. Le boitier
métallique de ce produit est
raccordé électriquement au fil de
terre du cordon d’alimentation. Il
est possible d’utiliser en plus un
point de mise a la terre fileté placé
sur le boitier pour relier ce produit
et la baie a la terre.

Modeles avec cordons
d'alimentation non terminées: Le
connecteur d’entrée doit étre
installé par un personnel qualifié.
Entrée cote de raccordement doit
respecter tous les codes et
reglements électriques
applicables.

AVERTISSEMENT : AVIS
CONCERNANT LA CHINE : congu
pour étre utilisé a une altitude
maximale de 2 000 metres.

Before beginning the installation, perform the following activities:

e Unpack the product and components

e Prepare the installation site

e Check the branch circuit rating

e Fill out the equipment setup worksheet
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Produkte, die fir 240/415V
Wechselstrom zugelassen sind, kdnnen
mit einem Stecker, der fiir eine hohere
Spannung zugelassen ist, ausgestattet
sein. Vorsicht ist geboten, um
sicherzustellen, dass die erlaubten
Betriebswerte des Gerates und der
Versorgungsspannung zueinander
passen.

Installationsausrichtung: "Vertical"
Geréte sind zur vertikalen Installation
vorgesehen.

Achten Sie darauf, dass bei der
Installation dieses Produkts keine
Belliftungslocher blockiert werden.
Stellen Sie zu jeder Zeit eine maximale
Luftzirkulation sicher.

Dieses Produkt muss in einem
Einbauschrank fiir elektronische Gerate
installiert werden. Das Metallgehause
dieses Produkts ist elektrisch mit dem
Erdleiter des Netzkabels verbunden. Als
zusatzliche SicherheitsmalRnahme
empfehlen wir die weitere Erdung Gber
einen Erdungsanschluss am Gehause
des Produktes und des Einbauschranks.

Modelle mit unfertigem Netzkabel: Der
Eingangsstecker darf nur von
qualifiziertem Wartungspersonal
installiert werden. Der Eingangsstecker
muss fir alle geltenden und
verbindlichen Normen und Vorschriften
zugelassen sein.

WARNUNG: EINSATZLAND CHINA: nur
fiir den Betrieb auf Hohen bis maximal
2000 m.
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Unpacking the Product and Components

1) Remove the product and other equipment from the box in which they were shipped.

2) Compare the serial number of the equipment with the number on the packing slip located on the
outside of the box and make sure they match.

3) Inspect the equipment carefully. If any of the equipment is damaged or missing, contact Technical
Support for assistance.

4) Verify that all circuit breakers on the product are set to ON. If not, turn them ON.

Or make sure that all fuses are inserted and seated properly. If there are any fuse covers,
ensure that they are closed.

Note: Not all models have overcurrent protectors.

Preparing the Installation Site

1) Make sure the installation area is clean and free of extreme temperatures and humidity.

Note: Check the product specification sheet for the maximum operating temperature for your model.

2) Allow sufficient space around the product for cabling and outlet connections.
3) Review Safety Instructions listed in this guide.

Checking the Branch Circuit Rating

The rating of the branch circuit supplying power to the product shall be in accordance with national and
local electrical codes.

Filling Out the Equipment Setup Worksheet

An Equipment Setup Worksheet is provided in this guide. Use this worksheet to record the model, serial
number, and use of each IT device connected.

As you add and remove devices, keep the worksheet up-to-date.

APIPA and Link-Local Addressing

PRO4X supports Automatic Private Internet Protocol Addressing (APIPA).

With APIPA, your PRO4X automatically configures a link-local IP address and a link-local host name when
it cannot obtain a valid IP address from any DHCP server in the TCP/IP network. Only IT devices
connected to the same subnet can access the PRO4X using the link-local address/host name. Those in a
different subnet cannot access it.

Exception: Port Forwarding mode does not support APIPA.

Once the PRO4X can get a DHCP-assigned IP address, it stops using APIPA and the link-local address is
replaced by the DHCP-assigned address.
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» Scenarios where APIPA applies:

DHCP is enabled on the PRO4X, but no IP address is assigned to the PRO4X. This may be caused by
the absence or malfunction of DHCP servers in the network. For example, connecting the PRO4X to
a computer using a network cable.

The PRO4X previously obtained an IP address from the DHCP server, but the lease of this IP address
has expired, and the lease cannot be renewed, or no new IP address is available.

» Link-local addressing:

IPv4 address:

Factory default is to enable IPv4 only. The link-local IPv4 address is 169.254.x.x/16, which
ranges between 169.254.1.0 and 169.254.254.255.

IPv6 address:

A link-local IPv6 address is available only after IPv6 is enabled on the PRO4X. See
Configuring Network Settings.

Host name - pdu.local:

You can type hitps.//pdu.local to access the PRO4X instead of typing the link-local IP
address.

» Retrieval of the link-local address:

Server

See Device Info.

Technology.
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Rackmounts

In This Chapter

Rackmount Safety Guidelines. . ....... ... ... .. i 16
MoUuNtiNg PROAX. . .ttt e e e e e 16

Rackmount Safety Guidelines

e QOperating temperature in a closed rack environment may be greater than room temperature. Do
not exceed the rated maximum ambient temperature of the Power Distribution Units. See
Specifications (on page ) in the User Guide.

e Ensure sufficient airflow through the rack environment.
e Mount equipment in the rack carefully to avoid uneven mechanical loading.
e Connect equipment to the supply circuit carefully to avoid overloading circuits.

e Ground all equipment properly, especially supply connections, to the branch circuit.

Mounting PRO4X

The following illustration shows how to mount the PRO4X unit in vertical or horizontal orientation:
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» Horizontal/Rack

1) Select the appropriate bracket mounting points for proper mounting depth within the rack.
2) Attach the L-brackets to these mounting points with two screws for each bracket.

3) Install the enclosure into your rack, using the slots in each bracket. The slots allow about 6 mm (0.25
inch) of horizontal adaptability to align with the mounting holes of your rack.

» Vertical

PRO4X units are supplied with button mounting kit(s). Distribute the buttons vertically and attach to the
PRO4X as appropriate for the cabinet. An additional 19 mm (0.75 inch) of clearance is required at the
top of the PRO4X to allow the button to mount into the keyholes.
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Initial Installation and Configuration

This chapter explains how to install your device and configure network connectivity.

In This Chapter

Connecting the PDU toa Power Source. . ......ovviiii it 18
Connecting to Your Network. . .. ...t e e e 18
Configuring the PROAX. . .. .. i e e et e 19
Bulk Configuration Methods. . ... ... .. 26
Cascading for Shared Ethernet Connectivity. ............. ... ... ... .. ..... 27
Power-Sharing Restrictions and Connection. . ..., 29

Connecting the PDU to a Power Source

1) Verify that all circuit breakers on the PDU are set to ON. If not, turn them ON.

Or make sure that all fuses are inserted and seated properly. If there are any fuse covers,
ensure that they are closed.

Note: Not all models have overcurrent protectors.

2) Connect each PDU to an appropriately rated branch circuit. Refer to the label or nameplate for
appropriate input ratings or range of ratings.

3) When the software has completed loading, the front panel display illuminates.

Connecting to Your Network

To remotely administer the PRO4X, you must connect it to your local area network (LAN).

Ethernet port is enabled by default. Port layouts and number of Ethernet ports vary by model.
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» To make a wired connection:

1) Connect a standard network patch cable to one or both Ethernet ports on the PDU.
¢ If one Ethernet port is higher speed, use the higher speed port for network connection.

2) Connect the other end of the cable to your LAN.

Sample iX9 controller. Port locations may vary by model.

Warning: Accidentally plugging an RS-232 RJ-45 connector into the Ethernet port can cause permanent
damage(s) to the Ethernet hardware.

Dual Ethernet Connection

Models with two Ethernet ports may have ports supporting different speeds. Note if your Ethernet port
is marked with speed. Port layouts and labels may vary by model.

e ETH1 or ETH2 marked 10/100/1000 supports up to 1000 Mbps.

Exception: USB-cascading chains have different requirements.

» Check list when connecting both ports to the networks:

e Both Ethernet interfaces are connecting to different subnets.
e Both Ethernet interfaces have been enabled. By default both are enabled.
e Both Ethernet interfaces are configured with proper IPv4 and/or IPv6 settings.

e |t is NOT required that the two Ethernet interfaces share similar network settings. For example,
you can enable IPv4 settings in one interface but enable IPv6 settings in the other, or apply static
IP to one but DHCP IP to the other.

e The cascading mode is disabled. By default it is disabled. Go to Device Settings > Network.
Configuring the PRO4X

You can initially configure via one of the following:

e ATCP/IP network that supports DHCP

e A mobile device with PDView installed

e A computer physically connected to the PDU

Basic configuration process overviews:
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» Configuration via a DHCP-enabled network:

1) Connect the PRO4X to a DHCP IPv4 network.
2) Use the front panel LCD display to retrieve the IP address.
3) Launch a web browser to configure the PRO4X.

» Configuration via a connected mobile device:

1) Download the PDView app to your mobile device.
2) Connect the mobile device to PRO4X via USB.
3) Launch PDView to configure the PRO4X.

» Configuration via a connected computer:

1) Connect the PRO4X to a computer.
2) Use the connected computer to configure via the command line or web interface.
e Command line interface: See Initial Network Configuration via CLI.

e Web interface: Launch a web browser on the computer, and enter the link-local IP address or
pdu.local.

Connecting a Mobile Device

Raritan's PDView is a free app that turns your iOS or Android mobile device into a local display for
PROA4X.

PDView is especially helpful when your PRO4X is not connected to the network but you need to check
status, retrieve information, or change settings.

» Requirements for using PDView:

e |f using an Android device, it must support USB "On-The-Go" (OTG).
e Anappropriate USB cable is required.

» Step A: Download and install PDView

1) Visit either Apple App or Google Play Store.
e https://itunes.apple.com/app/raritan-pdview/id780382738

® https://play.google.com/store/apps/details?id=com.raritan.android.pdview
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2) Install PDView.

» Step B: Connect the mobile device to PRO4X

1) Get an appropriate USB cable for your mobile device.
e jOS: Use the regular USB cable shipped with your iOS mobile device.
e Android: Use a USB OTG adapter cable.

2) Connect the mobile device to the appropriate USB port on the PRO4X.
e jOS: USB-A port.
® Android: USB-B port

i0S Android

- -

- b
/" USB-B ™,
"I
]
L}
¢

» Step C: Launch PDView

1) Launch the PDView app from your mobile device. Below illustrate iPad's PDView screens.
a. The "Disconnected" message displays first when PDView has not detected the PRO4X yet.

A diagram in PDView indicates the appropriate USB port your mobile device should
connect according to your mobile operating system.
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2)

Disconnected

Please connect your device to the
USB-A port on your PDUL

Note: PDView also shows the 'Disconnected’ status during the firmware upgrade. If so, wait until

the firmware upgrade finishes.

b. The PDView shows the "Connected" message when it detects the connected PRO4X.

USE-A

e

Connected

Authenticating

If the factory-default login credentials remain unchanged, or if PDView has been configured with
accurate login credentials, PDView automatically logs in to the web interface.

Server
Technology

Abrandof Dlegrand



If PDView can't log in automatically, the login screen displays instead and you must enter
appropriate user credentials for login.

3) The web interface opens and prompts to change the password if this is the first time login.

Tip: You can store the updated "admin" or other user credentials in PDView so that automatic login
always functions properly upon detection of the PRO4X.

Saving User Credentials for PDView's Automatic Login

When PDView detects PRO4X for the first time, it automatically attempts to log in with the factory-
default user credentials.

If you have modified the factory-default user credentials, PDView's automatic login fails and the login
screen displays for you to manually enter user credentials.

To make automatic login work again, you can save the modified admin credentials or any custom user
credentials in PDView. A maximum of 5 user credentials can be saved, and PDView will try these
credentials one by one until the login succeeds.

The following procedure illustrates iPad only, but the procedure applies to any iOS or Android mobile
device.

» To save user credentials in PDView:
1) Make sure your mobile device is NOT connected to the PRO4X so that PDView does NOT perform

the automatic login feature after it is launched.
2) Launch PDView on your mobile device.

ab

3) Tap the top-right Settings icon : (i0S) or E] (Android).
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Raritan. rove

LE3E-A

Disconnected
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4) The user credentials setup page opens.
e Per default, three administrator user credentials are pre-configured for three Legrand brands:
* Raritan
= Legrand
= Server Technology
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£ Raritan PDView Settings

Default Usermname/Password Credentials:

Username 1:  adman Password: sssesss
Raritsn Wlanded paidmsed
Username 2: admin Password: sssssss

Legrand slandard password

Username 3: adméin Password: sssessssss
ServerTech Nandsd pasivwed

Username 4: Password:

Username 5: Password:

5) Modify existing user credentials or type new ones, and tap Save. The pre-configured admin
credentials can be removed or overwritten to meet your needs.

Connecting to a Computer

The PRO4X can be connected to a computer for configuration via one of the following ports.

e Ethernet ports
e USB-B port

To use the command line interface (CLI) for configuration, establish a USB connection.

To use a web browser for configuration, make a network connection to the computer. The following link-
local addressing is available in any network without DHCP available:

® https://169.254.x.x Use the front panel display to find the address.
*  https://pdu.local

Establish one of the following connections to a computer.
» Direct network connection:

1) Connect one end of a standard network patch cable to an Ethernet port of the PDU.
2) Connect the other end to a computer's Ethernet port.

3) On the connected computer, launch a web browser to access using either link-local addressing:
pdu.local or 169.254.x.x.
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» USB connection:

1) A USB-to-serial driver is required in Windows". Install this driver before connecting the USB cable.
2) Connect a USB cable between a computer's USB-A port and the USB-B port of PRO4X.
3) Perform initial network configuration via CLI.

» Initial network configuration via CLI sample:

These sample commands set up the ETH1 interface with static IP address, gateway, and DNS server
settings.

#config

config:# network bridge enabled false

config:# network ipv4 interface ETH1 enabled true

config:# network ipv4 interface ETH1 configMethod static
config:# network ipv4 interface ETH1 address 192.168.56.80/24
config:# network ipv4 interface ETH1 gateway 192.168.56.128
config:# network dns firstServer 1.1.1.1 secondServer 1.0.0.1
config:# network ethernet Ethl speed 100Mbps duplexMode full
config:# apply

Bulk Configuration Methods

If you have to set up multiple devices, you can use one of the following configuration methods to save
time.

» A bulk configuration file downloaded from PRO4X:

e Requirement: All devices to configure are of the same model and firmware.

®  Procedure: First finish configuring one PRO4X. Then download the bulk configuration file from it and
copy this file to all of the other PRO4X devices.

See Bulk Configuration (on page 346).
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For the remaining methods, see Special Configuration and Upgrade Methods (on page ).

» A TFTP server:

e Requirement: DHCP is enabled in your network and a TFTP server is available.

® Procedure: Prepare special configuration files, which must include fwupdate.cfg, and copy them to
the root directory of the TFTP server. Re-boot all PRO4X devices after connecting them to the
network.

» Curl command:

e Requirement: Two files are required -- one is a configuration file in TXT and the other is a devices list
file in CSV. See config.txt and devices.csv.

® Procedure: Upload both files to all of PRO4X devices one by one, using the appropriate curl
command.

» SCP or PSCP command:

e Requirement: Two files are required -- one is a configuration file in TXT and the other is a devices list
file in CSV.

®  Procedure: Upload both files to all of PRO4X devices one by one, using the appropriate SCP or PSCP
command.

» A USB flash drive:

e Requirement: A FAT32- or superfloppy-formatted USB flash drive containing two special
configuration files and one device list file is required.

e Procedure: Plug this USB drive into the PRO4X. When a happy smiley is shown on the front panel
display, press and hold one of the control buttons on the front panel until the display turns blank.

Cascading for Shared Ethernet Connectivity

See the Cascading Solution Guide for full details on network setup, physical setup, and supported
configurations for all cascades across products. The sections documented here are a brief overview. See
Cascading Solutions for Xerus (on page ).

You can have multiple devices share one Ethernet connection by cascading them using either the USB
interface or Ethernet interface

The first one in the cascade is the primary device and all the other devices follow it in the cascade. Only
the primary device is physically connected to the LAN -- wired or wireless.
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Each device in the cascade is accessible over the network, with Bridging or Port-Forwarding cascading
mode activated on each device.

e Bridging: Each device in the cascading chain is accessed with a different IP address.

e Port Forwarding: Each device in the cascading chain is accessed with the same IP address(es) but
with a different port number assigned.

Basic cascading restrictions:

e All devices in the chain must run compatible firmware versions of 3.3.10 or later.
e The cascading mode of all devices in the chain must be the same.

e Inthe Bridging mode, the primary device can have only one connection to the network. DO NOT
connect both Ethernet ports to the network(s) unless your network has the R/STP protocol enabled.

Note: The Port Forwarding mode does NOT have this restriction. In this mode, you can enable two
wired and one wireless network connections.

e Do NOT connect cascaded devices other than primary to the LAN or WLAN.

e (WIFI only) You must use Raritan's USB WIFI wireless LAN adapter instead of other WIFI adapters for
wireless network connection.

Best Practices for Cascading

One Ethernet connection per cabinet is better:

One Ethernet connection per cabinet is better than one Ethernet connection across cabinets because of
these advantages:

e More reliable connectivity.

e Easier to manage or maintain one cabinet when all of the cabling and connections are located in the
same cabinet.

e Reduces the cross-cabinet cabling.

When to establish a chain comprising 32 devices:

A chain consisting of 32 devices saves the most Ethernet connections and costs, and it is recommended
only when:

e External Ethernet ports are expensive or limited.

e Available IP addresses are limited.

Ethernet cascading is recommended for supported devices with Dual Ethernet ports:

If all the devices in the intended cascade have dual Ethernet ports, cascading them via Ethernet is better
than via USB. The Ethernet interface offers the following benefits:
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e Longer cabling distance
e Lower latency

e Connection more reliable with RJ-45 connectors

Power-Sharing Restrictions and Connection

Two devices can share power supply to their controllers via a designated port, so that when either
controller fails to receive adequate power from its inlet(s), it continues to receive backup power from
another device which functions properly and therefore remains accessible to users.

For documentation purposes, the term "power-sharing mode" is used to describe
the status when the PDU controller is receiving power from another device.

Before making a power-sharing connection, first read Power-Sharing Configurations and Restrictions (on
page 30), and remove unsupported equipment from BOTH PDUs.

After a PDU enters power-sharing mode, some data/operations are no longer available.
» Unavailable data or operations in power-sharing mode:

e All outlets lose power, and enter the "disabled" state.
® No outlet switching can be performed.

e Allinternal sensors become "unavailable", including sensors of inlets, outlets, and OCPs.

Exception: Only energy data remains available.

e Communications with relay/meter boards are lost. Therefore, firmware upgrade may fail.
» Available data or operations in power-sharing mode:

e Change software settings, such as customizing names, modifying network settings, configuring
thresholds, and so on.

* Monitor the status of connected environmental sensor packages, or configure/control their settings.

e Operate the front panel display.
» Events that occur when entering power-sharing mode:

e The power supply sensor enters the fault state.
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Tip: You can set an event rule for sending a notification when this sensor enters the fault state.

e The above event is logged in the internal event log.
» To check status of power-sharing mode:

e Check the state of the power supply sensor. For SNMP, the sensor type is ilsmpsStatus (46).

Power Sharing Port on iX9 Controllers

Two PDUs with iX9 controllers can be connected at the "PDU LINK" port using a cat5 network cable for
power sharing.

See PDU Linking at the Rack (on page 55).

Power-Sharing Configurations and Restrictions

When either PDU enters power-sharing mode, BOTH PDUs support "less" external equipment than
usual. It is strongly recommended to remove specific equipment from both PDUs when making a
power-sharing connection.

» Configuration limitations on "both" PDUs:

e NO USB wireless LAN adapter is connected.
That is, you have to connect both PDUs to a "wired" network if LAN access is wanted.

e For models that support asset strips: No asset management strips can be connected while power
sharing.

e The maximum number of DX2 environmental sensor packages or door handles that can be
connected decreases. See Smart Sensor Configurations for Power Sharing (on page 30).

e After either PDU enters the power-sharing mode, you must NOT physically remove or add any
environmental sensor packages to either PDU.

Smart Sensor Configurations for Power Sharing

All information and restrictions described in this section apply to BOTH PDUs involved in the power-
sharing configuration, unless otherwise specified.

e NO changes to usual support for DX2 sensors in power sharing configurations.
» Door handle connection restrictions (via DX2-DH2C2):

e (Restriction only for DX2-DH2C2 manufactured before 2019) DO NOT connect any "SouthCo H3-EM
series" door handle(s) because of insufficient power supply in the power-sharing mode.
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Note: The latest generation of DX2-DH2C2 does NOT have this restriction and can have SouthCo H3-
EM series connected in the power-sharing mode.

e A maximum of 2 door handles connected to a maximum of one DX2-DH2C2 are supported.

e Both of the 2 door handles must be controlled by the same PDU so that you can have "only one"
handle opened at a time to avoid critical power consumption. That is, ALL door handles must be
connected to only one PDU in the power-sharing connection, NOT both PDUs.

Note: It is strongly suggested to check and make sure the upper limit of "powered cry contact
actuators" is set to 1 when making a power-sharing connection.

» Other sensor restrictions when door handles are present:

First make sure the connection of door handles complies with the above
restrictions.

The following restrictions apply only to the PDU that has all the door handles connected.

e When there are 2 door handles connected to the PDU, up to 10 sensor packages of DX2. Raritan's
sensor hubs must NOT be used.

e When there is only 1 handle connected, up to 12 sensor packages of DX2. Sensor hubs must NOT be
used.

» NO physical changes made to the number of connected sensor packages:

e After either PDU enters the power-sharing mode, you must NOT physically remove or add any
environmental sensor packages to BOTH PDUs.

Warning: The inrush current of a newly added sensor package may cause both PDUs to reboot.
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Linking Units

The Linking feature allows the linking configuration of a single Primary unit to multiple link units so that
you can view and manage them all in one place. The primary unit has full knowledge of the location of
the connected link units, as well as the power and/or environmental information of all link units. The
primary unit provides visibility and control both the primary unit and the link units from within the GUI,
SNMP, and CLI.

Communication between primary and link units happen via HTTPS. When establishing the connection
the link unit to be added must have HTTPS enabled at the default port 443. For added security,
certificates are checked. Link units must have the demo certificate, or if custom certificates are set, the
CA certificate must be installed onto the primary unit. (Go to PDU > Link Units page > "TLS Certificate"
button.)

All network modes are supported. Network and physical configurations must be completed before
configuring Linking.

The administrator privilege is required for all management actions (adding, configuring, releasing) of the
Linking feature. Each unit in the chain can be monitored and managed from anywhere by the network

protocols HTTP(S), SNMP, SSH, and Telnet.

All units in the linked chain must be the same model. All units must run the same firmware version,
which can be upgraded respectively for each unit in the chain.
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What's the difference between a "primary unit" and a "link unit"?

Primary and link units are the same model PRO4X that are equal to each other, and each has its own IP
address. You designate a PRO4X as the primary unit by logging into it and then adding a link unit. The
first unit becomes the primary, and when the first link unit is added, the primary unit is automatically
assigned ID "1", which is reserved to identify a primary unit only, and the ID "1" cannot be edited. A
connection between the primary and the link unit has now occurred and the chain is formed.

As you continue to add link units to the chain as desired (up to seven link units), you select Link ID "2"
through "8" for the Link ID numbers. Note that the Link ID "2-8" is the sequential number of each link
unit that you select as you add the unit to the chain, and once selected, the Link ID cannot be edited.
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When the chain is established with a single primary unit, and one or more link units, communication
occurs with the primary unit through its IP address. The primary unit, in turn, communicates to the
other link units in the chain through their individual IP addresses, which optimizes monitoring and
management.

» Which models can be linked?

Linking is supported on various products, but all devices in the chain should be the same models,
running the same firmware version.

» Which network setup modes are supported?
For the underlying network, the Linking feature can use the typical network setup modes:

Independent Setup: All units have their own regular IP address. They don't need to be in a physical
chain to be logically chained. You communicate only to the primary using its normal IP address.
Configure networking of the units, and then add link units using the Web GUI, CLI, or USB.

Bridged Setup: Same as Independent Setup, but the units are physically connected as a chain, either by
ethernet or USB. The configuration steps are the same as with Independent Setup.

Port Forwarding Cascade: The units are physically connected as a chain (either by Ethernet or USB).
Only the first primary unit is connected to your network with the IP address you assigned. The other
units will get automatically-assigned private IP addresses. When a Cascading in Port Forwarding mode
configuration is detected, you can automatically convert the cascaded units into Link Units using the
GUI in the primary unit, or add link units with the other methods in the Web GUI, CLI, or USB.

See Cascading Solutions for Xerus (on page ).

» Can primary units be linked together?

No. Once a unit is designated as the primary unit in a chain, it cannot be linked to a primary unit in
another chain. A primary unit can only be linked to one or more link units in a chain.

» How many units can be linked?

Including the primary, a full chain can include a total of eight units. The first unit added is designated as
the primary unit with the ID "1". Each unit you then add to the chain is designated as a link unit,
beginning with ID "2" and ending with ID "8".

» What is re-linking?

Re-linking is a required function when a link unit no longer recognizes or responds to the primary unit,
most likely caused by the link unit being reset to factory defaults. The status of the disassociated link
unit will be displayed as "Access Denied". Selecting the link unit when in this status displays the Re-link
button that allows reconnection of the link unit in the chain for regaining device control.

Note: Re-linking uses the same Link Unit ID and hostname, but you will need to reauthenticate with
your login credentials.
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» What user privileges are required for managing the Linking configuration?

Administrative privileges are required for both the primary unit and link unit. To add a link, your
administrative login account is required, but after that you only log in to the primary to manage the
chain, as all link units in the chain are visible in the user interface from the primary unit view.

»  What happens if the connection is lost between the primary and link units?

The primary unit's dashboard displays information about unreachable link units in the Link Unit Failures

section.

Link Uinit Failures

fa Ham b

If the network connection is lost, these link unit functions will still work:

1) Front panel display
2) Energy accumulation and outlet states (not applicable to SRC)

and these link unit functions will stop working:

1) Event log entries are lost
2) Eventrules, actions and alarms

3) Remote access to the link unit
4) Synchronization of primary settings and time when not using NTP

» Which system areas of the primary and link units are automatically synchronized?

The primary unit periodically checks link unit reachability. You can define rules to be alerted when
communication with a link unit fails, such as a system alarm. Some link unit settings are automatically

synchronized with the primary:

1) Peripheral device settings

2) Front panel privileges and default view
3) USB host port lockdown

4) Time and date settings

5) General data logging settings

» How are firmware updates handled?

Uploaded firmware images in the GUI are automatically distributed to all link units at the same time.
Starting a firmware update requires the automatic image upload on the link units to be finished first.
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Firmware version must match between primary units and link units to function normally. If the primary
unit is updated before the link units, for example, you will see a "Firmware version mismatch" message
in the Link Units section. When this occurs, link unit data will not display. You will not be able to switch
to the mismatched link unit. Upon update of the linked unit to the matching firmware version, normal
data displays will resume.

» Does Linking support mass deployment?

Yes, mass deployment has been extended to support a setup for the Linking feature (multi-IP or single-
IP) via the Mass Deployment Utility, which provides the Excel spreadsheet process used for bulk
configuration. For information about using the utility, see Configuration or Firmware Upgrade with a
USB Drive.

Linking in the Web Interface

The following topics describe how to configure and use Linking in the web interface.
Viewing the Primary Unit
To view and manage Linking, log in to the unit designated as the primary unit, and go to the PDU page.

When you add a link unit, a chain is established between the primary and the new link, and the primary
becomes ID "1".

The PDU page displays the following information about the primary PDU:

1) Firmware version
2) Model

3) Serial number
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4) MAC address
5) Rating
6) Link to Data Log

The ID of the primary unit is automatically assigned the ID "1", as shown in the example as "My PDU
(2)". The ID cannot be edited.

Options for Adding Link Units

To start configuring the Primary Unit with Link Units, your options in the web interface depend on the
network and physical configuration of units.

e If you configured units in Independent or Bridging Mode, where they may or may not be physically
cascaded, and each one is assigned its own IP address, you can manually add each link unit. You can
use this manual function anytime to add link units. See Adding a Link Unit (on page 36).

e If you configured units in a Port-Forwarding Cascade Mode configuration, in which they are
physically cascaded and only the first unit is connected to the network, you can automatically link
the cascaded units. See Linking Cascaded Units (on page 38)

TLS Certificates for PDU Linking

To enhance security, you can upload a TLS certificate to your primary unit to be verified for
communication with the link units. The built-in demo CA certificate is used to verify link units until you
upload your own. You will need a CA certificate for the primary unit, and certificates for each link unit
that have been signed by the same CA. Before creating the cascade, CA-signed TLS certificates must be
installed to designated link units. See Setting Up a TLS Certificate (on page 248).

If you are using the Link Port for setup at the rack, or if you are in Port Forwarding mode, certificates for
link-local addresses and/or internal wildcard domain (*.pf-cascade) are required. Note that Link Port is
not available on all models.

» To add the CA Certificate to the Primary Unit:

1) Login to the designated primary unit.
2) Onthe PDU page, click TLS Certificates.
3) Click Browse, then select the CA certificate file and click OK to upload it.

4) Select the "Allow Expired and Not Yet Valid certificates" checkbox to skip time verification when
certificates are validated.

5) Click Save.
Adding a Link Unit
A link unit (up to seven units) can be added to a single primary unit.

On the PDU page, the Link Units section will contain all link units. The Add Link Unit button, highlighted
in green in the screen example, also displays in the Link Units section.
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Link Units
#A Name Host Madel Status Firmware

2 My Link Unit (2) 192.168.6.32 Model Number Here  OK 4.0.10.5-48774

TLS Centificate | Add Link Unit

» To add a link unit:

e Primary and link units must be the same model, running the same firmware versions.
1) Login to the primary unit and go to the PDU page.
2) Click Add Link Unit. The following add box displays:

Add Link Unit

Link ID 3 v
IP address/hostname
Administrator login

Password

Cancel

3) The Link ID is populated as the next available ID number (2-8), assigned sequentially as each link unit
is added to the chain to identify the link unit in the user interfaces. Note: From the drop-down, you
can manually select the desired Link ID to order the link units in the chain as desired. Once
associated with a link unit, the Link ID cannot be edited.

4) Provide the IP address of the link unit.

5) Provide the login credentials for the link unit. Note: If the link unit has factory settings, you will be
prompted to set the new password.

6) Click Add.

e The link unit's firmware version is checked to ensure it matches the primary unit. If a mismatch is
found, a message appears and the link unit is not added.

7) When the firmware matches, the new link unit is added in a list in the Link Units section. All link
units added to the chain are now managed by the single primary unit.

The PDU page displays the following information about the link unit:

e LinkID
e Host/IP address
e Communication status

e Firmware version
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About the Link ID

The Link ID "1" is automated and reserved internally for the primary unit. The primary unit’s ID "1"
cannot be edited.

The Link ID "2-8" is available for you to select as the ID for each of the link units you add to the chain.
From the Link ID drop-down, you can select the desired Link ID to manage the link units in the chain.
Once selected, the Link ID cannot be edited.

Add Link Unit

Link ID 3 v

1

IP address/hostname

Administrator login ‘

0~ o

Password

Cancel

Linking Cascaded Units

When units have been configured in a physically-connected cascade in Port Forwarding mode, PRO4X
can detect expansion units via the primary unit, and link these cascaded units.

While a cascaded chain supports up to 32 units, and may include different products and different
models, Linking can only accommodate a maximum of 8 units linked, and all units must the same
models running the same firmware version.

Link units can be added by different methods, so remember that 8 total is the maximum overall.
You can link cascaded units in two ways:

e Link All Cascaded Units (Automatic method): Use this method when your cascade's 1 through 8
expansion units are same product/model/firmware, and you want that configuration simply and
directly converted to Linking.

The automatic option will attempt to link all cascaded units, assigning each either a link-
local IPv6 address or node-index-dependent URL as it is discovered and linked. The process
begins with the first expansion unit connected to the primary, and proceeds through the
cascade in order. The process ends when all 8 Link unit IDs have been filled, or when a link
attempt fails.

e Custom: Use this method when you want to selectively add only some expansion units from the
cascade, or otherwise customize how expansion units are linked, and in what order.
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The Custom settings option requires that you to select each cascaded unit by its node
number, and map it to a Link ID manually. You must also select a hostname type for each
link. The linking process follows your customized list and attempts to add all selected
expansion units.

» To link all cascaded units (Automatic method):

1) Onthe PDU page, click the Link Cascaded Units button. The Link Cascaded Units dialog opens.
2) Enter the administrator user name and password assigned to all designated link units. Must be the
same credentials for all units.
3) Select "Link all Cascaded Units" for automatic linking.
4) Select the Hostname type to be assigned to all link units:
e Link-local IPv6 address: Units are assigned IPv6 addresses that are accessible from the primary unit.

e Dependent on node index: Units are assigned a URL that includes their node index number, for
example "expansion-1.pf-cascade", "expansion-2.pf-cascade", "expansion-3.pf-cascade", where the
node number indicates the expansion unit's position in the chain related to the primary unit.

5) The table shows the process that will run: Node Index indicates the expansion unit number to be
linked, Link ID shows the link ID to be assigned, and Hostname shows the hostname type for all, as
specified.
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Link Cascaded Units

Administrator login

Password

Cascade

Mode Index

1

Link ID
2

admin

0—" @ Link all cascaded Units

Hostname:

Link-local IPvé addresses v

Custom settings

Hostname

Link-local IPv6 addresses
Link-local IPv6 addresses
Link-local IPv6 addresses
Link-local IPv6 addresses

Link-local IPv6 addresses

Vimle lmmal il adldammman

Cancel

6) Click Link to start the linking process. The table shows progress and then final results. In the example
below, expansion unit 1 was linked successfully. Expansion unit 2 failed--the connection may have
failed, or this result may also indicate there was no unit at that position. Expansion units 3-7 were

skipped because the process stops upon first failure.

Mode Index

]

40

Link 1D

2

~d

Hostname

Link-local IPvE
addresses

Link-local IPwh
atdresses

Link-local IPvé
addresges

Link-local IPvé
addresses

Link-local IPv6
addresses

Link-local IPv6
addresses

Link-ocal IPvh
addresses

Link State

" Linked

X Connection 1o the link unit
failed,

X Skipped

X Skipped

X Skipped

X Skipped

X Skipped
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» 7o link cascaded units (Custom method):

1)
2)
3)
4)

5)
6)

Server

On the PDU page, click the Link Cascaded Units button. The Link Cascaded Units dialog opens.
Enter the Primary Unit's administrator user name and password.

Select Custom Settings.

Click Append Node to add a row to the table, then complete each field in the row to describe how

the expansion unit should be linked. Repeat this step as needed to create a table of all nodes to link.

* Node Index: Select the node index for the expansion unit you want to add. Node index 1 indicates
the first expansion unit connected to the primary unit, then expansion units are numbers
sequentially as you go down the cascaded chain.

e Link ID: Select the Link ID that this expansion unit will be mapped to once linked.
e Hostname: Select the hostname type to be assigned to this link unit.

= Link-local IPv6 address: Units are assigned IPv6 addresses that are accessible from the primary
unit.

= Dependent on node index: Units are assigned a URL that includes their node index number, for

example "expansion-1.pf-cascade", "expansion-2.pf-cascade", "expansion-3.pf-cascade", where
the node number indicates the expansion unit's position in the chain related to the primary
unit.

Link Cascaded Units

Administrator login admin
Password  sssee

Link all cascaded Units

'—* @ Custom settings

Node Index  Link ID Hostname

Cascade

1 3 Link-local IPvé addresses

8 v 8 ¥ Dependent on node index v [ |
3 | 5 Link-local IPv6 addresses
Append Node

AN ood

The completed table you create shows the process that will run.
Click Link to start the linking process. The table shows progress and then final results.
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Link Cascaded Units

Administrator login admin
Password [(TTTTTT]

Link all cascaded units

Cascade

® Custom settings
Mode Index  Link ID  Heostname Link State
1 2 Link-local IPvE addresses " Linked
Append Node

Cancel m

Primary Units Manage Link Units

The primary unit manages the following functions for the entire chain of linked units:

e User management and authentication — configured only on the primary.

e Date and time — the primary synchronizes its date and time settings to link units. If NTP is not used,
then the synchronization interval is every 10 minutes.

e Device settings — only the primary device settings are configurable, except for Network Settings.
Some settings will be synced to link units. The serial port is configurable for the primary only; link
units use the console.

e Data model settings — such as outlet names, thresholds, peripherals, etc., are configured on the
primary and stored on link units. Features vary by model.

e Lua scripts — Communication with link units in a Lua script is possible.

Releasing a Link Unit

Releasing a link unit means the unit is separated from the chain and the unit then becomes standalone.
The primary unit no longer has access to the released link unit.

» To release a link unit directly:

If you navigate to a link unit directly, in a web browser, a Release Link option is available instead of a
login option.

e Enter the username and password, then click Release Device.
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This device is part of a cascade and managed by

192.168.2.122

User Name

Password

» To release a link unit from the Primary Unit's web interface:

Note: If a release action is attempted on a link unit when the unit is an unreachable state, a warning
message displays, and the primary will not recognize the link unit.

1) From the PDU page, in the Link Units section, click a link unit to select it.
2) Click Release Link Unit.

3) A confirmation prompts to cancel or release.

If released, the link unit is removed from the page.

Switching to a Different Unit

Switching your view to a different unit is a control function noted by the Switch control in the upper left
corner of the pages that display primary and link unit information.

Displayed data in the GUI defaults to the primary unit. The Switch control allows you to switch from a
primary page to a link unit page, and back again to the primary.

My Link Unit (2)

My Link Unit (2)
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» To switch to a different unit:
1) Click the Switch " control.
2) Select one of the link units from the drop-down list. Link number "2-8" appears in parentheses.
3) The page displays data for the selected link unit.

4) To return to the page for the primary, select the primary unit. Primary number "1" appears in
parentheses.

» Configure load shedding on linked units

You can switch between units in the GUI and setup / activate load shedding separately for every link
unit. Activating load shedding on the primary unit will not activate load shedding for the whole cascade.

Re-linking a Link Unit

Re-link is a required function when a link unit no longer recognizes or responds to the primary unit,
most likely caused when the link unit has been reset to factory defaults. Resetting to factory defaults
causes the linked unit in the chain to be unreachable, and it would have to be removed from the chain
manually.

If reset to factory defaults, the status of the disassociated link unit will be displayed as "Access Denied",
shown below.

Link Units
v #A Name Host Model Status Firmware
+ My Link Unit (2) unknowm unknawn Access Denied unknown

TLS Certificate = Release Link Unit =~ Re-Link Unit

» To re-link a link unit:

1) When you select the link unit in the "Access Denied" status, the Re-link button displays, as noted
above.

2) To reconnect the link unit in the chain, and to regain full control of the unit, click Re-Link Unit.

3) Although re-linking uses the same Link Unit ID and hostname of the unreachable unit, you will need
to reauthenticate with your login credentials.

4) Click the Re-link button.

5) The status of the link unit changes to "OK".

Viewing Link Unit Information

When a link unit is added to the chain, the primary unit view (through the GUI) allows full access to the
operational data of the link unit. For example, using the navigation tabs of the GUI, link unit data is
displayed in several pages: the Dashboard, PDUs, Inlets, Outlets, Outlet Groups, Peripherals, and
Feature Ports.
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» Dashboard
The Dashboard shows inlets, OCPs, alerted sensors, and inlet history for the entire linked chain.
In this example, data for the single inlet of the primary "My PDU (1)" Inlet I1, and the inlet of the link
unit "My PDU (2)" Inlet |11, are displayed together. The OCPs for the units are also available together on

the Dashboard page.

Peripheral sensors are not shown on the dashboard by default. Only sensors (both PDU or peripheral) in
warned or critical state are displayed in the Alerted Sensors section.
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Mo Alerted Sensors | Ma Alarimis
» PDU Page

The PDU page displays the details and settings for the selected unit (primary or link). The Link PDUs
section is only shown when the primary unit is selected.
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» Inlets Page

On the Inlets page, the primary unit and link units are displayed together on the same page.

In this example, data for the single inlet of the primary "My PDU (1)" Inlet 11, and the inlet of the link

unit "My PDU (2)" Inlet 11, are shown together on the Inlets page.

My POU (1) Indet 11
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0.0u
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» Outlets Page

The Outlets page defaults to display only the outlets of the primary unit, in this example 30 outlets.
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% My PDU (1) Outlets s i
a MHame Status RMS Current Active Powser Power Factor =
1 Cutder 1 Oon 0.000 & ow 1.00
2 Outlen 2 Ooen 0.000 & ow 1.00
] Outler 3 Oon 0.000 & ow 100
4 Outler 4 ®on 0.000 A ow 1.00
-] Outhet 5 ®on 0.000 A ow 1.00
& Outler & ®on 0.000 A ow 1.00
7 Outhn 7 w[’n 0.000 A ow 1.00
8 Outler & Ooen 0.000 & ow 1.00
[} Outher® Oon 0.000 & ow 1.00
10 uthet 10 Gon 0.000 A ow 1.00
1 Outlet 11 ®on 0.000 A ow 100
12 Outher 12 Oon 0.000 & ow 100
13 Outher 13 Oon 0.000 & ow 100
14 Outlen 14 Oon 0.000 & ow 1.00
18 Outler 15 Gon 0.000 A ow 100
16 Gutlet 16 Oon 0.000 & ow 1.00
17 Outlet 17 ®on 0.000 A ow 100
18 Cutlet 18 Gon 0.000 A ow 1.00
1% Outher 19 w[’n 0.000 A ow 1.00
20 Outlet 20 w on 0.000 A ow 1.00
2 Outlen 21 Oon 0.000 & ow 100
2 Ourtlet 22 ®on 0.000 A ow 100
2 Outlet 23 ®on 0.000 A ow 1.00
24 Outler 24 Oon 0.000 A& ow 1.00
25 Outler 25 Oon 0.000 & ow 100
28 Outhn 26 Oon u.000 & ow 100
27 Outin 27 Oon 0.000 & ow 1.00
28 Outlen 28 Oon 0.000 & ow 100
E] Gutlet 29 Oon 0.000 A ow 1.00
30 Curler 30 Oon 0.000 A ow 1.00

» Viewing Outlets for Link Units
On the Outlets page, you can switch from the primary to the link.

1) From the Outlets page drop-down, select the link unit "My PDU (2)". Note: To view outlets for a
specific link unit, the link unit must be selected by name.

| i IMy PDU (1) Outlets Qon & i
Status RAMS Currant Active Power Power Factor Non-Critical =]

My PDU (2)

+ e ®on 0.000 A ow 100 false

2 Outlet 2 QOon 0.000 4 oW 100 false

3 Outlet 3 3 ®on 0.000 A ow 100 false

4 Cutlet 4 Qon 0.000 A ow 100 false

5 Outlet § ®on 0.000 A ow 100 false

[ Cutlet 6 Gon 0.000 A ow 1.00 falee

b Outlet 7 Gon 0.000 A ow 100 falee

E Outlet 8 Oon 0.000 A ow 100 false

9 Outlet 3 Gon 0.000 A ow 100 false

] Outiet 10 Oon 0.000 A ow 100 false

n Outlet 11 Gon 0.000 A ow 100 false

12 Outlet 12 Gon 0000 A ow 100 false

13 Outlet 13 ®an 0.000 A ow 1.00 false

All outlets of the link unit display for viewing and access exactly like the outlets of the primary
unit.
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4 MyPDU (2) Outlets
A MHame

1 Oruthet 1
2 Ourtiet 2
3 Outier 3
4 Owther 4
s Owrtlen 3
L] Outiet &
7 Ourthet 7
] Outlet 8
9 Onather 9
10 Outlet 10
11 Owtlet 17
12 Curthet 12
13 Outlet 13
14 Ouwthet 14
15 Ouitler 15
1% Outher 18
17 Owthet 17
12 Ourler 18
1% Owtlet 16
w0 Outle 20
n Ourther 21
2 Ontlen 22
23 Onsthen 23
24 Outlat 24
25 Outhet 25
26 Outiet 26
v Qutler 27
n Outiet 28
) Owather 29
0 Outiet 30

2) You can switch back to the primary unit by selecting "My PDU (1)".

okt
O off
ol
w on
w on
w on
w on
w on
w on
w on
w on
w on
w on
w on
w on
w on
Oon
w on
w on
w on
w on
w on
w on
w on
w on
w on
w on
w on
w on
w on

RMS Current
0.000A
oA
0000 A
0.000 A
o000 A
0.000 &
0000 A
0.000A
o000 A
00004
000D A
0.000 &
0.000 A&
0.000A
00004
0.000A
0.000 A
0.000 4
0000 A
omoa
oA
0000 A
000D A
0.000 A
0.000 A
0.000 A
o000 a
omoA
0.000 A

0.000 4

ow

ow

ow

ow

ow

ow

ow

ow

ow

ow

ow

ow

ow

ow

ow

ow

ow

ow

ow

ow

ow

ow

ow

ow

ow

ow

ow

ow

ow

Power Factor
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1,00
1.00
1.00

1.00

Nean-Critical
falee
false
false
falsw
false
false
falve
false
false
falne
falsa
falsn
faloe
falee
false
false
falsa
false
false
falve
false
false
false
falsa
falee
falee
Falne
falne
false

false

Note: The Switch control is only available when there is at least one link unit in the chain; otherwise, the

page defaults to displaying only the outlets of the primary.

3) From the Outlets page (either primary or link), select an outlet in the list to view operational details

for the specific outlet and to configure outlet settings.
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+ MyPDU(2) 7 Outlet5 Oon Ooi Zcycle

Details
Label
Outlet status GOon
Receptacle type IEC 60320 C13
Lines Li-L2
Inlet My PDU (2) Inlet 17
Owvercurres nt protector Overcurrent Protector C1
Sensors
Sensor Value State
RMS Current oo00A  nomal ]
RMS Voltage Qv normal |
Line Frequency 50.0 Hz normal
Active Power ew  normal |
Active Energy 0Wh normal
Apparent Power ovA normal
Power Factor 1.00 normal
Settings
Edit Settings
Name
PDU defined (last known)
Power off period during power cycle PDU defined (10 seconds)
Mon-crit tical False
Reset energy counter Reset
Outlet History ~

0BW

0EW

04W

Outlet Groups

An outlet group is a named collection of selected outlets. When user-defined, an outlet group can
contain outlets from different PDUs, including both primary and link units.

Outlet groups support fast and efficient outlet control actions (On, Off, Power Cycle) across multiple
PDUs, and with PDU Linking, member outlets for the primary and its link units can be collected in the
same outlet group.

Outlet groups are managed by the primary unit, and multiple outlet groups can be controlled
simultaneously. Summary and power energy readings are available per outlet group.

The Outlet Groups page displays current user-defined outlet groups along with name, outlet state,
active power reading, and the page also shows the outlet labels that were selected for the group. Note
in the Outlets column in this example that outlets from both primary and link units display together
within a named group. This is an example of outlet "pairwise", a function described in more detail later
in this next section.

Note: Outlet groups can contain multiple pairs of outlets; the next screen example shows only two
outlet pairs in the sample groups.

Click the control arrow to toggle the outlet group list in ascending or descending order by
group number.
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» Viewing Outlet Group Details

Click an outlet group name in the list to display operations details for the outlet group. From this page,
you can issue the outlet control actions On, Off, and Cycle (power cycling to restore the outlet) for all
member outlets in the outlet group. The page also allows editing of the outlet group members and its
outlet settings.
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4 Outlet Group 1 - Test Gon OOoH Teyle 3

Edit Members.

va PoU Outlet Status Active Power
1 My POU(1) Outlen & Oon ow
2 My POU (1) utler12 Oon ow
3 My PDU (2} Culen 12 Gon ow
R

Seaor Value. State

Active Power ow normal

Astive Energy owh ormal
s
| Edu Settings

Name Towt

Feaat snargy counter Reaet

‘fﬂ'y#ﬁ?y\*?\*##?&#??\9&‘9,9\?&#\*‘9?&3‘0\*'&3 aj

Active Power ¥ EY

» To add an outlet group:

1) On the Outlet Groups page, click Add Group. The New Outlet Group page displays, defaulting to the
outlets in the primary unit.

Mo Duthet Group
o rerne Tuared
b et Fapien e pmate
UL L4 Duren ~
e Gl T O 13 Cattet 19 et 13
Dot 1 [ st 14 Ottt T8 Durlei 78
Ghtion 3 Cutier ¥ aien 13 Dot 1 Ot 17
Dl & St 18 e 1 Ot 11 Onlied 1R
il 5 Drules 11 et 17 Chathet T1 Ol T4
D i 17 i 10 rian 71 e
Wy PR (T i Dt -
KCawsl &

2) Type a name for the new outlet group.

3) Select individual member outlets for the primary as shown in the default page, or to select all
outlets for the primary, select My PDU (1).

4) To select individual member outlets for the link unit My PDU (2), click Add Outlets. To select all
outlets for the link unit, select My PDU (2). Note: Link units have to be selected by name to display
their outlets.

5) Click Save.
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The following example shows the outlet group named "TEST 1" with all outlet members
selected for the primary unit and outlet members 1-6 selected for the link unit.

g B

W ORI T

AR AR
CRRCRRC W
LRRCRICVR W
CRECRIC YR S
CRRCRRC WA R

REh R RLRT

Controlling Outlets in Groups

1) From the Outlet Groups page, select an outlet group by name.

2) Click the desired control: On, Off, or Cycle. This example shows three outlets in status On. When Off
is clicked, a prompt appears to confirm applying the action to all outlets in the group.

3) Click the Switch button.

& Ouilei Group 33 - TEST 2 Hon DO Soxs
il
i Lig=ingry
o [ Bctorn P
e ®on am
e Chon "
Py & Clon am

4) The status of the outlets in the group appears on the Outlets Group page as Off.

§ Outlet Group 33- TEST 2 Som Q0N Dol

Eumens

S Arvas Fama

i
f 1

SR8
E
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Pairwise Outlet Groups

The PDU Linking feature offers the "pairwise" functionality for outlet grouping. Pairwise creates auto-
named pairs of outlet groups that span multiple PDUs (primary and link units) using the same outlet
label. You can automatically create multiple outlet groups, each containing one pair of outlets between
linked PDUs that can be controlled as an outlet group.

Example: Chain with primary and a single link unit
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PDU 1 (Primary Unit) Server Load PDU 2 (Link Unit)
Outlet 1 Server 1 Outlet 1

Outlet 2 Server 2 Outlet 2

Outlet 3 Server 3 Outlet 3

Outlet 20 Server 20 Outlet 20

Using the above example, to control power to a server, you would typically switch one outlet of PDU 1
and one outlet of PDU 2. With pairwise, you can auto-create an outlet group named "Outlet pair 3", and
the new group will automatically contain Outlet 3 from PDU 1 (primary) and Outlet 3 from PDU 2 (link).

Automatically Create Pairwise Outlet Groups

1) From the Outlet Groups page, from the drop-down menu

Outlet Groups

select Automatic Creation.

FU— E

No groups were created yet. R |

2) Confirm the pairwise creation.

Pairwise Outlet Group Creation

I W Delete 1

Create outlet groups that contain pairs of outlets with the

zame |abel.

Pairwize outlet groups will be created for My PDU (1) and

My PDU (2).

Create

3) Pairwise outlet groups are created and named automatically for all outlets on the primary and link
unit, such as "Outlet pair 1", "Outlet pair 2", "Outlet pair 3", etc.
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Overcurrent protectors from both primary and link PDUs are displayed together on the same OCPs
page. If sensors are present on the units, sensor data for both primary and link units will also appear on

the page.
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Peripherals Page

The Peripherals Page shows peripheral devices connected to the primary or link unit.
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s My Unit (1) Peripheral Devices
# Name Reading State Type
1 temperature 1 250°C B UpE Temperature
warming
2 Relative Humidity 1 40 % normal Hurmidity
3 Door State 1 closed Door State
4 Door Handle 1 closed Door Handle
5 Door Lock 1 closed Door Lock

PDU Linking at the Rack

PDUs with the iX9 controller have a PDU Link port that supports directly connecting two same model,
same firmware version PDUs in a primary-link configuration right at the rack. This connection also
allows for power-sharing between the two PDUs. To allow PDU linking of the connected PDUs, complete
the configuration using the PDU front panel display of the Primary unit. You do not have to say Yes to
PDU Linking to use power sharing.

» Requirements

e 2 PDUs with iX9 controllers
e Ethernet cable

» To configure PDU Linking at the rack:

1) Connect the PDU Link port of the first iX9 controller to the PDU Link Port of the second iX9 controller
using a standard network patch cable.

B R O %
’ =l o 00
— = Xy
_ @ %,ul: O X
e e Xy

2) The units will detect the connection and display messages on the front panels.

3) On the front panel display of the PDU you want to designate as Primary, select Yes to confirm the
Primary Unit setting.
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Confirm Primary Unit

Connection on Linlk Port
detected. Select this
device as Primary Unit
and add the other device
as Linle Unit?

X Bacle 10:35 AM

e Select No to deny PDU Linking for these 2 PDUs. The message will not appear again.
4) Upon selecting Yes, the units will be linked as Primary and Link units, and will operate as other PDU
Linking configurations.
Displays for Primary and Link Units

Each unit in a PDU Linking chain displays its own PDU data (inlets, outlets, sensors, alerts, etc.)

» Primary unit:

From the following example of the primary unit display, navigate the options for displaying Link PDU
identification and status, and to confirm the primary unit that is controlling the link unit in the chain.

1) Can show alarms, which may be triggered by link units.
2) PDU information shows a list of link units with host name/IP address, model, device name, serial

number, firmware version, and communication status.
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PDU 2: My PDU
Your Model | 192.168.6.2%
Communication O
1BERISFFTE | 3.6.0.5-46238

» Link units:

1) No display of alarms/events.

2) PDU information shows the primary IP address
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Link Primary Unit

This unit is managed

by primary unit
10.0.42.2.

X Baclk 3:49 AM

Linking in the CLI

For each unit in a chain, you can list the units, switch to a different unit, add a new link unit, and release
a link unit. You can then use all regular commands as usual to access and control individual units, as
with any standalone unit.

The CLl is disabled on link units. Access to the link unit via the CLI is available only through the primary
CLI.

If any link units are configured, the CLI prompt includes the currently selected unit and Link ID, such as
My Unit (1) or My Unit (2).

Some commands are not available for link units:

e Authentication settings
e Security settings (login, role-based access control, user blocking, and strong passwords.)
e Server monitor

e User management

Linking CLI Commands

Commands for Linking begin with pdu.

» List the Units in the Linked Chain

Displays the following information for each unit:
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e LinkID

e Communication status (for link unit only)
e Device name

e Model name

e Serial number

e Firmware version

# pdu list

» Switch Unit

Switch between the primary and link units. The Link ID must be 1 (primary) or 2-8 (link units).

# pdu [id]
» Add a New Link Unit

Add a link unit to a primary unit. Only available when ID 1 (primary) is selected. The command can be
used to re-establish a connection to an existing link unit if the Link ID and host match exactly. The
command requires admin privileges and prompts for the user’s password.

# pdu link [id] [host] [login]
id: New link ID (IDs 2-8)
host: Host name or IP address

e |ogin: Name of user with admin privileges

» Release a Link Unit

Release a link unit from a chain until the unit becomes standalone. The primary unit does not have
access to a released link unit. The command is only available when ID 1 (primary) is selected. The
command requires admin privileges, and prompts for confirmation unless the “/y” is specified.

# pdu release [id] {/y}
e id: Link ID of the unit to be released (IDs 2-8).
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Using the Hardware Features

Xerus firmware runs on various hardware designs, including different sizes and controllers.

In This Chapter

0] =T P 60
Outlets and OULIEt LEDS. . . ..ottt e e e e e 60
Connection POrtS. . ... i e 61
Front Panel Display. . ...t e e e 62
Reset Button. ... ... 99
CirCUIt BreaKers. . v oottt e e e e e e 99
FUSE. .t e 101
272 T= o = 105
Replaceable Controller. . ... ... e e 105
Threaded Grounding Point. . ... .ot i e e 106
Inlet

PRO4X has a 45 degree inlet that is factory-installed on most vertical PDUs.

Connect to an appropriately rated branch circuit. Refer to the label or nameplate affixed to your PDU for

appropriate input ratings or range of ratings.

There is no power switch. To power cycle the unit, unplug it from the branch circuit, wait 10 seconds

and then plug it back in.

Outlets and Outlet LEDs

The total number and type of outlets varies from model to model.

Outlets that are metered and/or switched have an LED that indicates their state.

PRO4X Series Outlets and LEDs

Both metered and un-metered models have outlet LEDs that change color as per the outlet state.

Color What it means...

Green Outlet powered ON

Unlit Outlet powered OFF

Amber blinking Any outlet sensor above or below warning threshold
White/Green blinking Outlet service mode: Outlet ON

White blinking Outlet service mode: Outlet OFF
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Red Outlet OFF and suspended after OCP trip

Red blinking OCP tripped: Outlet OFF
Red/Green blinking OCP tripped: Outlet ON
Red/Yellow/Green blinking Boot Up Sequence: Firmware is loading

Connection Ports

Connection ports vary by model.

PROA4X Series Connection Ports

ETH (1)10/100/1000

ETH (2 10/100/1000

PRO4X Series models have the following ports:

e USB-Ax2

e USB-Bx1

e ETH1/ETH2 10/100/1000
e PDU LINK x1

e SENSOR«x1
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Connection Port Functions

Port Used for...

USB-B e Cascading devices for sharing a network connection.
e Establishing a USB connection with a computer for:
e Using the command line interface.
e Performing disaster recovery with Technical Support.

e Connecting to an Android mobile device.

USB-A This is a powered "host" port.
e Connecting to an iOS mobile device.
e Connecting a USB device, such as a Logitech” webcam or wireless LAN adapter.
e Cascading devices for sharing a network connection.
e Connecting to a Raritan KVM device using a supported Power CIM.
SENSOR Connection to one of the following devices:
(RJ-45) e Environmental sensor package(s).

e Sensor hub.
ETH1/ETH2 Connecting to your company's network via a standard network patch cable (Cat5e/6).

PDU LINK Connection between two compatible PDUs:
e PDU Linking

e Power sharing

Front Panel Display

The front panel display will vary by model.

The following diagram shows a sample OU front panel display. 1U/2U displays are horizontal.
» 4 P
O v
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Use the front panel display to view information and even administer features on supported models. It
consists of:

e LCDdisplay
e Four control buttons
Zero U models automatically adjust the orientation of the content shown after detecting the direction

of installation. You can also manually change the orientation. 1U and 2U models do NOT adjust the
content's orientation.

Note: All front panel display images in the User Guide are for Zero U models with the LCD front panel
display. Displays may differ slightly by model and on 1U and 2U models.

Automatic and Manual Modes

After powering on or resetting, the front panel display first shows some dots, then logo and finally
enters the automatic mode.

» Automatic mode without alerts available:
In this mode, the display cycles through information as long as there are no alerts.
» Manual mode:

To view more information or control outlets, enter manual mode.

Press : or ® to enter the manual mode, where the Main Menu is first displayed.

To return to the automatic mode, press until you return to the main display.

» Alerts:

* In the automatic mode, when an alert occurs, the display stops cycling through information, and
warns you by showing the alerts notice in a yellow or red background.

To enter the manual mode, press ® .

e Inthe manual mode, both the top and bottom bars will turn yellow or red to indicate the presence
of any alert.

Control Buttons

Use the control buttons to navigate to the menu in the manual mode.
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Button Function

Up

Down

OK

O © ®

® Back
- OR --

Switch between automatic and manual modes

Operating the Front Panel Display

Enter manual mode when you want to operate the front panel display.

» Color changes of the display's top and bottom bars:

* In manual mode, both the top and bottom bars will turn yellow or red to indicate the presence of

any alert.

e These examples are generic model samples. Information categories vary by model.
Screen with yellow bars

All alerts enter the warning level only.

Alerts

Screen with red bars

Partial or all alerts enter the critical level.

Main Menu

Alerts

X Auto 9:57 PM

e Both bars turn black when there are NO alerts.
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Select ©
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Screen with black bars

Main Menu

Alerts

Main Menu
Main Menu

The Main Menu commands depend on the model.

The system time and the X and O buttons and their action on each page are shown at the bottom of the
display.

For example, "X Auto" means you can press the X button to enter automatic mode. "Select 0" means
you can press O to select an option. Always use the arrow buttons to navigate lists and options.

The currently-selected item's number and total of menu items are indicated in the top-right corner of
the display.

Alerts
PDOU
Inlet 11
Residual Current
OCPs
Outlets
Outlet Groups
Feripherals

X Auto 997 PM Select ©
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Alerts

Select Alerts in the Main Menu to view a list of alerted sensors, including both internal and external
sensors.

e Numeric sensors in the warning or critical range of an enabled threshold.
e Alarmed state sensors

e Tripped circuit breakers or blown fuses

If there are no alerted sensors, the display shows the message "No Alerts."

» Alerted sensors:

¢ The top and bottom bars on the LCD display may be yellow or red, depending on the type(s) of
available alerts.

Alert List 1/2
L Iy System Tamper Alarm
Appeared at 22:10
€© ———elnlet [1 L1 RMS Current
15.784 A

Upper Warning

Inlet 11 L1 RMS Current
15.784 A

Upper Warning

X Back 9:57 PM Details O

l

Number Description

o Alarm names.

9 The time the alarm occurred.
If the alarm occurred at least two times, then more information is shown.
e Number of alarms
e The first occurrence time

e The last occurrence time

a Alerted sensor names.
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Number Description

6 Sensor readings and/or states.

A numeric sensor shows both the reading and state. A state sensor or actuator shows the state
only.

Available states:

e Alarmed

e Lower Critical = below lower critical

e Lower Warning = below lower warning
e Upper Warning = above upper warning
e Upper Critical = above upper critical

e Open (only available for overcurrent protectors)

6 The 'Details' command appears for alarms only.

1) Press : or @ to view additional pages. When there are multiple pages, page numbers
appear in the top-right corner of the display.

2) (Optional) If there are alarms in the Alert List, you can perform the following operations.

a. Press : to view detailed information of the alarm.
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Alarm System Tamper 1/
Alarm 2

Peripheral device
‘Tamper Detector 1’
in slot 9 is alarmed.

Last appearance:
2018-10-10 22:10
X Back 2:57 PM Ackno... O

b. (Optional) If the alarm occurred more than one time, the numbers of current page and total

pages are shown in the top-right corner, similar to the above diagram. Press @ or @

to view the information of other occurrences.

PDU

Depending on model, the PDU menu includes internal beeper states, unit-level power and energy
readings (for models with multiple inlets), Energy pulse output settings, and power supply status.

C. To acknowledge all alarms now, press

» To view or configure PDU information:

1) Select "PDU" in the Main Menu, and press : .

e PDU name, firmware version, model, serial number, and ratings are displayed.
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Device Info

My PDU

4,0.0.5-48479
PX4-5730-EBM18V2
1B£31B603C

380-415V
50/60Hz
32A
21.1-23.0kVA

2) Use the arrow buttons to view additional pages of details:

» PDU Link Status:

If Link PDUs are connected, a Link PDUs page appears with details.
Link PDUs

PDU 2: My PDU
PX4-5057-E7 | 192.168.6.29
Communication OK
1BZBECES06 | 4.0.0.5-48177

Server
Technology.



» Internal beeper state:

e Active or Off.
¢ In the Active state, the reason of turning on the beeper is indicated, and the top/bottom bars

(0)

turn red. To mute the beep sound immediately, press

Beeper Info

Beeper State
Off

» Energy pulse output
Models that support Energy Pulse have an LED Energy Pulse Status page.

By default the energy pulsing is turned off. DO NOT enable this feature unless you have to use
it.

Note: This feature, once enabled, blinks all outlet LEDs proportional to the energy consumption. It can be
used as a simple interface in certification labs where an optical sensor counts the number of pulses and
compares it to the energy reading of a reference meter.
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Energy Pulse

LED Energy Metering Pulse
Disabled

a. To change the energy pulse settings, press : for Setup, then select to enable or disable
the feature.

Note: All outlet LEDs turn OFF after enabling the energy pulsing. You still can turn on or off
outlets during the pulsing period though outlet LEDs do not change their status.

» Power Supply Status:

e Power Supply Status shows the status of the controller's power supply.
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PDU Sensors

Power Supply Status:
OK

» Muting the Internal Beeper

After enabling the internal beeper's mute control function, you can choose to mute the beeper via the
front panel whenever the beeper sounds for an alarm.

By default, the beeper's mute control feature via front panel is enabled.

» To mute the internal beeper during an alarm:

Note that muting the beeper does not change the alarmed state.

1)

©

Select "PDU" in the Main Menu, and press . The Beeper Info displays
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Beeper Info

Beeper State:
Active

Activation Reason:
Circuit breaker tripped

X Back 9:57 PM Mute O

2) Press @ for Mute, then confirm the operation by selecting Yes.

Do you really want
to mute the
beeper?

Yes

X Back 957 PM

3) The beeper stops, and the Beeper State shows "Active (Muted)".
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Beeper Info

Beeper State:
Active (Muted)

Activation Reason
Circuit breaker tripped

X Back 957 PM

Inlet

Inlet details display over multiple pages.

» To show the inlet information:

(0)

* Models with one inlet, the first page of details shows immediately.

1) Select "Inlet 11" in the Main Menu, and press

e Models with more than one inlet, use the arrow buttons to select the inlet you want to view, then
press Select.

» Single Phase Inlet Details:

A single phase inlets shows the following readings over multiple pages. Use the arrow keys to go to each
page.

e RMS voltage

e Line frequency

e RMS current

e Active power

e Reactive power
e Apparent power
e Power factor

e Active energy

e Apparent energy
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e Phase angle

e (Crest factor

e Voltage/current total harmonic distortion

» Three Phase Inlet Details:

A three phase inlets shows the following readings over multiple pages. Use the arrow keys to go to each

page. Use the arrow buttons to scroll between the pages.

e Active Power

e Active Energy

® Reactive Power
e Apparent Power
e Apparent Energy

e Power Factor

e Current L1
e Current L2
e CurrentlL3
e CurrentN

e Unbalanced Current
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Active Power:

8,713 w

Active Energy:
30,760,591 Wh

Reactive Power: =1,145 var

Apparent Power: 8,789 VA

Apparent 31,109,980
Energy: VAh
Power Factor: 0.99
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e \Voltage L1-L2
e \oltage L2-L3
e Voltage L3-L1
e Frequency

e Unbalanced Voltage

e \oltage L1-N

76

Inlet |1

Current L1:

12581 A

Current L2:

12551 A

Current L3:

3.?51 A

Current N:
3.353 A

Unbalanced Current:

I|_||':t | _].

Voltage L1-L2:

398 v

Voltage L2-L3:

398 v

Voltage L3-L1:

398 v

Frequency:

Unbalanced Voltage:

50.0 Hz

22 %

0 %
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e \Voltage L2-N

e \oltage L3-N

® Frequency

e Unbalanced Voltage

Voltage L1-N:

231v

Voltage L2-N:

232V

Voltage L3-N:
227 v
Voltage M-PE:
12v
Frequency: 50.0 Hz
Unbalanced Voltage: 1 %

G:49 AM

e |1,L2,and L3:
e Crest Factor
e Current THD (total harmonic distortion)

e Voltage THD (total harmonic distortion)
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Crest Factor:

Current THD: 0.0 %
Voltage THD: 0.0 %
L2
Crest Factor: 1.52
Current THD: 0.0 %
Voltage THD: 0.0 %
L3
Crest Factor: 1.47
Current THD: 0.0 %

Voltage THD:

OCPs

If your model has more overcurrent protectors (OCPs) than the display can show at a time, a page
number appears in the top-right corner of the display. Use the arrow buttons to scroll through the

pages.

» To show the overcurrent protector information:

1) Select "OCPs" in the Main Menu, and press @ .

2) The display shows a list of overcurrent protectors with the details:
e OCP name, such as Circuit Breaker C1
e Associated lines and rated current for each OCP

e Current reading (A)

Note: Tripped breakers will show "open" instead of a current reading.
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OCPs 1/2

Circuit Breaker C1
L1, 16A 5.363 A

Circuit Breaker C2
L2, 16A 5.821 A

Circuit Breaker C3
L3, 16A 5.549 A

Circuit Breaker C4
L1, 16A 4,580 A

X Bacl« 10:09 AM

Outlets

With the front panel display, you can:

e Show each outlet's information.
e Turn on, off or power cycle an individual outlet on models that support switching. Front panel outlet
control must be enabled in the Front Panel Settings.

Multiple outlet information can be shown on the display. Check the bottom of the display for control
buttons and their actions.

» To show an outlet's information:

()

2) The list of outlets is shown with their receptacle types, current values (A), and power states which
are indicated by the colors of circles.

The currently-selected outlet number and total of outlets are indicated in the top-right corner of
the display.
e A green circle indicates that this outlet is powered on.

1) Select "Outlets" in the Main Menu, and press

e A gray circle indicates that this outlet is powered off.
If so, the word "Off" replaces the current value.
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Outlets

Outletl (1) [nc]

Outlet 2
Cx

QOutlet 3 [nc]
IEC 60320 C13

Cutlet 4 [nc]
IEC 60320 C13

Outlet 5
IEC 60320 C13

1.288 A @

0.712 A®

1.699 A

Ooff ®

off ®

X Back 5:43 PM  Details O

3) Press : or @ to select an outlet, and press : .

4) Each outlet has several pages of details. Use the arrow buttons to scroll between the pages.

e outlet power state,
e active power (W)

e inrush current

Outlet 1 - Outletl

Status:

O On

Active Power:

102 w

In-rush Current:

0.00 A

x B [= ] I. E;: : '-l '—1 F:I ["v"ll E'I"ﬂ'.'-"i t C |'_| D
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® Active Power

e Active Energy

® Reactive Power
e Apparent Power
e Apparent Energy
® Power Factor

e Phase Angle

Outlet 1 - Qutletl

Active Power:
100w

Active Energy:

778,670 Wh
Reactive Power: -7 var
Apparent Power: 101 VA
Apparent 787,709
Energy: VAh
Power Factor: 1.00
Phase Angle: -4,2°

e Current

Voltage

Frequency

Crest Factor

Current THD (total harmonic distortion)

Voltage THD (total harmonic distortion)
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1 - Qutletl

Current:

0.451 A
Voltage (L1-N):

218 v

Freguency: 50.0 Hz
Crest Factor: 1.38
Current THD: 0.0 %
Voltage THD: 0.0 %

X Baclk 3:45 PM  Switch O

» Power Control

This section applies to outlet-switching capable models only.

The front panel outlet control must be enabled for performing this power control function. The default
is to disable this function.

Available options for power control vary, based on the power state of the selected outlet.

» To power on, off or cycle an outlet:

2) Use the arrow buttons to select an outlet, and press : .

1) Select "Outlets" in the Main Menu, and press
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Outlet 1 - Outletl

Status:

Q..

Active Power:

102 w

In-rush Current: 0.00 A

X Back 3:44 PM  Switch O

¢ In the individual page for the outlet, press : for Switch to go to the power control page. In
this example, the outlet is On, so the available options are 'Switch Off' and Cycle.

Outlet N

Switch Off
Cycle

Select ©

()

3) Use the arrow buttons to select the desired option, and press
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e Switch Off: Turn off the outlet.
e Switch On: Turn on the outlet.

e Cycle: Power cycle the outlet. The outlet is turned off and then on.

e Check the outlet state shown on the LCD display.
e Check the outlet LED for the correct Off or On color. Not all models have outlet LEDs.

4) A confirmation message appears. Select Yes or No, and then press
5) Verify that the selected outlet is switched on or off.

» Outlet Groups

Only PDUs with outlet-switching and/or outlet-metering feature show this menu item.

If any outlet group has been created, the front panel then shows a list of these groups and their status.

» To show an outlet group's information:

(o)

2) The LCD display shows a list of outlet groups with the information below:

1) Select "Outlet Groups" in the Main Menu, and press

e The total number of outlets in the group
e Power states which are indicated by the colors of circles

e Each group's active power value

Outlet Groups

Group 1

36 outlets

Group 2

3 outlets 905 W
Group 3 1918 W @
10 outlets 7

X Back 5:45 PM Details
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The currently-selected outlet group's number and total of outlet groups are indicated in the
top-right corner of the display.

e Gray circle: All outlets are OFF

e Green circle: All outlets are ON

¢ Half Green/Half Gray circle: Some outlets are ON, and some outlets are OFF.

3) Select an outlet group, and press : .

4) Outlet Group details display:
® group power state
e active power (W)
e active energy (Wh).

Outlet Group 1 - Group 1 1/37

Status:

O 33 of 36 outlets on

Active Power:

8,595 w

Active Energy:
2,386,567 Wh

Switch O

5) To check the status of each member outlet of the group, use the arrow buttons to scroll through the
outlet pages.

» Outlet Group Power Control:

This section applies to outlet-switching capable models only.

The front panel outlet control must be enabled for performing this power control function. The default
is to disable this function.

Check the bottom of the display for control buttons and their actions.
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» To power on, off or cycle an outlet group:

(o)

1) Select "Outlet Groups" in the Main Menu, and press
e The LCD display shows a list of outlet groups.

2) Select an outlet group, and press : to go to the Outlet Group's details page.

® Press : for the Switch command. The power control page opens.

Outlet Grou

Switch Off
Cycle

Select ©

(0)

e Switch On: Turn on the outlet group.

1) Select the desired option, and press

e Switch Off: Turn off the outlet group.

e Cycle: Power cycle the outlet group.

()

2) A confirmation message appears. Select Yes or No, and then press
3) Verify that the selected outlet group is switched:
e Check the outlet group state shown on the LCD display.

e Check each member outlet's LED of the group.

Peripherals

If there are no environmental sensor packages connected, the display shows the message "No managed
devices" for the "Peripherals" menu command.
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» To show environmental sensor or actuator information:

1) Select "Peripherals" in the Main Menu, and press : .
2) The display shows a list of environmental sensors/actuators.

¢ When the list exceeds one page, the currently-selected sensor/actuator's ID number and total of
managed sensors/actuators are indicated in the top-right corner of the display.

¢ If any sensor enters warning, critical, or alarmed state, like 'Tamper Detector 1' shown below, it is
highlighted in yellow or red.

The top and bottom bars also turn yellow or red.

Periheral Devices 32
(1] Dry Contact 1 (2]

Tamper Detector 1
Alarmed

On/Off 1 Normal

0 —————® Temperature 2
24.5C Normal «——— @)

Relative Humidity 1
42 % Nermal

X Back 8:57 PM Details ©

Number Description

o Sensor or actuator names.
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Number Description

@

Sensor or actuator states:

® n/a=unavailable

e Normal

e Alarmed

e Lower Critical = below lower critical

e [ower Warning = below lower warning
e Upper Warning = above upper warning
e Upper Critical = above upper critical

e On

° Oﬁ‘
e QOpen
e (Closed

A numeric sensor shows both the reading and state. A state sensor or actuator shows the

state only.

1) To view an environmental sensor or actuator's detailed information, select it, and press : LA
screen similar to the following is shown.

__peripheral Sensor 3 - B3

Number Description

On/Off1 e

QMQ4392432
Port 1, Chain Pos. 1  e—
Channel 5

Normal +——

B The ID number assigned to this sensor or actuator.

An actuator shows "Peripheral Actuator x"

a Sensor or actuator name.

88

A sensor shows "Peripheral Sensor x" (x is the ID number)
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Number Description

The following information is listed.

1) e Serial number
e Chain position, which involves the following information:
e Port <N>: <N>is the number of the sensor port where this sensor or actuator is
connected.
e Chain Pos. <n>: <n> is the sensor or actuator's position in a sensor daisy chain.
e |f this sensor or actuator is on a sensor package with multiple channels, its channel number
is indicated.
@ Depending on the sensor type, any of the following information is displayed:
e State of a state sensor: Normal, Alarmed, Open or Closed.
e State of an actuator: On or Off.
e Reading of a numeric sensor.
a X, Y, and Z coordinates which you specify for this sensor or actuator.

» To switch on or off an actuator:

By default peripheral actuator control is disabled. You have to enable it in the web interface.
See:Peripherals (on page 168)

1) Select "Peripherals" in the Main Menu, and press : . Select an actuator to switch and press

(o)
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Peripheral Actuator &

Powered Dry Contact 1

QUTa592507
Port 1, Chain Pos. 1
Channel 1

Off

957 FM Switch ©

2) Press : to turn on or off the actuator. A confirmation message similar to the following is
shown.

Peripheral Actuator &

Do you really want
to switch on
Powered Dry

Contact 1?7

957 FM

()

3) Use the arrow buttons to select Yes or No, and then press
4) Verify that the actuator status shown has been changed.

Device Info

The display shows the device's information, network and IPv4/IPv6 settings through various pages. Page
numbers are indicated in the top-right corner of the LCD display.
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» To show the device information:

(0)

1) Use the arrow buttons to select "Device Info" in the Main Menu, and press
2) Device information for your model displays.

e Device name.

e Firmware version, model name and serial number.

e Device ratings, including rated voltage, frequency, current and power.

3) Press @ to show the Network Common page.

Network Commoan

DNS Servers
192.148.80.80 (4]
192.148.80.83

Default Gateways ® | — 9

192.168.84.255

Number Description
6 DNS servers.
6 Default gateways.

4) Press @ to show the Network Cascading page. Display shows details on your cascading mode,
as shown in these examples.
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Metwark Cascading

Network Bridge Enabled

IPvé
DHCP
192.168.84.53/24

Mo Cascading

IPvé
IPvé Disabled

Port Forwarding Primary Unit

Expansion Unit Connected:
no
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Description

Cascading status, which can be one of the following:

No Cascading: This device's cascading mode is set to None.

Network Bridge Enabled: This device's cascading mode is set to Bridging. Its IP address is
also displayed on this page.

Port Forwarding Primary: This device's cascading mode is set to Port Forwarding, and it
is a primary device.
Expansion unit Connected: Indicates whether the presence of a expansion unit
device is detected - yes or no.
Port Forwarding Expansion unit: This device's cascading mode is set to Port Forwarding,
and it is a expansion unit device.
Expansion unit Connected: Indicates whether the presence of a expansion unit
device is detected - yes or no.
Cascade Position: Indicates the position of a expansion unit device in the Port
Forwarding mode. 1 represents Expansion unit 1, 2 represents Expansion unit
2, and so on.
A port forwarding expansion unit device will also display the primary device's
IP address on this page.

1) Press @ to show the Ethernet pages.

There can be one or two pages: ETH1 and ETH2.
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00:0d:5d:12:21:33 9
100MBit/s, full duplex *

IPvé ]
DHCFP
192.168.84.53/24

IPvé
IPvé Disabled

Number Description

a Ethernet interface information, including:
e MAC address.
e Speed.
e Full or half duplex.

6 IPv4/IPv6 network information, including:

00:0d:5d:12:21:34
100MBit/s, full duplex

IPv4
DHCP
192.168.84.100/24

IPvé
|Pvé Disabled

e Network configuration: DHCP (or Automatic), or Static. Static represents Static IP.

e |P address.

e Prefix length, such as "/24".

Note: If you disable any Ethernet interface, a message 'Interface Disabled' is

shown. See Ethernet Interface Settings.

If you do not enable IPv4/IPv6 settings, an 'IPv4 (or IPv6) Disabled' message is displayed.

1) Press @ to show the WIRELESS page.

e |f NO supported WLAN adapter is plugged or detected, the message "No Adapter Detected" is

shown.

e If a supported WLAN adapter is detected and configured properly, wireless network information is

shown instead, including:
= MAC address
= SSID

= |Pv4/IPv6 network information

94
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WIRELE WIRELESS

00:19:70:0f:a4:33

SSID
Mo Adapter Detected my

IPvé

DHCP
192.168.84.30/24

Interface Disabled IPvé

IPvé Disabled

Alerts Notice in a Yellow or Red Screen

In the automatic mode, if an alert occurs, the LCD display automatically shows a yellow or red screen
which indicates the total number of alerted sensors and information on the latest transitions.

e When all alerted sensors enter the warning levels, the screen's background turns yellow.
e When at least one of the alerted sensors enters the critical level or there is any "alarm", the screen's
background turns red.

The following illustrates the alerts notices in red.
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» When there are only alerted sensors -- NO ALARMS are present:

1 critical
3 warned

Recent transitions

Temperature 1 ©

Relative Humidity 1

X Menu

Number Description

o The total of alerted sensors in critical and warning levels.
9 A list of alerted sensors.

9 The latest reading/status time related to each alerted sensor.

» When there is any alarm present:

The display shows the alarm(s) and the available command in the bottom-right corner is 'Actions'.
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Alerts

1 alarms
1 critical
3 warned

Recent transitions

System Tamper Alarm

Relative Humidity 1

X Menu 7:30 PM Actions O)

» Available operations:

e For alerted sensors only, press : to view a list of all alerted sensors. You do not have to
acknowledge alerted sensors.

e When an alarm is present, press © to view the options. Use the arrow buttons to select an

option, and press © .

e Show alert list: View a list of alerted sensors and alarms. You still can choose to acknowledge
alarms after viewing the list.

e Acknowledge all alarms: This option immediately acknowledges all existing alarms, without
showing the list of alarms. When you select this option, you must next select Yes to confirm.
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Acknowledge Alarms

Do you really want
to acknowledge
alarm ‘System
Tamper Alarm’™?

Show alert list

Acknowledge all
alarms

X Back 7:30 PM X Back 7:57 PM

Port Overload - Reset Fuse
If an overload condition is detected on an external port, an alert notification is displayed in the front

panel. The notification includes a list of ports that may have caused the overload.

This alert cannot be dismissed without resolving the overload condition and resetting the fuse.

» To resolve a Port Overload condition:

1) Remove all attached devices from the ports listed in the alert.
2) Press the Select button on the front panel to reset the fuse.

A over-current condition
was detected on the
device's Sensor port.

Please rermove all attached
devices from those ports and use
the button to reset the port
state.

4:35 AM Reset fuse O

Showing the Firmware Upgrade Progress

When upgrading the PRO4X, the firmware upgrade progress will be displayed as a percentage on the
LCD display, similar to the following diagram.
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Firmware Update

Firmware update in
progress

Updating main controller

Please do not power off the device
while the update is in progress!

38%

In the end, a message appears, indicating whether the firmware upgrade succeeds or fails.

Manually Changing Zero U LCD Orientation

A Zero U model has a tilt sensor that can detect the orientation of its physical device to automatically
adjust ts LCD content's orientation.

If the LCD's orientation does not meet your need, you can manually configure it.

The factory default is automatic orientation.

» To set up the LCD orientation:

1) Press : and @ simultaneously until you see the LCD shows "Fixed Orientation".

2) If the current LCD orientation does not meet your need, repeat the above step until the orientation
you preferred is displayed.
Reset Button

The reset button is located inside the small hole labeled RESET near the display panel.

Pressing this reset button restarts the Xerus software without any loss of power to outlets.

Circuit Breakers

PRO4X models rated over 20A (North American) or 16A (international) contain overcurrent protectors
for outlets, which are usually branch circuit breakers. These circuit breakers automatically trip
(disconnect power) when the current flowing through the circuit breaker exceeds its rating.
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If a circuit breaker switches off power, the front panel display shows open. To find which circuit breaker
is open (trips), select Alerts or OCPs in the front panel display menu. When a circuit breaker trips, power
flow ceases to all outlets connected to it. You must manually reset the circuit breaker so that affected

outlets can resume normal operation.

Resetting the Button-Type Circuit Breaker

Your button-type circuit breakers may look slightly different from the images shown in this section, but
the reset procedure remains the same.

» To reset the button-type breakers:

1) Locate the breaker whose ON button is up, indicating that the breaker has tripped.

2) Examine your PRO4X and the connected equipment to remove or resolve the cause that results in
the overload or short circuit. This step is required, or you cannot proceed with the next step.

3) Press the ON button until it is completely down.

OFF

ol
F Y

Resetting the Handle-Type Circuit Breaker

Your handle-type circuit breakers may look slightly different from the images shown in this section, but
the reset procedure remains the same.

» To reset the handle-type breakers:

1) Lift the hinged cover over the breaker.
2) Check if the colorful rectangle or triangle below the operating handle is GREEN, indicating that the
breaker has tripped.
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3) Examine your PRO4X and the connected equipment to remove or resolve the cause that results in
the overload or short circuit. This step is required, or you cannot proceed with the next step.

4) Pull up the operating handle until the colorful rectangle or triangle turns RED.
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Fuse

Some devices may be implemented with fuses instead of circuit breakers. A fuse blows to protect
associated outlets if it detects overload.

If your PDU uses fuses, you must replace it with a new one when it blows or malfunctions. The rating
and type of the new fuse must be the same as the original one.

Use of inappropriately rated fuse results in damage
to the PDU and connected equipment, electric
shock, fire, personal injury or death.

Depending on the design of your PDU, the fuse replacement methods differ.

Fuse Replacement on Zero U Models

This section only applies to a Zero U PDU with "replaceable" fuses.

» To replace a fuse on Zero U models:

1) Lift the hinged cover over the fuse.
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2)

3) Push the cover of the fuse holder to expose the fuse.

4) Take the fuse out of the holder.
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5) Insert a new fuse into the holder. There is no orientation limit for fuse insertion.

6) Close the fuse holder and the hinged cover in a reverse order.

Fuse Replacement on 1U Models

On the 1U model, a fuse is installed in a fuse knob, which fits into the PDU's fuse carrier.

Number Description
0 Fuse carrier
9 Fuse knob where a fuse is installed

» To replace a fuse on 1U PDUs:

1) Disconnect the PDU's power cord from the power source.
2) Remove the desired fuse from the PDU's fuse carrier using a flat screwdriver.

a. Rotate the fuse knob counterclockwise until its slot is inclined to 45 degrees.
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b. Take this knob out of the fuse carrier.

3) Remove the original fuse from this knob, and insert either end of a new one into the knob. Make
sure the new fuse's rating is the same as the original one.

& S

Number Description

o Fuse knob
9 Fuse

4) Install this knob along with the new fuse into the fuse carrier using a flat screwdriver.

a. Have this knob's slot inclined 45 degrees when inserting the knob into the fuse carrier.

b. Gently push this knob into the fuse carrier and then rotate it clockwise until its slot is horizontal.

5) Verify whether this knob's head is aligned with the fuse carrier. If its head is higher or lower than the
fuse carrier, re-install it.
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Number Description
0 INAPPROPRIATE installations
9 Appropriate installation

6) Connect the PDU's power cord to the power source and verify that the corresponding fuse LED is lit,
indicating that the fuse works properly.

Beeper

The PRO4X includes an internal beeper to issue an audible alarm for an overcurrent protector which is

open.

e The beeper sounds an alarm within 3 seconds of a circuit breaker trip.

e The beeper stops as soon as all circuit breakers have been reset.

You can also set the internal beeper to sound for specific events.

Tip: You can remotely check this beeper's state in the web interface on the PDU page.

Replaceable Controller

A Zero U model provides flexibility for the replacement of its controller.
If the controller is broken, you can send the controller only back for repair, or purchase a new controller.
» To request a new controller:

Contact Technical Support to request a new controller.

» To replace a controller:

1) PDU is NOT required to be powered off.
2) Loosen the screws at two sides of the controller, and lift it up.

Note: Loosen the screws instead of removing them.
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3) Get a new controller and install it back into the PDU in the reverse order.

Threaded Grounding Point

Some models have a threaded grounding point. Identify it via the grounding symbol:

Wire this point to an electrical system to protectively ground the PRO4X.
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Using the Web Interface

This chapter explains how to use the product web interface for administration.

In This Chapter

Supported Web Browsers and Mobile Devices. .................ccouun... 107
Login, Logout and Password Change. .. ...t 107
Web Interface OVerviEW. . ... v vt e e e e e 109
Dashboard - PDUS. . ...ttt e e e e 112
P DU .ttt 122
] = 130
OULIEES. . ot e 137
OULIEL GrOUPS. . ottt e e e e e e e e 155
OCPS. vttt et e e e 161
Peripherals. . ... . e 168
At SEIIDS. v vt vttt e e e 186
Serial Access With Dominion Serial Access Module. ....................... 194
User Management. . .. ..ottt e 201
DeVvice SettiNgS. . .ot v e e e 210
Using Prometheusand Grafana. . ........... ... i, 339
MaintenanCe. . . ..o 340
Webcam Management. . .. ...t e 356
SMAMTLOCK. « v vttt e 365
Card REATENS. . ottt e 370

Supported Web Browsers and Mobile Devices

e Firefox® 100 and later
e Safari® (Mac)

e Google” Chrome® 100 and later
e Android 8.1 and later
e i0S12.5and later

e Edge (Windows 10, 11 (chrome-based versions))

Login, Logout and Password Change
The first time you log in, use the factory default user credentials. For details, refer to the Quick Setup
Guide accompanying the product. Password change is forced upon first login.

Login and Logout

You must enable JavaScript in the web browser for proper operation.
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» To log in to the web interface:

1) Inasupported browser go to the IP address of your PRO4X

e If the link-local addressing has been enabled, you can type pdu.local instead of an IP address.

Mew Tab b 4 +

192.168.84.92]

2) If any security alert message appears, accept it.

3) Enter your user name and password, accept any security agreement displayed, and click Login.

Note: To configure the security agreement, go to Device Settings > Security > Service Agreement.

4) The web interface opens.

After finishing your tasks, you should log out to prevent others from accessing the web
interface.

e Click Logout in the top right corner, or close the tab or browser.

Changing Your Password

You need appropriate permissions to change your password or others’ passwords.
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» Password requirements:

e (Case sensitive.

e 4to 64 characters.

» Password change required on first login:
® On first login, password change is forced and strong passwords are enabled by default. The new

password must be at least 8 characters and contain at least one upper case letter, one lower case
letter, and one digit.

e Change the default password and click OK.

» To change your password via the Change Password command:
You must have the Change Own Password permission to change your own password.

e Choose User Management > Change Password. Change the password and click Save.

Change Password - admin

0ld Password requirad
MNew password required
Confirm password required

Web Interface Overview

The web interface consists of four areas as shown below.
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Number

o
2]

110

My PDU Q@ ENY | A Adminstmtor | 0 Logout
Dashboard Inlet 17
u (K]
- =
L1-12:19 L3-L1:199V
L1 L3N 11
mpheal or €3
asset Strips
User Management
fosed Jored
Device Settings L1-L2, 204 ma 12-13,208 max 1,208

Maintenance

Alerted Sensors (0 Critical, 1 Warned)

L Sensors Value State &

Frmrwars Vordlon Outlet 17 AMS Current B100A sbove Upper warning

Help Inlet History

Web interface element

Menu - Not all models support all menu options.

Data/setup page of the selected menu item.

e Leftside:
- PRO4X device name.
e Rightside:

- Displayed language, which is English (EN) by default. You can change it.
- Your login name, which you can click to view your user account settings.

- Logout button.

From top to bottom --

e Your PRO4X model.

e Current firmware version.

e Online Documentation: link to the online help.

e Support: link to Technical Support.

e Date and time of your user account's last login.
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Number Web interface element
- Click Last Login to view your login history.
e PROA4X system time, which is converted to the time zone of your computer or mobile device.

- Click Device Time to open the Date/Time setup page.

Menu

Depending on your model and hardware configuration, your PRO4X may show all or some menu items

shown below.

Menu Information shown

Dashboard Summary of the PRO4X status, including a list of alerted sensors and alarmes, if any.
PDU Device data and settings, such as the device name and MAC address.

Inlet Inlet status and settings, such as inlet thresholds.

Outlets Outlet status, settings and outlet control if your model is outlet-switching capable.

Outlet Groups

Only PDUs with outlet-switching and/or outlet-metering feature show this menu item.

You can create groups of outlets.

Functions that you can perform on an outlet group vary depending on the model you purchased.

OCPs
The OCPs menu item displays only if your model is equipped with overcurrent
protectors.
OCP status and settings, such as OCP thresholds.

Peripherals Status and settings of environmental sensor packages, if connected.

Asset Strip Status and settings of an Asset Strip, if connected.

Webcams
The Webcams menu is available when a webcam is detected or webcam images have
been saved locally.
Webcam live snapshots/video and webcam settings.

SmartLock

-- and/or -- The SmartLock and Card Readers menus are available when SmartLock kit is detected.

Card Readers
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page is not available with other door controllers.

e Card Readers: Lists the card readers connected directly or indirectly.
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Menu Information shown

User Management Data and settings of user accounts and groups, such as password change.

Device Settings Device-related settings, including network, security, system time, event rules and more.
Maintenance Device information and maintenance commands, such as firmware upgrade, device backup and
reset.

Quick Access to a Specific Page

If you often visit a specific page in the PRO4X web interface, you can bookmark or share the URL. This
allows you to log in directly to the desired page.

Sorting a List

Hover on a column header to see if it is sortable. Click headers that appear as a blue link to sort the list
in ascending or descending order based on the selected column.

The arrow is displayed adjacent to the header currently sorted.

(0] Timestamp Event Class & -‘—. Event
B/2/2027, 9:14:47 AM UTC-0400 Device The ETHERNET network interface link is now up.
Bf2/2021, 9:14:47 AM UTC-0200 Device System started
108 B/2/2021, 9:18:41 AM UTC-0400 Device System started
192 B8/2/2027, 9:20:03 AM UTC-0400 Device System started
270 Bf272027, 9:21:28 AMUTC-0400 Dévice The ETHERNET network interface link is now up
271 B/2/2021,9:21:28 AM UTC-0400 Device System started

Dashboard - PDUs

e The Dashboard page gives you an overview of your PRO4X in various sections, depending on your
model.

e C(lick any blue hyperlink to go to the main page for that information.

* Not all models have overcurrent protectors.
» What to look for:

e All green status bars indicate performance in normal ranges.

e Red or yellow status bars indicate alerts or alarms.

e Check the Alerted Sensors and Alarms sections for any issues that need attention.

e Alarms are listed if there are events that must be acknowledged according to your configurations.

e Alerts are listed when sensor thresholds are entered according to your configurations.

» What can be customized on the Dashboard?

e The Inlet History chart at the bottom of the Dashboard shows active power by default.

e Select a different data type to change the chart view temporarily.
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» PDU Totals

e For multi-inlet models or in-line monitors PDU Totals sum up the total active power and active
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Dashboard - Inlet 11

The number of phases shown in the Inlet section is model dependent.
» Link to the Inlet page:

To view more information or configure the inlet(s), click this section's title 'Inlet 11' to go to the Inlet
page.
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>

Inlet 11

8.34 . 1
8.40 .. 103 =

Active Energy: 30.81 MWh

Apparent Energy: 31.16 MVAh

Power Factor: 0.99 =t =aa
L1-N:231V

Line Frequency: 50.0 Hz
Unbalanced Current: 22 %

14.8.5x

L2-13:398V
L2N: 221 v

171. 2404

L3-11:398V
L3-N:231V

Left side - generic inlet power data:

4.44.,,
0. 13w

Active Energy. 0Wh
Power Factor: 0.86

Line Frequency: 30.0 Hz
Unbalanced Current: 25 %

The left side lists all or some of the following data. Available data is model dependent.

e Active power (kW or W)

e Apparent power (kVA or VA)
e Active energy (kWh or Wh)
e Power factor

e Line frequency (Hz)

e Unbalanced current (%) - model dependent

» Right side - inlet's current and voltage:

114

7. On

L1-L2: 358 Y
L1-M: 225 Y

BA

The right side shows the current and voltage data per phase. For a single-phase device, it shows only
one line, but for a three-phase device, it shows three lines (L1, L2 and L3).

Inlet data from top to bottom includes:
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e RMS current (A) and rated current

e The smaller, gray text adjacent to RMS current is the rated current.
e A bar showing the RMS current level
e RMS voltage (V)

The RMS current bars automatically change colors to indicate the current status according to your
configured thresholds. To configure thresholds, see Inlet.

Status Bar colors

o -

above upper warning

above upper critical -

Dashboard - OCP

Availability and total number of OCPs depend on the models.

» Each OCP's link:

To view more information or configure individual OCPs, click the desired OCP's index number, which is
either BR1, BR2, and so on; or C1, C2 and so on, to go to its setup page.

Overcurrent Protectors

Name PDU Status s i Lines
Drawn Outlets

g:;r:;'c::gm My RDU (S closed 5407A/16A ;'nfj' 1?;0'13 L1, NEUTRAL

g:;r:;';fgtm MyPDU(1) closed s55004/164 () jnz 13;!”-” L2 NEUTRAL

gfftff.ﬁf?m MyPDU(1)  closed 524147165 @ :'HZ' ?;2'15 L3, NEUTRAL

Server
Technology. 115

Abrand of Dlegrand



Overcurrent Protectors

My PDU (1) Overcurrent Protector C1

5-7A /16 A

closed
L1

My PDU (1) Overcurrent Protector C2

7 . 5.\'-\ f16 A

closed
L1

My PDU (2) Overcurrent Protector C1

6.6 14

closed
L1

My PDU (2) Overcurrent Protector C2

49A 16 A

closed
L1

» Each OCP's power data:

116

OCP data from top to bottom includes:

e RMS current (A), and rated current

* Smaller gray text adjacent to RMS current is each OCP's rated current, such as "16A" shown in
the above diagram.

e A bar showing OCP current levels
e OCP status -- open or closed

e Associated line pair

The RMS current bars automatically change colors to indicate the current status according to your
configured thresholds. To configure thresholds, see OCPs (on page 161).

Status Bar colors

o -

above upper warning

above upper critical

Dashboard - Alerted Sensors

When any internal sensors or environmental sensor packages connected to the PRO4X enter an
abnormal state, the Alerted Sensors section in the Dashboard shows them for alerting users. This
section also lists tripped circuit breakers or blown fuses, if available.
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To view detailed information or configure each alerted sensor, click each sensor's name to go to
individual sensor pages. See Individual Sensor/Actuator Pages (on page 179).

Alerted Sensors (1 Critical, 1 Warned)

Sensors Value State A
Temperature 3 20.7°C A above upper critical
Temperature 1 19.8°C abowve upper warning

» Summary in the section title:
Information in parentheses adjacent to the title is the total number of alerted sensors.
For example:

e 1 Critical: 1 sensor enters the critical or alarmed state. 1 Warned: 1 'numeric' sensor enters the
warning state.

e Numeric sensors enter warning or critical states, as their values enter the threshold ranges.

e State sensors enter an alarmed state.

See Sensor/Actuator States (on page 175) for more details.

Numeric sensors:

e  Warning

Numeric sensors:

A e Critical

State sensors:

e Alarmed state

Dashboard - Inlet History

e The Inlet History graph displays the history of the sensor values. Select a different data type by

L
clicking the selector below the diagram.
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RMS Current
RMS Voltage |
Apparent Power
Line Frequency
Power Factor
Unbalanced Current
Active Energy
Phasze Angle
Reactive Power
Apparent Energy
Peak Current
Residual Current
Displacement Power Factor
Crest Factor
Current Total Harmonic Distortion
Voltage Total Harmonic Distortion |
Residual AC Current |
Residual DC Current

Active Power ¥

Inlet History

100w |

9.5W |

¢ To retrieve the exact data at a particular time, hover your mouse over the data line in the chart.
Both the time and data are displayed as illustrated below.
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420W

41.5W

12:43 PM
417.0W | 411 W
405 W
400 W

» Inlet selection on multi-inlet models:

If your PDU is a multi-inlet model, you can have one or multiple inlets show their power charts by
selecting the checkbox(es) of the desired inlet(s).

Inlet History

1200.0 W

VOO0 W

BO0O W

G000 W

ADO.0W

200.0W

LOW—$

. - . B,
e PN A A e et i ] e A o A AN A P AT e L
b il e o i e B S i s - il T & 4 d g
jo) & \:‘:h o T N P R R R R T " B o i Gy &
e L P P R ) R e Rl L e
Active Power v

Inkat B

e When multiple inlets are displayed in the chart, their colors differ. You can identify each inlet's data
according to the colors of the selected inlet checkboxes.
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Inlet A Inlet B

e When both inlets are shown in the chart, simply hover your mouse over either inlet's data line.
Both inlets' values display simultaneously, marked with corresponding colors.

1200.0 W
@

1000.0 W
2:26 PM

[linlet A:1161.0W
800.0 W [(Jinlet B: 568.0 W

500.0 W

400.0 W

200.0 W

0.0w

Q‘& Q“} Q@ Q"} Q@ Q“& Q% Q“a Q‘} Q“& 4

TGP T L A A 8 o
AR Rl SRR

Dashboard - Alarms

If configuring any event rules which create or emit device alarms, the Alarms section will list any event
that hasn't been acknowledged yet.

Note: For information on event rules, see Event Rules and Actions (on page 266).

You must have the 'Acknowledge Alarms' permission to manually acknowledge an alarm.

Alarms

Name: System Tamper Alarm
First Appearance: 5/13/2022, 9:13:45 AM UTC+0200

Last Appearance: 5/13/2022, 9:14:36 AM UTC+0200 Acknowledge
Reasons: 2 reasons, 3 events total
show details™
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» To acknowledge an alarm:

e Click Acknowledge, and that alarm then disappears from the Alarms section.

Alarms

Name: System Tamper Alarm

First Appearance; 5/13/2022, 9.13:45 AM UTC+0200
Lest Appearances 57132022, 9:14:36 AM UTC+0200
Reazond: 2 reasong, 3 events total

hide detailza

Acknowledge

shol 20 s aknrmeedd

First Appeatance; 5/13/2022, 9:13:45 AM UTC+0200
Last Appearance: 5/13/2022, 9:13:56 AM UTC+0200
Count: 2

Reazon; Peripheral device Tamper Detector 1° in PDU 1 T

Reason: A test event was tniggerad by vser ‘admin’
First Appearance: 5/13/2022, 914:36 AM UTC+0200
Last Appearance: 571372022, 9:14:36 AM UTC+0200
Count 1

This table explains each field of the alarms list.

Field Description
Name Custom name of the Alarm action.

Reason Shows the log message if the alarm was only triggered by one
specific event.

Reasons Short summary if there were multiple different events.

First Date and time when the event indicated in the Reason column
Appearance occurred for the first time.

Last Appearance Date and time when the event indicated in the Reason column
occurred for the last time.

Count Number of times the event indicated in the Reason column has
occurred.

Show details

This field appears only when there are multiple types of
events triggering the same alert.

If there are other types of events (that is, other reasons)
triggering the same alert, the total number of additional reasons
is displayed. You can click it to view a list of all events.

The date and time shown on the web interface are automatically converted to your computer's time
zone. To avoid time confusion, it is suggested to apply the same time zone settings to your computer or

mobile device.
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Tip: You can also acknowledge all alarms in the front panel display.

PDU

Generic information and PDU settings are available on the PDU page.

To open the PDU page, click 'PDU" in the Menu.
» Device information shown:

e Firmware version

e Serial number

e MAC address

e Rating

e |nternal Beeper State

e Status of Power Supply Sensor

» To configure global settings:

1) Click Edit Settings.

2) Now you can configure the fields.

® For time-related fields, you can also type a value manually, making sure to type in a time unit as
shown in the drop-down list of values. For example, 30 s for seconds, 30 min for minutes, and so

on.
In the following table, those fields marked with * are available on an outlet-switching
capable model only.

Field Function Note

Name Customizes the device name.
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Field

*Relay behavior
on power loss

*Qutlet state on
power up

(for non-latching
mode only)

*Qutlet
initialization delay
on power up

(for non-latching
mode only)

*Power off period
during power
cycle

*Inrush guard
delay

Server
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Function

Selects an operating mode to determine
the latching relay behavior when PDU
power is lost.

e Options: Non-latching and Latching

e Non-latching has all relays open at the
power loss while latching has all relays
remain unchanged at the power loss.

Determines the initial power state of ALL
outlets after the PRO4X powers up.
e Options: on, off, and last known

See Options for Outlet State on Power
Up (on page 126)

Determines how long the PRO4X waits
before providing power to all outlets after
recovering from a temporary power loss.

e Range: 1 second to 1 hour

Determines the power-off period after the

outlet is switched OFF during a power cycle.

e Range: 1 second to 1 hour

Prevents a circuit breaker trip due to inrush
current when many devices connected to
the PDU are turned on.

® Range: 100 milliseconds to 10 seconds

Note

See Latching Relay Behavior (on page 125).

e PXO, PXC and Legrand PDU do not support
Latching Relays.

e After removing power from the PDU, you must
wait for a minimum of 10 seconds before
powering it up again. Otherwise, the default
outlet state settings may not work properly.

® You can override the global outlet state setting
on a per-outlet basis so specific outlets behave
differently on power up. Configure this on the
individual outlet page.

e This setting works only when 'Relay behavior on
power loss' is set to Non-latching. This is
because all relays keep their states unchanged in
the latching mode regardless of the power
supply status.

See |nitialization Delay Use Cases (on page
127).

e This setting works only when 'Relay behavior on
power loss' is set to Non-latching. This is
because all relays keep their states unchanged in
the latching mode regardless of the power
supply status.

e Power cycling the outlet(s) turns the outlet(s) off
and then back on.

® You can override this global power cycle setting
on a per-outlet basis so specific outlets' power-
off period is different.

See Inrush Current and Inrush Guard Delay (on page
127).
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Field Function Note

*Trip cause outlet If an outlet is suspected to have caused an  Suspended outlets are not turned back on when the
handling OCP trip event, it can optionally be marked OCP is closed.
as "Suspended” and handled differently. See Trip Cause Outlet Handling (on page 127).

* Options: Keep outlet state unchanged, ot supported on PX2, PXE, and PXO.
or Suspend Outlet

1) Click Save.

» Toreset ALL energy counters:

An energy reading is a value of total accumulated energy, which is never reset, even if the power fails or
the PRO4X is rebooted. However, you can manually reset this reading to restart the energy
accumulation process. Only users with the "Admin" role assigned can reset energy readings.

Note: This reset button does not reset the energy values of outlet groups. Go to the Outlet Groups page
to reset that value.

1) Onthe PDU page, in the Settings section, make sure Edit Settings is not clicked, or cancel out of
editing settings.
2) On the Reset all energy counters option, click Reset, then click on the confirmation message.

e All energy readings are reset to zero.

Tip: You can also reset the energy reading of an individual inlet or outlet on those pages.

» To reset all minimum/maximum values:

For readings that record a maximum and minimum numeric value, you can reset these values as needed
to clear the previous highs and lows.

1) Onthe PDU page, in the Settings section, make sure Edit Settings is not clicked, or cancel out of
editing settings.
2) On the Reset all minimum/maximum values option, click Reset, then click on the confirmation

message.
e All previously recorded maximum and minimum values are reset.

Reset all energy counters Reset

Reset all minimum / maximum values Reset

» To view total energy and power on multi-inlet models:

For multi-inlet models or in-line monitors, a "Sensors" section show the data of total active energy and
total active power."PDU Total" also gives the sum of active power and active energy and it is displayed

on the Dashboard.Dashboard - PDUs (on page 112)
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For a regular model with multiple inlets:

e Total active energy = sum of all inlets' energy values

e Total active power = sum of all inlets' active power values

For an in-line monitor with multiple inlets/outlets:

e Total active energy = sum of all outlets' energy values

e Total active power = sum of all outlets' active power values

Sensors A
Actual :
Sensor A Value State &=
Active Power 16 288'W normal
Active Energy 11 199 Wh normal
Appareni Power 16511 VA normal

» To configure the thresholds of total energy and power:
For a multi-inlet model or an in-line monitor, a "Thresholds" section is also available on the PDU page.

See Setting Thresholds for Total Active Energy or Power (on page 128)

Sensor & Lewer Criticsl Lower Warming Uppstr Waining Upper Critical

Latching Relay Behavior

Unlike non-latching relays, latching relays do NOT require power to keep their contacts closed. In
latching mode, relay status does not change on unit power failure. The load is powered immediately
when unit power is restored.

For supported models, outlet switching can be configured to operate as a true latching relay or to
simulate a non-latching relay. The operating mode determines the latching relay behavior when PDU
power is lost. Regardless of which mode is selected, relays do not consume power to keep the contacts
closed.
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» Non-Latching Mode:

e Relay always opens when power is lost. This insures all relays are open when power is applied to the
PDU.

e Always select this mode if the combined inrush current of the devices connected to the PDU trip
circuit breakers when power is applied to the PDU.

e Thisis the factory default operating mode.
» Latching Mode:

e Preserve the relay state when power is lost.

e This is the preferred operating mode ONLY if you are sure inrush current does not trip circuit
breakers when power is applied to the PDU.

e Power to the outlet is not disrupted if a PDU internal failure occurs.
* Inlatching mode, the following features are disabled.

e PDU-level outlet state on power up

e Qutlet-level outlet state on power up

e PDU-level outlet initialization delay on power up

» Non-Latching Relay Behavior on Power-Up

When outlets start receiving power (be it on PDU power up after power cycle, when turning on an inlet
in a multi-inlet PDU or when a transfer switch switches back on after being off for some time), relays are
initialized to a state configurable per outlet:

® Leave outlet switched off after power-up
e Switch outlet on after power-up

e Restore outlet to last known state (default)

Note: PDU reboot, FW update,and factory reset does not affect relay states.

Options for Outlet State on Power Up

The following are available options for initial power states of outlets after powering up the PRO4X
device. This setting is used in three scenarios:

e powering up the whole PDU

e powering up a single inlet in a multi-inlet PDU (on most, but not all, multi-inlet units the outlet
boards are powered through the respective inlet)

e transfer switch switches on again after being off due to e.g. internal failure
Option Function
on Turns on the outlet(s).

off Turns off the outlet(s).
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Option Function

last known Restores the outlet(s) to the previous power state(s) before the PRO4X
was powered off.

When configuring an individual outlet, there is one more outlet state option.
Additional option Function

PDU defined (on/off/last- | Follows the global outlet state setting, which is set on
known) the PDU page.

The value in parentheses is the currently-selected global
option.

Initialization Delay Use Cases
Apply the initialization delay in either of the following scenarios.

e When power may not initially be stable after being restored

e When UPS batteries may be charging

Tip: When there are a large number of outlets, set the value to a smaller number to
avoid a long wait before all outlets are available.

Inrush Current and Inrush Guard Delay

» Inrush current:

When electrical devices are turned on, they can initially draw a very large current known as inrush
current. Inrush current typically lasts for 20-40 milliseconds.

» Inrush guard delay:

The inrush guard delay feature helps prevent a circuit breaker trip due to the combined inrush current
of many devices turned on at the same time.

For example, if the inrush guard delay is set to 100 milliseconds and two or more outlets are turned on
at the same time, the PDU will sequentially turn the outlets on with a 100 millisecond delay occurring
between each one.

Trip Cause Outlet Handling

When an outlet has been suspected as the cause of a trip, the Trip Cause Outlet Handling setting allows
you to mark the outlet as Suspended.

A Suspended outlet is handled differently than usual:
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e once the respective OCP is closed, the outlet is not turned on again
e outlet state shows as 'suspended' in the web interface and the CLI
e warnings are shown when you attempt to turn on a suspended outlet

e for supported models, a different outlet LED color is shown

Time Units

If you choose to type a new value in the time-related fields, such as the "Idle timeout period" field, you
must add a time unit after the numeric value. For example, you can type '15 s' for 15 seconds.

Note that different fields have different range of valid values.

» Time units:

128

Unit Time

ms millisecond(s)
s second(s)
min minute(s)

h hour(s)

d day(s)

Setting Thresholds for Total Active Energy or Power

This section applies only to multi-inlet models, including in-line monitors.

Thresholds for total active energy and total active power are disabled by default. You can enable and set
them so that you are alerted when the total active energy or total active power hits a certain level.

For a regular PRO4X model with multiple inlets:

e Total active energy = sum of all inlets' active energy values

e Total active power = sum of all inlets' active power values

For an in-line monitor with multiple inlets/outlets:

e Total active energy = sum of all outlets' active energy values

e Total active power = sum of all outlets' active power values

To configure thresholds for total active energy and/or power:

1) Click PDU.
2) Click the Thresholds title bar at the bottom of the page to display thresholds.
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Thresholds L’& W

3) Click a sensor to edit the thresholds.
4) Make changes as needed.
¢ To enable any threshold, select the corresponding checkbox.

* Type a new value in the accompanying text box.

Lower Critical 0 W
Lower Warning ] W
Upper Warning 0 w
Upper Critical ] w
Deassertion Hysteresis 0 W
Assertion Timeout 0 Samples

5) Click Save.

Power Supply Sensor

The PRO4X's controller receives power from its inlet. A sensor monitors the power supply status and
indicates it on the PDU page.

This status is also available on the PDU's front panel display, or via the CLI with the command: show
pdudetails.

Sensors S
Sensor State
Power Supply 1 Status OK

State Description

OK The controller is receiving power from its own inlet.
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State Description

fault The controller cannot receive power from its own inlet because of a
power failure on the inlet or a broken power supply. Instead it is
receiving power from another PRO4X PDU.

See Power-Sharing Restrictions and Connection (on page 29).

After entering the fault state, this sensor is listed in the Alerted Sensors
section of the Dashboard. .

unavailable The communication with the power supply sensor is lost.

Inlet

You can view all inlet information, configure inlet-related settings, or reset the inlet active energy and
min/max sensor values on the Inlet page. To open this page, click 'Inlet' in the Menu.

Inlet thresholds help you identify when your inlet enters warning or critical level. In addition, you can
automatically generate alert notifications for any warning or critical status. See Event Rules and Actions
(on page 266).

Note: For multi-inlet models, see Configuring a Multi-Inlet Model (on page 135).

» Overview:

® Inlet power overview, which is the same as Dashboard - Inlet I1 (on page 113).

» Dip/Swell Events:

Dip/swell Events provides monitoring for short-term under-voltage events, also known as "Dips", and
short-term over-voltage events, also known as "Swells".

After configuring the thresholds for dips and swells, a waveform is captured when an event meets the
thresholds.
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» Dip Event Waveform Example:

» Swell Event Waveform Example:
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» To configure dip/swell thresholds:

1) On the Inlet page, click Edit Thresholds in the Dip/Swell section to enable the form.

2) Dip threshold: Select the checkbox to enable the threshold. Enter a voltage value. The default is set
to enabled, and the value is relative to the inlet's voltage rating.

3) Swell threshold: Select the checkbox to enable the threshold. Enter a voltage value. The default is
set to enabled, and the value is relative to the inlet's voltage rating.

4) Deassertion hysteresis: Enter a value for deassertion hysteresis. The default is set to 2.
5) Click Save.
Dip/Swell Events

Edit Thresholds

Dip threshold o 154 vV
Swell threshold o 311 \V
Deassertion hysteresis 2 v
X Cancel
» Sensors:

132

The sensors section contains a list of inlet sensors with more details. Available inlet sensors depends on
the model. Sensors show both readings and states. Sensors in warning or critical states are highlighted
in yellow or red. The inlet power chart shows the selected sensor, and is the same information as found
in the Dashboard - Inlet History.

e Complete list of inlet power sensors:
e RMS Current
e Peak Current
e Unbalanced Current
e Current Total Harmonic Distortion
e RMS Voltage
e Unbalanced Voltage
e Unbalanced L-L Voltage
e \oltage Total Harmonic Distortion
® Line Frequency
® Active Power
e Active Energy
® Reactive Power
e Apparent Power
e Apparent Energy

e Power Factor
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e Crest Factor
e Displacement Power Factor

e Phase Angle
» Settings--Name the inlet:

Scroll down past the Sensor list to the Settings.

e C(lick Edit Settings, enter a name for the inlet, then click Save. For example, name the inlet after the

power source.

e Theinlet's custom name is displayed on the Inlet or Dashboard page, followed by its label in

parentheses.
Settings
Label n
Mame LET MAME
Reset energy counter Reset
Reset minimum / maximum Reset

» Settings--Reset energy counter:

~

Edit Settings

Hiancel EEET

The energy counter reset feature per inlet is especially useful when your PRO4X has more than one

inlet. Only users with the "Admin" role assigned can reset this value.

Settings

Label n
MNama

Reset energy counter Reset
Reset minimum / maximum Reset

e C(lick Reset and then confirm in the message.

This inlet's active energy reading is then reset to zero.

A

Edit Settings

Tip: To reset ALL active energy counters on the PRO4X, go to the PDU page.

» Settings: Reset minimum/maximum:

All inlet sensors with numeric readings store their minimum and maximum recorded reading. You can
reset these as desired. Only users with the "Admin" role assigned can reset this value.
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Tip: To enable the display of minimum/maximum for any sensor, click the Options icon at the top
right of the Sensors lists.

e Click Reset and then confirm in the message.
This inlet's sensor's minimum and max values are reset.

Settings Ll
Edit Sattings
Label "
Marne
Reset energy counter Reset
Reset minimianm / masxim um Reset

» Waveform:

In addition to the waveforms captured automatically on OCP trip events, dip/swell events, and relay
switch-on events, you can generate a waveform capture whenever you require on the inlet page. For
three-phase inlets, you can select a phase to generate the waveform. Waveforms created manually
represent only the moment in which they are created. Refreshing the browser removes the waveform
image.

» To manually capture a waveform:

1) On the Inlet page, scroll down to the Waveform section.
2) Click Update to generate the waveform.

e For three-phase inlets, you can also select a phase from the L1 - L2 - L3 drop-down list, then click
Update to generate the waveform per line.

e Hover your mouse over the waveform to view individual data points.

-~

Lt Last updsted: 3/15/2022, 4:51:07 PM UTC-0400

400.0V 20.000 A

000V 15.000 A

2000V

10.000 A

1000V 5.000 A

-19.38 ms

-
oov S ———. ~ W Voitage 'I'ﬂv" ................. 0.000 A

-100.0 ¥ -5.000 A

-200.0 ¥ 10.000 A

-300.0 ¥ -15.000 A

4000V 20.000 A
-40-39-28-37-36-35-34-33-32-31-30-29-28-27-27-26-25-24-23-22-21-20-19-18-17-16-15-14-13-12-12-11-10 -9 -8 -7 -6 -5 -4 -3 -2 -1 0
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» To configure inlet thresholds:

By default, there are pre-defined RMS voltage and current threshold values in related fields. You can
modify them to meet your needs.

1) Click the Thresholds title bar at the bottom of the page to display inlet thresholds.

Thresholds Lh W

2) Click the desired sensor to open the settings.
3) To enable a threshold, select the corresponding checkbox.

4) Type a new value in the accompanying text box.

Lower critical | B v
Lowar warning | 97 V'
Upper warning o | 247 L
Upper critical | 254 W
Deasserilon hysterasis 2 v
Agsartion timeaout ] Samples

» Residual Current Monitor--Configure residual current thresholds:

If your model supports residual current monitoring, a section titled "Residual Current Monitor" is
displayed on the Inlet page. See Web Interface Operations for RCM.

Configuring a Multi-Inlet Model

If the PRO4X has more than one inlet, the Inlets page lists all inlets.

» To view or configure each inlet:

1) Click 'Show Details' of the desired inlet.

Server
Technology. 135

Abrand of Dlegrand



136

Inlet A

1.16w
1.46.

Active Energy: 184.84 kWh
Power Factor: 0.80
Line Frequency: 50.0 Hz

8.8

RMS Voltage: 220V

Inlet B

850.0.
1 .06&'&’}.

Active Energy: 123.62 kWh
Power Factor: 0.80
Line Frequency: 50.0 Hz

2) Now you can configure the selected inlet, such as enabling thresholds or resetting its energy.

B T

RMS Voltage: 220V

e To disable the inlet, see the following instructions.

» To disable one or multiple inlets:

1) Ontheindividual inlet's data page, click Edit Settings.

Settings

Label
Name

Status

Reset Active Energy

2) Select the "Disable this inlet" checkbox.

3) Click Save.

4) The inlet status now shows "Disabled."

A~

Edit Settings

A h

Enabled

Reset Energy
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Settings N

Edit Settings

Label A
Name
[
Status Disabled
Reset Active Energy Reset Energy

5) To disable additional inlets, repeat the above steps.
e If disabling an inlet will result in all inlets being disabled, a confirmation dialog appears, indicating
that all inlets will be disabled. Then click Yes to confirm this operation or No to abort it.

After disabling any inlet, the following information or features associated with the disabled one are no
longer available:

e Sensor readings, states, warnings, alarms or event notifications associated with the disabled inlet.

e Sensor readings, states, warnings, alarms or event notifications for all outlets and overcurrent
protectors associated with the disabled inlet.

e The outlet-switching capability, if available, for all outlets associated with the disabled inlet.

Exception: All active energy sensors continue to accumulate data regardless of whether any inlet has
been disabled.

Warning: A disabled inlet, if remaining connected to a power source, continues to receive power from
the connected power source and supplies power to the associated outlets and overcurrent protectors.

Outlets

The Outlets page shows a list of all outlets and the overview of outlet status and data. To open this
page, click 'Outlets' in the Menu.

On this page, you can:

e View all outlets' status.
Outlets above or below thresholds are highlighted in yellow or red.

e Perform actions on all or multiple outlets simultaneously with setup/power-control commands on
the top-right corner.
Only outlet-switching capable models show the power-control buttons, and you must have
the Switch Outlet permission to perform outlet-switching operations.

Select an outlet checkbox to enable the power control commands.
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e Gotoanindividual outlet's data/setup page by clicking an outlet's name.

Qutlets

# A Name

1 QOutlet 1
2 Qutlet 2 Q
3 Qutlet 3
4 QOutlet 4

» To power control:

1) Select the checkboxes of the outlets you want to control.
2) Click the power control command.

Oon Ooff ZCycle
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® On: Power ON
e Off: Power OFF
e Cycle: Power cycle turns outlet OFF then back ON

3) A confirmation message appears. Click to confirm, or cancel

Switch off outlets 1-27

‘ Switch off

4) A'Sequence running' message may appear while the outlet-switching process finishes. Click Cancel
to interrupt the process if needed.

_Sequence running, 7 remaining * Cancel

» To reset Energy Counter or Minimum/Maximum Readings:

e Available on models with outlet-metering
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®on Ooff Scyde (i)

Reset Energy Counter ?

Reset Minimum / Maximum

Threshold Bulk Setup

Sequence Setup

Load Shedding Setup

Activate Load Shedding

1) Select the checkboxes of the outlets you want to reset.
2) Click the Three Dots options icon, then select a reset option:

e Reset Energy Counter: You must have the Admin role. Resets the active energy readings for the
selected outlets.

e Reset Minimum/Maximum: Resets the minimum and maximum recorded values for power sensors
for the selected outlets.

3) Confirm the operation when prompted.

» To configure global outlet settings or perform the load-shedding command:

1) Click : to show a list of commands.
2) Select the desired command.
Only outlet-switching capable models have the commands marked with * in the table.

Command Refer to

Threshold Bulk Setup Threshold Bulk Setup (on page 141)

*Sequence Setup Sequence Setup (on page 144)

*Load Shedding Setup Load Shedding Setup: Setting Non-Critical Outlets (on
page 145)

*Activate Load Shedding  Load Shedding Mode: Activate or Deactivate (on page
- OR-- 146)

Deactivate Load Shedding

Available Data of the Outlets Overview Page

To show or hide outlet data columns, click the columns icon.
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Qutlets

RMS MActive Power Crest

#4 Name Status
Current Power Factor Faclor

1 Outletl (1) Ooff 00004 OW 1.00 1.00
2 Outlet2 @on 17584 380W 099 142
3 Outlet3 Qon 1675A 363W 099 157
4  Outlet4 Qon 02194 48W 099 149

e Status: Outlet status, shown with color icon. Available on outlet-switching capable models only.

GOon O off

e RMS current (A)
e Active power (W)
e Power Factor

e Crest Factor

e Non-Critical: Outlet-switching capable models only. Non-Critical outlets display a green checkmark.

Critical outlets display a gray X.

Non-
Critical

=

e Lines

Non-
Critical

®

®

Lines

Groups

=

Y 1
NEUTRAL VP
=

Group 1
NEUTRAL

Li=

Group 1
NEUTRAL

L1-

G 1
MEUTRAL S

e Qutlet Groups: if the outlet is part of a group, the outlet group name appears as a link.

Threshold Bulk Setup

Outlet thresholds, if enabled, help you identify whether any outlet enters the warning or critical level.
You can also automatically generate alert notifications for any warning or critical status. Thresholds of

multiple or all outlets can be configured simultaneously on the Outlets page. By default, there are

pre-defined RMS voltage and current threshold values in related fields. See Default Voltage and Current

Thresholds (on page 142), Default Voltage and Current Thresholds (on page ).
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Available on models with outlet-metering.

To configure thresholds-related settings for multiple outlets:

1)
2)
3)
4)
5)
6)

7)

On the Outlets page, click : > Threshold Bulk Setup.
In the "Show Outlet Sensors of Type" field, select a sensor type.
In the "For Outlets of Receptacle Type" field, select an outlet type.
Select the checkboxes of the outlets you want to configure.
Click the Edit Thresholds link.
Make changes as needed.
¢ To enable any threshold, select the corresponding checkbox.

e Type a new value in the accompanying text box.

Lower critical | B4 v
Lowar wirning | 97 v
Uppes warning o 27 v
Upper critical | 254 ')
Deasserilon hysteresks 2 v
Agsertion timeout a Samples

Click Save.

Default Voltage and Current Thresholds

The following are factory-default voltage and current thresholds. There are no default values set for
lower current thresholds because lower thresholds are not useful.

Availability of diverse thresholds depends on the capability of the model you purchased.

» Single-phase inlets or outlets:

142

RMS voltage:
Threshold Default value
Lower critical -6% of minimum rating
Lower warning -3% of minimum rating
Upper warning +3% of maximum rating
Upper critical +6% of maximum rating
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Threshold Default value

Hysteresis 2V

e RMS current:

Threshold Default value
Upper warning 65% of rating
Upper critical 80% of rating
Hysteresis 1A

» Multi-phase inlets or outlets:

e Line-Line RMS voltage:

Threshold Default value

Lower critical -6% of minimum rating
Lower warning -3% of minimum rating
Upper warning +3% of maximum rating
Upper critical +6% of maximum rating
Hysteresis 2V

e Line RMS current:

Threshold Default value
Upper warning 65% of rating
Upper critical 80% of rating
Hysteresis 1A

e Unbalanced current:

Threshold Default value

Upper critical 10% -- disabled by default
Upper warning 5% -- disabled by default
Hysteresis 2%

» Overcurrent protectors which aims to protect the PDU's outlets:

e OCP RMS current:
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Threshold Default value

Upper critical 80% of OCP rating
Upper warning 65% of OCP rating
Hysteresis 1A

» Total residual current:

Threshold Default value
Upper critical 30mA
Hysteresis 15mA

Sequence Setup

By default, outlets are sequentially powered on in the ascending order from outlet 1 to the final when
turning ON or power cycling all outlets. You can change the order in which the outlets power ON. This is
useful when there is a specific order in which some IT equipment should be powered up first.

In addition, you can make a delay occur between two outlets that are turned on consecutively. For
example, if the power-on sequence is Outlet 1 through Outlet 8, and you want to wait for 5 seconds
before turning on Outlet 4, after Outlet 3 is turned on, assign a delay of 5 seconds to Outlet 3.

» To set the outlet power-on sequence and delay:

.
1) On the Outlets page, click : > Sequence Setup.

2) Select one or multiple outlets by clicking them one by one in the 'Outlet' column.
3) Click the arrow buttons to change the outlet positions.

4) Click the 'Delay' column of the outlet that requires a wait after it is turned on.

5) Type a new value in seconds.

6) Click Save.
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Outlets Sequence
Outlet Sequence: 1-36
Sequence Order Delay
Outlet1 (1) Os
Outlet 2 0s
Outlet 3 Os
Outlet 4 Os
Outlet 5 * 1] ]
Outlet & Os
Outlet 7 L
Outlet 8 Os
Outlet 9 Os
Outlet 10 Os
E Outlet 11 we
t Outlet 12 0s
+ Outlet 13 Os
x Outlet 14 Os
o Outlet 15 0s

Load Shedding Setup: Setting Non-Critical Outlets

Outlets that are turned off when load shedding is activated are called non-critical outlets. Outlets that
are not affected by load shedding are called critical outlets.

Per default, all outlets are configured as critical.

» To determine critical and non-critical outlets:

H
1) Onthe Outlets page, click * > Load Shedding Setup.

2) To set non-critical outlets, select the checkboxes of those you want. Or, select the Non-Critical
Outlets checkbox to set all outlets as non-critical.

3) To turn non-critical outlets into critical ones, deselect their checkboxes.
4) Click Save.
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Load Shedding

)

Naon-Critical Outlets

Outletl (1)
Outlet 2
Outlet 3
Qutlet 4
Qutlet 5
Outlet &

Qutlet 7

Qutlet 8
Outlet 9
Qutlet 10

Outlet 11

18] 8IS (8] (8IS (&) (A I8 I8 1S
LA AT RSN BA TR LYY BRI NS HATEAY
LR E R R EN Y B EN R EN RN AR LY EEY

QOutlet 12

*canCEI

Load Shedding Mode: Activate or Deactivate

Load Shedding is not supported on all models

When a UPS supplying power to PRO4X switches into battery backup operation, it may be desirable to
switch off non-critical outlets to conserve UPS battery life. This feature is known as load shedding.

Outlets that are turned off when load shedding is activated are called non-critical outlets. Outlets that
are not affected by load shedding are called critical outlets. By default, all outlets are critical.

When load shedding is activated, the PRO4X turns off all non-critical outlets. When load shedding is
deactivated, the PRO4X turns back on all non-critical outlets that were ON before entering the load
shedding mode.

Exception: If you once manually perform switch-off operation on any non-critical outlets during the load
shedding mode, those outlets will NOT be turned back on when exiting the load shedding mode.

Activation of load shedding can be accomplished using the web interface, SNMP or CLI, or triggered by
the contact closure sensors.

Tip: It is better to check non-critical outlets prior to manually entering the load shedding mode. The
non-critical information can be retrieved from the Outlets page.

You must have one of the following permissions to perform the load shedding commands.

e 'Change Pdu, Inlet, Outlet & Overcurrent Protector Configuration'
e 'Switch Outlet' permission for all non-critical outlets

e Administrative privileges
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» To activate load shedding mode:

L)
1) Onthe Outlets page, click * > Activate Load Shedding.

Note: If the command is not available, check your permissions, especially whether you have the Switch

Outlet permission for ALL non-critical outlets.

2) Click Activate on the confirmation message.

Activate the load shedding mode? This will turn off outlets 1 and 3-4

In the load shedding mode:

e You CANNOT power on any "non-critical" outlets. Note the Lock icon displays for these outlets.

Outlets

#4 HName

1 Qutletl (1)

2 Outlet 2

3 Outlet 3

- Qutlet 4

Status

& off

on

& off

& off

® The lock icon appears for "non-critical" outlets that WILL be automatically powered on when
deactivating the load shedding mode.

¢ The off icon appears for outlets, critical or non-critical, that WILL NOT be automatically powered on

when deactivating the load shedding mode.
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Tip: If you manually perform any power operations on non-critical outlets during the load shedding
mode, the icons vary. See Off and Lock Icons for Outlets (on page 148).

¢ The message "Load shedding active" appears next to the 'Outlets’ title.

e If the Non-Critical column was hidden, it automatically is shown when load shedding mode is
activated.

» To deactivate load shedding mode:

L ]
1) Onthe Outlets page, click * > Deactivate Load Shedding.
2) Click Deactivate on the confirmation message.
Now you can turn on/off any outlets.

» TIP -- automatic load shedding via contact closure sensors:

If you have connected a contact closure sensor, you can set up an event rule in a manner that this
sensor's status change automatically activates or deactivates the load shedding mode. See Sample
Environmental-Sensor-Level Event Rule (on page 316).

Off and Lock Icons for Outlets

This section further explains the following two icons for outlets, which display in the load shedding
mode.

e Lockicon i : It means the outlet WILL be automatically powered on after deactivating the load
shedding mode.

O
e Officon

mode.

: It means the outlet will remain powered OFF when deactivating the load shedding

»  Which outlets show the lock icon i :

e Non-critical outlets that were powered ON prior to the load shedding mode

* Non-critical outlets that you manually switch on during the load shedding mode
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| 2

Note: The switching-on operation does not power on the selected non-critical outlets while the load
shedding mode is active, but will cause those outlets to be automatically turned on after disabling
the load shedding mode.

O
Which outlets show the Off icon :

® Any outlets, critical or non-critical, that were powered OFF prior to the load shedding mode

® Any outlets, critical or non-critical, that you manually switch off during the load shedding mode

Individual Outlet Pages

An outlet's data/setup page is opened after clicking the outlet's name on the Outlets overview page.

Outlets

# A Name

1 Outlet 1

2 Outlet 2 h
3 Outlet 3

4 Outlet 4

The individual outlet's page shows this outlet's detailed information. See Detailed Information on Outlet
Pages.

To control power:

On outlet-switching capable models, you can control power on the individual outlet page using power
control buttons just like the main Outlets page. You must have the Switch Outlet permission to perform
outlet-switching operations.

To configure this outlet:

1) Click Edit Settings.
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Settings

Edit Settings
Name Outletl
State on device startup FDU defined (last known)
Power off period during power cycle PDU defined (10 seconds)
Non-critical s
Reset energy counter Reset
Reset minimum / maximum Reset

2) Configure available fields. Note that the fields marked with * are only available on outlet-switching
capable models.

Field Description

Name Type an outlet name up to 64 characters long.

*State on Click this field to select this outlet's initial power state.
device

tart e Options: on, off, last known and PDU defined.
startup
e Note that any option other than "PDU defined" will override the

global outlet state setting on this particular outlet.

*Power off | Select an option to determine how long this outlet is turned off
period before turning back on.
during

e Options: PDU defined or customized time. See Power-Off Period
power cycle

Options for Individual Outlets (on page 155).

e Note that any time setting other than "PDU defined" will override
the global power-off period setting on this particular outlet.

*Non-critical ' Select this checkbox only when you want this outlet to turn off in the
load shedding mode. See Load Shedding Mode: Activate or
Deactivate (on page 146).

1) Click Save.

2) The outlet's custom name, if available, is displayed in the outlets list, following by its label in
parentheses.

Note for 'State on device startup': This setting works only when 'Relay behavior on power loss' is set to
Non-latching. This is because all relays keep their states unchanged in the latching mode regardless of
the power supply status.

To reset this outlet's energy counter or minimum/maximum values:

Energy counter is stored for each outlet. All outlet sensors with numeric readings store their minimum
and maximum recorded reading. You can reset these values for an individual outlet as desired. Only
users with the "Admin" role assigned can reset these readings.

1) Onthe individual outlet page, scroll down to Settings.
2) Click the Reset button to either "Reset energy counter" or Reset minimum/maximum.

3) Click to confirm the reset.
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Edit Settings
Name
State on power-up PDU defined (last known)
Power off period during power PDU defined (10 seconds)
cycle
Non-critical x
Reset energy counter Reset
Reset minimum / maximum Reset

» To view this outlet's Outlet History power chart:
By default this outlet's active power data within the past two hours is shown in the power chart.

e Click the selector under the chart to view any other power sensor reading for this outlet.
owabsoy A
350.0W
300.0W
2500w
2000 W
150.0W
100.0 W

S0.0W

0.0 W-

ST ST TETETES

=i =

¢ To retrieve the exact data at a particular time, hover your mouse over the data line in the chart.

Both the time and data are displayed.

Server
Technology.

Abrandof Olegrand’

151



420W

41.5W

12:43 PM
417.0W | 411 W
405 W
400 W

» To configure this outlet's threshold settings:

Per default, there are pre-defined RMS voltage and current threshold values in related fields. See
Default Voltage and Current Thresholds. You can modify the defaults as needed.

These threshold settings apply to a single outlet. You can also configure thresholds for multiple outlets
at once. See Threshold Bulk Setup (on page 141).

1) If the outlet's threshold data is invisible, click the Thresholds title bar to display it.

Thresholds [a W

2) Click the desired sensor to edit.
3) Make changes as needed.
¢ To enable any threshold, select the corresponding checkbox.

e Type a new value in the accompanying text box.
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Lower critical o B4 v

Lowas witfing | 97 v
Upper warning o 247 v
Upper critical | 254 ')
Deasserthon hysteresis 2 1)
Asgsertion timeout o Samples

4) Click Save.

Detailed Information on Outlet Pages

Each outlet's data page has the Details section for showing general outlet information and Sensors
section for showing the outlet sensor status.

» Details section:

Field Description
Label The physical outlet number

Outlet status

Available on outlet-switching capable models.

e OnorOff
e Inrush details: Click this link to view the inrush details
waveform.
Receptacle type This outlet's receptacle type
Lines Lines associated with this outlet
Inlet Inlet associated with this outlet
Overcurrent Overcurrent protector associated with this outlet, if
protector present.
Outlet Groups Groups associated with this outlet.

» Sensors section:

e RMS current (A)
e Peak Current
® |nrush Current

e Current Total Harmonic Distortion
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RMS voltage (V)

Voltage Total Harmonic Distortion
Line Frequency (depends on model)
Active Power (W)

Active Energy (Wh)

Reactive Power

Apparent Power (VA)

Apparent Energy

Power Factor

Crest Factor

Displacement Power Factor

Phase Angle

Waveforms for Outlets

Waveform:

In addition to the waveforms captured automatically on OCP trip events, dip/swell events, and relay
switch-on events, you can generate a waveform capture whenever you require for an individual outlet.
Waveforms created manually represent only the moment in which they are created. Refreshing the
browser removes the waveform image.
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» To manually capture a waveform:

1) Onthe Outlets page, click an outlet to go to the details page.
2) Scroll down to the Waveform section.
3) Click Update to generate the waveform.
e Hover your mouse over the waveform to view individual data points.

€ Outlet 1 | n-ruah Detalls

vl
a0y 100 &

Lveal

aMA

Power-Off Period Options for Individual Outlets

There are two options for setting the power-off period during the power cycle on each individual
outlet's page.

Option Function

PDU defined Follows the global power-off period setting, which is set on

(configured value) | the PDU page. The value in parentheses is the current global
value.

e Select an existing time option, or type a new value with an

Customized time 1SR i
appropriate time unit added, such as s for seconds.

Outlet Groups

Only PDUs with outlet-switching and/or outlet-metering feature show this menu item.

Choose Outlet Groups in the Menu.
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» Required permissions:

You must have one of the permissions below to be able to operate all or some of the outlet group
features.

e Administrator Privileges -- all operations

e Change Pdu, Inlet, Outlet & Overcurrent Protector Configuration -- creating, editing and deleting
outlet groups

e Switch Outlet Group -- powering on, off or cycle outlet groups
» Outlet group data:

The Outlet Groups page will list all outlet groups you create.

Outlet Groups =£=Add group
FA Mame Status Active Power Maximum Active Power Outlets E
Group1 Monx33,Moffx3  B33TW 11830 W PDU1:1-36
2 Group2z Oonx3 1319w 1319 W PDU 1:10, 20 and 30
3  Group3 (Monx7.Moffx3  2743W 2743 W R

e For each group, you can view the following data on the Outlet Groups page:
e Group number
e Name: the outlet group name displays as a link. Click to go to the details page for the group.
e Status: number of outlets with status ON, number of outlets with status OFF.
e Active Power: The active power for the group. A sum of all member outlets' active power values.

e Maximum Active Power: Hidden by default. Click the columns icon to add this data. The highest
recorded active power for the group.

e Qutlets: A list of the outlet numbers who are members of the group. The PDU(s) of the outlets
displays as links.

Creating an Outlet Group

You can create an outlet group if you often have to perform the same action on the same outlets at a
regular interval.

For example, create an outlet group when you need to:

e Power cycle specific outlets every week.
* Sum up and track specific outlets' active power values every month.

e Sum up the increased values of specific outlet's active energy values every month.

Note that an outlet can be a member of one or multiple groups.
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To create an outlet group, you must have either permission below.

e Administrator Privileges

e Change Pdu, Inlet, Outlet & Overcurrent Protector Configuration

» To create an outlet group:

1) Inthe Outlet Groups page, click Add Group.
2) Enter a Group name.

Tip: Outlet group names do not have to be unique. Different groups with the same group name can be
identified through their unique index numbers.

New Outlet Group
Group name
Member outlets
My PDU (1) Add Qutlets ~
Qutletl (1) QOutlet 12 Qutlet 25
Qutlet 2 Outlet 14 Outlet 26
Qutlet 3 Qutlet 15 Qutlet 27
Outlet 4 Outlet 16 Outlet 28
Outlet 5 Outlet 17 Qutlet 29
Outlet & Qutlet 18 Qutlet 30
Outlet 7 Outlet 19 Qutlet 31
Outlet 8 Outlet 20 Outlet 32
Outlet 9 Qutlet 21 Qutlet 33
Outlet 10 Outlet 22 Qutlet 34
Outlet 11 Qutlet 23 Qutlet 35
Outlet 12 Qutlet 24 QOutlet 36
M Cancel

3) Click Save.

Outlet Group Power Control

You must have either permission below to power control any outlet groups.

e Administrator Privileges
e Switch Outlet Group

The power control commands are available on the Outlet Groups main page, where you can select one
or more groups to control AND on the individual outlet groups page, where you can control that group
only while viewing details.
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» To switch one or multiple groups on the Outlet Groups page:

1) Onthe Outlet Groups page, select the group or groups you want to control.
2) The power control commands appear in the top right corner.

3) Click a power control command.

Oon Ooff ScCycle 3

® On: Power ON
e Off: Power OFF
e Cycle: Power cycle turns outlet OFF then back ON

4) Confirm the operation when prompted.
» To switch one group on a specific outlet group's page:

1) Inthe Outlet Groups page, click a group name to go to its details page.
2) Click a power control command on the top-right corner.

4 Qutlet Group 1 - Group 1 Oon Ooff Tcyce

Outlets

Edit Members

#4 PDU Qutlet Status Active Power Maximum Active Power =
1 MyPDU(1) Outletl (1) Qon 197W 528 W
2 MyPDU(1) Outlet2 @on 43w B45 W
2 MyPDU(1) Outlet3 Gon 466w 528 W
4 My PDU (1} Outlet 4 Qoff oW 675 W
5 MyPDU(1) Outlets Ooff oW 658 W

3) Confirm the operation when prompted.

If Switchable Outlet Groups are Limited

For the Switch Outlet Group permission, if you assign a role to any user, which permits the user to
switch only "specific" outlet groups instead of all outlet groups, the following switching issue may
appear.
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» Issue:

e When an outlet group that the user originally can switch is deleted, and then re-created with the
same group name, the user will not be able to switch the "new" outlet group with the same group
name.

» Solution:

1) Edit the role assigned to the user. See Editing or Deleting Users (on page 205).

2) Find the Switch Outlet Group permission, and re-select that newly-created outlet group in its outlet
group list.

Note: The above issue does not occur for any role which has "All Outlet Groups" selected for its Switch
Outlet Group permission.

Resetting a Group's Energy Counter and Minimum/Maximum
Values

An outlet group's active energy is the sum of increments of all member outlets' active energy values.

Note: A group's active energy is NOT the sum of all member outlets' active energy values.

* You can reset the energy counter and minimum/maximum values of other readings for one or more
outlet groups at a time on the Outlet Groups page.

e To reset these values for a single outlet group, there are two methods -- either Outlet Groups page
or individual group page.
e Resetting an outlet group's energy counter has NO impact on any member outlet's energy counter.

You must have the Administrator Privileges to reset these values.

Available on models with outlet-metering

» To reset values on the Outlet Groups page:

1) Onthe Outlet Groups page, select one or more outlet groups to reset.

L
2) Click * > Reset Energy Counter, or Reset Minimum/Maximum, then confirm the operation when
prompted.

» To reset values on a specific outlet group's page:

1) On the Outlet Groups page, click a group name to open its page
2) Scroll down to the Settings section.
3) Click the Reset button to either "Reset energy counter" or Reset minimum/maximum.

4) Click to confirm the reset.
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Modifying an Outlet Group
To modify an outlet group, you must have either permission below.

e Administrator Privileges
e Change Pdu, Inlet, Outlet & Overcurrent Protector Configuration

» To modify the member outlets:

1) On the Outlet Groups page, click a group name to go to its details page.
2) Click Edit Members.
3) Add or remove outlets of this group by selecting or clearing checkboxes.

4) Click Save.

» To change the group name:

1) Scroll down to the Settings section, then click Edit Settings.
2) Type a new name.
3) Click Save.

» To configure the thresholds of group sensors:

1) Click the Thresholds title bar at the bottom of the page to display thresholds.

Thresholds Q W

2) Click the desired sensor (required), and then click Edit Thresholds.
3) Make changes as needed.

¢ To enable any threshold, select the corresponding checkbox.

¢ Type a new value in the accompanying text box.
4) Click Save.

Deleting an Outlet Group

To delete an outlet group, you must have either permission below.

e Administrator Privileges

e Change Pdu, Inlet, Outlet & Overcurrent Protector Configuration
You can delete one or multiple outlet groups at a time.

To delete a single outlet group only, there are two methods -- either Outlet Groups page or individual
group page.
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» To delete one or multiple groups on the Outlet Groups page:

1) Onthe Outlet Groups page, select one or more outlet groups.

L
2) Click * > Delete, then confirm the operation when prompted.

» To delete a group on a specific outlet group's page:

1) Open a specific outlet group's page by clicking on its name.

L)
2) Click * > Delete, then confirm the operation when prompted.

OCPs

The OCPs page is available only when your model has overcurrent protectors, such as circuit breakers.

The OCPs page lists all overcurrent protectors as well as their status. If any OCP trips or its current level
enters the alarmed state, it is highlighted in red or yellow.

To open the OCPs page, click 'OCPs' in the Menu.

You can go to each OCP's data/setup page by clicking its name on this page. OCPs may be numbered C1,
C2, and so on, or BR1, BR2 and so on.

Overcurrent Protectors

Name PDU Status T o Lines
Drawn Outlets

g:’;’:;’;gm MyPDU(1)  closed 5407A/ 164 () ;.nz.:;o.u L1, NEUTRAL

kg MYPDU(1)  closed 55004/ 164 (@ 2881114 | NeuTRaL

g:';t:gfg‘m MyPDU(1)  closed 520414/ 167 @ 3;12'?912'15 L3, NEUTRAL

» Overcurrent protector overview:

e QOCP status - open (tripped) or closed
e Current drawn, rated current and current bar
e The smaller, gray text adjacent to "current drawn" is the rated current of each OCP.

e The RMS current bars change colors to indicate the status if the OCP thresholds have been
configured and enabled.
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Status Bar colors

o -

above upper warning

above upper critical -

Note: The "below lower warning" and "below lower critical” states also show yellow and red
colors respectively. However, it is not meaningful to enable the two thresholds for current levels.

e Protected outlets, which are indicated with outlet numbers

e Associated lines
» To configure current thresholds for multiple overcurrent protectors:
OCP thresholds, when enabled, help you identify the OCP whose RMS current enters the warning or

critical level with the yellow or red color. In addition, you can automatically generate alert notifications
for any warning or critical status.

Note: By default, upper thresholds of an OCP's RMS current have been configured. You can modify them
as needed.

1) Click * > Threshold Bulk Setup.
2) Select one or multiple OCPs.
3) Click Edit Thresholds.
4) Make changes as needed.
¢ To enable any threshold, select the corresponding checkbox.

e Type a new value in the accompanying text box.
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Lower eritical o A

Lowar warmning 0 A
Upper waming | 104 A
Upper critical o 128 A
Deassertion hysteresis 1 A
Assertion timeout 0 Samples

5) Click Save.

Individual OCP Pages

An OCP's data/setup page is opened after clicking any OCP's name on the OCPs or Dashboard page.

» General OCP information:

Field Description
Label This OCP's physical number.
e (1,C2,C3..

e BRI1,BR2, BR3...

Status open or closed.

If a trip cause has been detected, the details are linked
here with the Open status.

Type This OCP's type.

Rating This OCP's rated current.

Lines Lines associated with this OCP.
Protected Outlets associated with this OCP.
outlets

Inlet Inlet associated with this OCP.

Useful when your PDU has multiple inlets.

RMS current This OCP's current state and readings, including current drawn
and current remaining.
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» To customize this OCP's name:

1) Click Edit Settings.
2) Type a name.
3) Click Save.

» To view this OCP's RMS current chart:

This OCP's data chart is shown in the Overcurrent Protector History section.

Overcurrent Protector History e

4.41 A
4.40A

438 A
4.36 A
4344
432 A
4.30 A

429 A

- -

I S Lt L L LT L
,\A_Q,\:aq,:!;?nézéz§.gf,§ o ot o o8
i :

>
,_r:e‘} o g®
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e To retrieve the exact data at a particular time, hover your mouse over the data line in the chart.
Both the time and data are displayed as illustrated below.

4.41 A
4.40 A
12:41 PM
439 A
438 A e
4.36 A
4. 34 A
432 A
4.30 A
4.79 A
. X ;o b
.‘c‘} N N
2 D S
L ¥ L =¥ ¥

» To configure this OCP's threshold settings:

By default, upper thresholds of an OCP's RMS current have been configured. You can modify them as
needed.
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1) Click the Thresholds title bar at the bottom of the page to display the threshold data.

Thresholds [& W

2) Click the RMS current sensor, then make changes as needed.
¢ To enable any threshold, select the corresponding checkbox.

¢ Type a new value in the accompanying text box.

Lower eritical o A
Lowar warmning 0 A
Upper waming | 104 A
Upper critical < 128 A
Deassertion hysteresis 1 A
Assertion timeout 0 Samples

3) Click Save.

» Other operations:

e Goto another OCP's data/setup page by clicking the OCP selector EI on the top-left corner.

® Go to the associated Inlet's data page by clicking the Inlet link in the Details section.
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+ DOvercurrent Protector C1

Details
Labael 1
Status : closed
Type 1-pele circult breaker
Reating 16 A
Lines L1
Protected outlets 1-6

It [:i

OCP Trip-Cause Detection

Not supported on all models.

When the outlet that most likely caused a trip can be detected, this information displays in the web
interface, front panel display, and command line interface (CLI).

» Web interface:

e On the page of a tripped OCP, the Status field indicates the outlet number that may cause the OCP-
tripped event.

+ Overcurrent Protector C1

Details
Label c1
Status —pDetalls
Type 2-pole circult breaker
Rating A
Lines L1, L2
Protected outlets 1-10
Inlet Inket 11
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€ Overcurrent Protector C1 | Trip State Details

Details
Status
Likety cause Qutket 8
Trip time 5302022, 1:26:57 PM UTC+0200

» Front panel display:

The 'Likely trip cause' message will be displayed for an "open" OCP, indicating which outlet may cause
the OCP-tripped event.

Circuit Breaker C1
L1-L2, 204 Open
Lilely trip cause: Qutlet 8

Circuit Brealcer C2
L1-L2, 20A 0.000 A

» CLI:

e Perform the show ocp command in the CLI. If any OCP has tripped, then the outlet that may cause
this event is shown in parentheses in the State field of the tripped OCP.

OCP Trip-Cause Waveform

A waveform is captured for the outlet that showed the highest peak current value when the trip is
detected. The data captured at the time of the trip event is stored persistently and kept until next trip
event.

» To view the waveform:

1) Inthe OCP page, click the OCP with Open status.
* The individual OCP page opens. A Details link is available if a trip-cause has been detected.
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%+ Overcurrent Protector C1
Detalls
Label C1
II Status Fi¥ Details
Type 2-pole circuit breaker
Rating 20A
Lines L1-12
Protected outlets 1-13
Inlet Inlet 1

2) Click the Details link to view the waveform.
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Peripherals

If there are environmental sensor packages connected, they are listed on the Peripherals page.
An environmental sensor package may contain:

e Numeric sensors: Detectors that show both readings and states, such as temperature sensors.
e State sensors: Detectors that show states only, such as contact closure sensors.
e Actuators: An actuator controls a system or mechanism so it shows states only.

PRO4X communicates with managed sensors/actuators only and retrieves their data. One PRO4X can
manage a maximum of 64 sensors/actuators.
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Open the Peripheral Devices page by clicking Peripherals in the Menu. Then you can:

e Perform actions on multiple sensors/actuators by using the control/action icons on the top-right
corner.

e Gotoanindividual sensor's or actuator's data/setup page by clicking its name.

» Sensor/actuator overview on this page:

If any sensor enters an alarmed state, it is highlighted in yellow or red. An actuator is never highlighted.

Column Description

Name By default, the name assigned contains:
e Sensor/actuator type, such as "Temperature" or "Dry Contact."

e Sequential number of the same sensor/actuator type, like 1, 2, 3
and so on.

You can customize the name. Customize names on the individual
sensor page.

Reading Numeric sensors, such as temperature and humidity, show the
reading.

State Available for all sensors and actuators. Sensor/Actuator States (on
page 175)

Type Sensor or actuator type.

Serial This is the serial number printed on the sensor package's label.

Number

Position Position indicates where this sensor or actuator is located in the

sensor chain.

Identifying the Sensor Position and Channel (on page 177)

Actuator Indicates whether this sensor package is an actuator or not. If yes,

the checkmark symbol v is shown.

» To release or manage sensors/actuators:

You can multi-select sensors to release or manage them. Releasing is necessary when the maximum
number of managed sensors are in use, and you need to make a change, such as replacing old sensors
with new ones, or making space by removing an unneeded type and adding a different type. When you
manage sensors individually, you can manually select ID numbers--this allows you to simultaneously
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release an old sensor if you select to reuse its assigned ID: Managing One Sensor or Actuator (on page
178). When you manage multiple sensors at once, ID numbers are automatically assigned, and nothing
else is changed or released.

1) Select the sensors/actuators that you want to manage/release from management.

L
2) Click * toview options and select Manage or Release.

e Release: The items are automatically released, and you return to the list. Newly released sensors
show at the end of the list as "Manage Device" if they are still physically connected, otherwise they
disappear.

* Manage: "Manage Peripheral Device" dialog opens. Click Manage to accept automatic sensor
numbers. If a single item was selected, you can choose the ID number by selecting "Manually select
a sensor number." Click Manage and you return to the list. Newly managed sensors appear and will
show a status in the State column. They can now be renamed and configured.

Peripheral Devices —p :
# Name Reading State Type Serial Number Po:
<1 Hall Effect 1 nomal Mt QL0000 :
Cantact Release
Contact
vl 2 On/Of 1 nommal = QLLO0000D!
Closure
Sl Peripheral Device Setup
3 on/off 2 nomal oAy QLLO! gt y
Closure
Default Threshold Setup
Contact
4 Onfoff 3 normal Fomact QLLODO00O0T
Closure -
Channel 3
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Manually select a sensor n

» To configure sensor/actuator-related settings:

L)
1) Click *
Field

Peripheral device
Z coordinate
format

Peripheral device
auto
management

Mute other door
handle

Altitude
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> Peripheral Device Setup.

Function

Options to describe the vertical locations (Z
coordinates) of environmental sensor
packages.

®  Rack units or Free-form

See Z Coordinate Format (on page 185).

Enables or disables the automatic
management feature for Raritan
environmental sensor packages.

e Default is Enabled.

e |f selected, one door handle will be
completely powered down (including any
attached card reader or keypad) before
opening the other lock of the same DX2-
DH2C2.

Specify the altitude of PRO4X above sea level
when a differential air pressure sensor is
attached.

® Range: -425 to 3000 meters (-1394 to
9842 feet)

e Negative numbers indicate locations
below sea level.

@ Automatically assign a sensor ni

Manage Peripheral Device

Note

Every sensor has a Z Coordinate field. The format
setting specifies whether those coordinates are
required to be rack unit numbers or can contain
arbitrary text.

Automatic Management of Sensors (on page
177)

e This option helps to avoid overload in
power-limited setups with two door handles.

e The device's altitude is associated with the
altitude correction factor.

e The default altitude measurement unit is
meter.

e Your user preference for measurements will
take effect here.
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Field Function Note

Active powered  Determines the maximum number of "active" ® An "active" actuator is turned ON, or, for a

dry contact limit  powered dry contact actuators that is door handle, door is OPENED.
permitted concurrently. e This setting only applies to "powered dry
e Range: 0to 24 contact" (PD) actuators rather than normal

. Default: 1 dry contact” actuators.

* You need either 'Change Peripheral Device
Configuration' privilege or 'Administrator
Privileges' to change the setting.

1) Click Save.

» To configure default threshold settings:

Note that default threshold settings affect all sensors already being managed, and establish the initial
settings for any sensor added from now on. To customize the threshold settings on a per-sensor basis,
go to Individual Sensor/Actuator Pages (on page 179).

1) Click : > Default Threshold Setup.
2) Click a sensor to open the threshold settings.
3) Make changes as needed.
¢ To enable any threshold, select the corresponding checkbox.

¢ Type a new value in the accompanying text box.
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Lower critical | 10 °C

Lower warning «| 15 “C
Upper warning «| 30 “C
Upper critical « 35 “C
Deassertion hysteresis 1 “C
Assertion timeout 0 Samples

4) Deassertion hysteresis: An alarm is cleared when the sensor reading normalizes the specified
amount away from the threshold. In the screenshot example above, if temperature normalizes by
more than 1 degree of the threshold, the alarm is cleared. When the reading is within 1°C from the
threshold, the alarm will remain active. For example: A warning is raised when the temperature
exceeds 30°C. It has to drop to 29°C to clear the warning.

5) Assertion timeout: An alarm is raised when the sensor reading exceeds a threshold for more than
the specified number of samples. In the screenshot example above, timeout is set to Zero. An alarm
would be raised immediately when the reading exceeds the threshold. If the timeout were set for
20, the sensor reading would have to persist in exceeding a threshold for 20 data samples before an
alarm would be raised.

6) Click Save.
» To turn on or off any actuator:
1) Select one or multiple actuators . This activates the power buttons at the top right corner in the web

interface.
2) Click On or Off. For Door Handles, click Open or Close.

Note: Per default you can turn on as many dry contact actuators as you want, but only one "powered dry

L
contact" actuator can be turned on at the same time. Change this settingin * > Peripheral Device
Setup.

3) Confirm the operation when prompted.

Yellow- or Red-Highlighted Sensors

The PRO4X highlights those sensors that enter the abnormal state with a yellow or red color. Note that
numeric sensors can change colors when thresholds are enabled.

Tip: When an actuator is turned ON, it is also highlighted in red for drawing attention.

Server
Technology.

Abrand of Dlegrand

173



Reading State Type Serial Number Position Actuator

normal AEIT750551

Absolute Humidity 1 10.8 g/m? Absolute Humidity

above upper w

3 Absolute Humidity 2 11.0 g/m?
solute Humidity gfm —

Absolute Humidity AE12850240 Port 4

Relative Humidity 1 AEIZAS0775

In the following table, "R" represents any numeric sensor's reading. The symbol <= means "smaller
than" or "equal to."

Sensor status Color States shown in the interface Description

Unknown unavailable Sensor state or readings cannot be detected.
I:I unmanaged Sensors are not being managed.
Normal normal e Numeric or state sensors are within the normal range.

[ ] - OR-

® No thresholds have been enabled for numeric sensors.

Warning above upper warning Upper Warning threshold < "R" <= Upper Critical threshold
below lower warning Lower Critical threshold <="R" < Lower Warning threshold
Critical above upper critical Upper Critical threshold < "R"
. below lower critical "R" < Lower Critical threshold
Alarmed alarmed State sensors enter the abnormal state.
OCP alarm Open e Circuit breaker trips.

=

e Fuse blown.

Managed vs Unmanaged Sensors/Actuators

» Managed sensors/actuators:

® PRO4X communicates with managed sensors/actuators and retrieves their data.

* Managed sensors/actuators are always listed on the Peripheral Devices page whether they are
physically connected or not.

e They have an ID number as illustrated below.
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Peripheral Devices

Name

On/Off 1

On/Off 2
Temperature 1
Absolute Humidity 1

Relative Humidity 1

e They show one of the managed states.

e For managed 'numeric' sensors, their readings are retrieved and displayed. If any numeric sensor is
disconnected or its reading cannot be retrieved, it shows "unavailable" for its reading.

» Unmanaged sensors/actuators:

e PRO4X does NOT communicate with unmanaged sensors/actuators.

e Unmanaged sensors/actuators are listed only when they are physically connected to PRO4X.
They disappear from the web interface when they are no longer connected.

e They do not have an ID number.

e They show the "unmanaged" state.

Sensor/Actuator States

An environmental sensor or actuator shows its real-time state after being managed.

Available sensor states depend on the sensor type -- numeric or state sensors. For example, a contact
closure sensor is a state sensor so it switches between three states only -- unavailable, alarmed and
normal.

Sensors will be highlighted in yellow or red when they enter abnormal states.

An actuator's state is marked in red when it is turned on.

» Managed sensor states:

In the following table, "R" represents any numeric sensor's reading. The symbol <= means "smaller
than" or "equal to."
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State Description

normal e  For numeric sensors, it means the readings are within the
normal range.

e For state sensors, it means they enter the normal state.

below lower critical = "R" < Lower Critical threshold

below lower Lower Critical threshold <="R" < Lower Warning threshold
warning
above upper Upper Warning threshold < "R" <= Upper Critical threshold
warning

above upper critical ' Upper Critical threshold < "R"

alarmed The state sensor enters the abnormal state.
unavailable e Communication with the managed sensor is lost.
—-OR--

e Sensor packages are upgrading their sensor firmware.

Note that for a contact closure sensor, the normal state depends on the normal setting you have
configured.

» Managed actuator states:

State Description
on The actuator is turned on.
off The actuator is turned off.

unavailable e Communication with the managed actuator is lost.
- OR --

e Sensor packages are upgrading their sensor firmware.

» Unmanaged sensor/actuator states:

176

State Description

unmanaged Sensors or actuators are physically connected to the PRO4X but not

managed yet.

Note: Unmanaged sensors or actuators will disappear from the web interface after they are no longer
physically connected.

Finding the Sensor's Serial Number

A sensor package has a serial number tag attached to its rear side.
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The serial number for each sensor or actuator appears listed in the web interface when it is detected.
Match the serial number from the tag to those listed in the sensor table.

Peripheral Devices
ZA Name Reading State Type Serial Number
2 On/Off 1 normal Contact Closure QLL0O000001
3 On/Off 2 normal Contact Closure QLLO000001
4 On/0ff 3 normal Contact Closure QLL0O000001
5 On/Off 4 normal Contact Closure QLLO000001

Identifying the Sensor Position and Channel

The Peripheral Devices page shows where each sensor or actuator is connected.

Periphdral Devices A~
Serial Number 4 Package Type Position Package State Firmware Version
1EQ8194033 DX2-T1H1 Port 'Sensor 1', Chain position 2 operational App: 0xf0 / Boot: 0x30

1J78294048 DX2-cc2 Port 'Sensor 1', Chain position 1 operational App: 0xf0 / Boot: 0x30

e The position information includes the port name and the sensor's position in a sensor chain.
For example: Port ‘Sensor, Chain Position 3

e Ifasensor hub is involved, the hub port information is also indicated for most sensors.
For example: Port Sensor, Hub port 2, Chain Position 3

e If a sensor/actuator contains channels, such as a contact closure sensor or dry contact actuator, the
channel information is included.

For example, Port ‘Sensor, Hub port 2, Chain Position 3, Channel 1

Automatic Management of Sensors

To configure automatic management, go to Peripherals > > Peripheral Device Setup.

» After enabling the automatic management function:

When the maximum number of sensors are not yet managed, newly-connected environmental sensors
and actuators are automatically managed upon detection.

» After disabling the automatic management function:

You must manually manage all sensors to start communications. Until you do this, they will not have ID
numbers or show sensor readings or states.
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Managing One Sensor or Actuator

If you are managing only one sensor or actuator, you can assign the desired ID number to it. When
managing multiple sensors/actuators at a time, the IDs are automatically assigned.

Tip: When the total of managed sensors/actuators reaches the maximum value, you cannot manage
additional ones. The only way to manage any sensor/actuator is to release or replace the managed

ones. To replace a managed one, assign an ID number to it by following the procedure below.

» To manage only one sensor/actuator:

1) Click Peripherals in the Menu.

2) Unmanaged sensors/actuators appear at the end of the list as "Manage Device". You can identify
the sensor/actuator by the Type, Serial Number, and Position columns.

24 Temperature 1
Relative

25
Humidity 1

26 Temperature 2

._’ Manage Device

Manage Device

240°C

42 %

240°C

normal

normal

normal

unmanaged

unmanaged

Temperature

Humidity

Temperature

Magnetic
Contact

Absolute
Humidity

QMS0000004

QMs0000004

QMT0000005

QLLO000001

QMs30000004

3) Click the Manage Device link, and the Manage Peripheral Device dialog appears.
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4)

Manage Peripheral Device

® Automatically assign a sensor number

Manually select a sensor number

Sensor 1 (unused) v

e Select "Automatically assign a sensor number" to assign an unused ID number. This method does
not release any managed sensor or actuator.

e Select "Manually select a sensor number" to select a desired ID number from the list. Selecting an
ID already in use will release the sensor currently managed with that ID. IDs already in use show
the sensor package's serial number. Available IDs show "unused."

Click Manage.

» Special note for Legrand humidity sensors:

A Legrand humidity sensor is able to provide two measurements - relative and absolute humidity
values.

e A relative humidity value is measured in percentage (%).

e An absolute humidity value is measured in grams per cubic meter (g/m?3).

However, only relative humidity sensors are "automatically" managed if the automatic management
function is enabled. You must "manually” manage absolute humidity sensors as needed.

Note: Relative and absolute values of the same humidity sensor do NOT share the same ID number
though they share the same serial number and position.

Individual Sensor/Actuator Pages

A sensor's or actuator's data/setup page is opened after clicking any sensor or actuator name on the
Peripheral Devices page.

Note that only a numeric sensor has threshold settings, while a state sensor or actuator has no
thresholds.
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Threshold settings, if enabled, help you identify whether any numeric sensor enters the warning or
critical level. In addition, you can have PRO4X automatically generate alert notifications for any warning
or critical status.

» To configure a numeric sensor's threshold settings:

1) Click Edit Thresholds.

Sensor
Edit Thresholds
Reading 228°C
State normal
Last time changed 3/14/2019, 7:03:27 AM UTC+0800

Tip: The date and time shown on the PRO4X web interface are automatically converted to your
computer's time zone. To avoid time confusion, it is suggested to apply the same time zone to your
computer or mobile device.

2) Select or deselect 'Use default thresholds' according to your needs.
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Sensor

Edit Thresholds
I Use default thresholds o I
Lower critical 10 *C
Lower warning 15 °C
Upper warning 30 *C
Upper critical 35 *C
Deassertion hysteresis 1 °C
Assertion timeout 0 Samples

* cancel «" Save

¢ To have this sensor follow the default threshold settings configured for its own sensor type, select
the 'Use default thresholds' checkbox.

The default threshold settings are configured on the page of Peripherals.

¢ To customize the threshold settings for this particular sensor, deselect the 'Use default thresholds'
checkbox, and then modify the threshold fields below it.

Note: For concepts of thresholds, deassertion hysteresis and assertion timeout, see Sensor
Threshold Settings (on page ).

3) Click Save.

» To set up a sensor's or actuator's physical location and additional settings:

1) Click Edit Settings.
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Settings

Name Temperature 1 ~
Description
Location (X)
Location (Y)

Location (Z: Rack Units)

Edit Settings

2) Make changes to available fields, and then click Save.

Fields
Name
Description

Location (X, Y
and 2)

Alarmed to
Normal Delay

Binary Sensor
Subtype

182

Description
A name for the sensor or actuator.
Any descriptive text you want.

Describe the sensor's or actuator's location in the data center by typing alphanumeric values for the
X, Y and Z coordinates. See Sensor/Actuator Location Example: X, Y, Z Coordinates (on page 185)

If the term "Rack Units" appears in parentheses in the Z location, you must type an integer number.
The Z coordinate's format is determined on the page of Peripherals.

This field is available for the DX2-PIR presence detector only.

It determines the wait time before the PRO4X announces that the presence detector is back to
normal after it already returns to normal.

Adjust the value in seconds.

This field is available for any Server Technology contact closure sensor except for
DX2-DH2C2's contact closure sensors.

Determine the sensor type of your contact closure detector.

e Contact Closure detects the door lock or door open/closed status.
®  Smoke Detection detects the appearance of smoke.

e Water Detection detects the appearance of water on the floor.

e Vibration detects the vibration of the floor.
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Fields Description

Sensor Polarity

This field is available for DX2-CC2 contact closure sensors only.

Determine the normal state of your DX2-CC2.

e Normal Open: The open status of the connected detector/switch is considered normal. An alarm
is triggered when the detector/switch turns closed.

e Normal Closed: The closed status of the connected detector/switch is considered normal. An
alarm is triggered when the detector/switch turns opened.

» To view a numeric sensor's chart

This sensor's data within the past tens of minutes is shown in the chart. Note that only a numeric sensor
has this diagram. State sensors and actuators do not have such data.

Temperature 1 History ..
24.4°C

24.2°C

24.0°C

23.8°C

23.6°C

23.4°C

23.2°C
@@@@@@@@@@@@@@@@@@
*‘-3,_, *‘o

(3}
m‘--mv’m e.-}“m‘-’“a?ef?u"’aa:a@a:@%”é <:?

e To retrieve the exact data at a particular time, hover your mouse over the data line in the chart.
Both the time and data are displayed as illustrated below.
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26.0 °C

25.5°C

25.0°C

24.5°C

24.0°C
%Q@ Q‘é\ Q@ Q@ Q@ Q@ Q@ Q@

B L3 hre] 4] ] s D
g;)‘ 4;)‘ (.;'.:’ (;.3 ré(.b b".b %".\ 6\.‘

» To turn on or off an actuator:

1) Click the desired control button.

4+ Dry Contact 1 ®on Ooff
Details
Peripheral Device ID 7
Position Port 1, Chain Position 1
Serial Number QLLemu0001
Type Contact Closure (On/0ff)
|
Oon
: Turn ON.
|
O off
: Turn OFF.

2) Confirm the operation on the confirmation message.

Note: Per default you can turn on as many dry contact actuators as you want, but only one "powered
dry contact" actuator can be turned on at the same time. To change this limitation of "powered dry
contact" actuators, modify the active powered dry contact setting on the Peripherals page.
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» Other operations:

You can go to another sensor's or actuator's data/setup page by clicking the selector EI on the top-
left corner.

¥ Temperature 1

Details
Peripheral device ID 1
Position Port 1
Serial number AEHS9C50070
Type Temperature

Z Coordinate Format

Z coordinates refer to vertical locations of environmental sensor packages. You can use either the
number of rack units or a descriptive text to describe Z coordinates.

» To configure Z coordinates:

1) Determine the Z coordinate format in the main Peripheral Device Setup page. Available Z coordinate
formats include:

e Rack Units: Measurement of the height is in standard rack units. Number from 0-60.

® Free-form: Enter any alphanumeric string to describe the Z coordinate. Up to 24 characters.
Example, "Top of Rack", "Bottom of Rack".

2) Enter the Z coordinates in the individual sensor settings.

Sensor/Actuator Location Example: X, Y, Z Coordinates

Use the X, Y and Z coordinates to describe each sensor's or actuator's physical location in the data
center.

The X, Y and Z values act as additional attributes and are not tied to any specific measurement scheme.
Therefore, you can use non-measurement values.
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» Example:

X = Brown Cabinet Row
Y = Third Rack
Z = Top of Cabinet

» Values of the X, Y and Z coordinates:

e XandY: They can be any alphanumeric values comprising 0 to 24 characters.

e 7Z:When the Z coordinate format is set to Rack units, it can be any number ranging from 0 to 60.
When its format is set to Free-form, it can be any alphanumeric value comprising 0 to 24 characters.

Asset Strips

After connecting and detecting asset management strips (asset strips), the PRO4X shows 'Asset Strip' in
the menu.

On this page, you can configure the rack units of asset strips and asset tags. A rack unit refers to a tag
port on the asset strips. The "Change Asset Strip Configuration" permission is required.

» To configure asset strip and rack unit settings:

1) Click Asset Strips in the menu, then click the Asset Strip you want to configure.
2) Click Edit Settings.

Settings M
Edit Settings
Marme
Mumber of rack units 48
Mumbering mode Bottom-up
Mumbering offset 1
Orientation Bottom connector

3) Make changes to the settings by directly typing a new value, or clicking that field to select a different

option.
Field Description
Name Name for this asset strip assembly.
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Field

Number of
rack units

Numbering
mode

Numbering

offset

Orientation

Color with
connected tag

Color without
connected tag

Description

Total of available tag ports on this asset strip assembly.

e For all AMS2 asset strips, and those AMS asset strips with the
suffix "G3" on its hardware label, the number of its tag ports
(rack units), are automatically detected.

e For old AMS "non-G3" asset strips, you must manually set the
number of rack units.
The rack unit numbering method in a rack/cabinet.

e Top-Down: The numbering starts from the highest rack unit of
a rack/cabinet.

e Bottom-Up: The numbering starts from the lowest rack unit of
a rack/cabinet.
The start number in the rack unit numbering.

For example, if this value is set to 3, then the first number is 3, the
second number is 4, and so on.

The asset strip's orientation by indicating the location of its RJ-45
connector.

e Top Connector: The RJ-45 connector is located on the top.

e Bottom Connector: The RJ-45 connector is located on the
bottom.

Asset strips can detect their strip orientation and show it in
this field.

You need to adjust this value only when your asset strips are
the oldest ones without tilt sensors implemented.
Click this field to determine the LED color denoting the presence
of an asset tag.
e Defaultis green.
Click this field to determine the LED color denoting the absence of
an asset tag.

e Defaultis red.

For color settings, there are two ways to set the color.
e C(lick a color in the color palette.

e Type the hexadecimal RGB value of the color, such as #00FF00.

Server
Technology.

Abrand of Dlegrand

187



Enter a color

Color code

#O0FFOD .

Cancel | Ok

..................................

1) Click Ok. The rack unit numbering and LED color settings are immediately updated on the Rack Units
list illustrated below.

e The 'Index' number is the physical tag port number printed on the asset strip, which is not
configurable. However, its order will change to reflect the latest rack unit numbering.

Rack Units:

Program Asset IDs
Rack unit & Index Slot Name Asset [ ID Operation Mode LED Mode LED Calor
1 1 @ OOCOTSEST488  Auto on .
2 2 ODDOTSBYISZE  Auto on ——
3 3 DODOISESISEC Auto On EE—
4 4 Auta on [
5 5 DO0GTSES1600 Auto dn ]
6 6 DOD015B91546 Auto On | ]

e A blade extension strip and a programmable tag are marked with the word 'programmable’ in the
Asset/ID column. You can customize their Asset IDs.

» To customize a single rack unit's settings:

You can make a specific rack unit's LED behave differently from the others on the asset strip, including
the LED light and color.

1) Click the desired rack unit on the Rack Units list. The setup dialog for the selected one appears.
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Setup of Rack Unit 3

Mame

Operation Mode

Auto (based on Tag)
LED Mode

On
LED Color

Cancel

Save

2) Make changes to the information by typing a new value or clicking that field to select a different

option.
Field

Name

Operation
Mode

LED Mode
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Description

Name for this rack unit.

For example, you can name it based on the associated IT device.

Determine whether this rack unit's LED behavior automatically
changes according to the presence and absence of the asset tag.

Auto: The LED behavior varies, based on the asset tag's

presence.

Manual Override: This option differentiates this rack unit's LED

behavior.

This field is configurable only after the Operation Mode is set

to Manual Override.

Determine how the LED light behaves for this particular rack unit.

On: The LED stays lit.
Off: The LED stays off.

Slow blinking: The LED blinks slowly.
Fast blinking: The LED blinks quickly.
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Field Description

LED Color

This field is configurable only after the Operation Mode is set
to Manual Override.

Determine what LED color is shown for this rack unit if the LED is lit.

» To expand a blade extension strip:

A blade extension strip, like an asset strip, has multiple tag ports. An extension strip is marked with a
grayer color on the Asset Strip page, and its tag ports list is collapsed by default.

Note: If you need to temporarily disconnect the blade extension strip from the asset strip, wait at least
1 second before re-connecting it back, or the PRO4X device may not detect it.

1) Locate the rack unit (tag port) where the blade extension strip is connected. Click its slot number,

whose format is similar to , Where N is the total number of its tag ports.
Rack Units
Program Asset IDs
Rack unit & Index  Slot Name  Asset/ID Operation Mode LED Mode LED Color
1 1 0000158914688 Auto on |
- . -, 0000ABCTZH4S o - =
N {programmabile) ——
3 3 000015891526 Aute on B o
a 4 Auto On D |

2) All tag ports of the blade extension strip are listed below it. Their port numbers are displayed in the
Slot column.
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Rnci Unim.

Program Assef

Rach undf 4 indax ot Hsma  Asset/ il Operation Mode LED Mode  LED Color
1 1 COO01SESI4BE Aute On e
2 1 TiEw m‘”"’h At on —

Exterion 1 O00TEE (o

Frlerion I COD015EE1E10

Fatrrin 3 CO0015EFI6T

Fulerricn 4 CO007 581 SBE

Exleran 5 OD0TSES 00

Extmerion b D000 15871 5485

Exiermion T

(Bl eeion B

Exlension a

Evienmion m

Ealenhan n

Exierson 12

Exireasion 12

Externion fd

Extengan 15

Exteriion e
1 1 COO0TSEAIEIE Auto n —

1-N Vv

¢ To hide the blade extension slots list, click
» To customize asset IDs on programmable asset tags:

You can customize asset IDs only when the asset tags are "programmable" ones. Non-programmable
tags do not support this feature. In addition, you can also customize the ID of a blade extension strip.

If a barcode reader is intended, connect it to the computer you use to access the PRO4X.

1) Click Program Asset IDs.
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2)

Rack Units

Rack unit & Index Slot Name
1 16
2 15
3 14
4 13
5 12
& 11
7 10
8 9
9 8
10 T
11 1]

Asset /1D

(programmable)

(programmable)

(programmakble)
0000714928047

00007492CAS50

Program Asset IDs
Operation Mode LED Mode LED Color h
Auto On (F———"
o o I
Auto On (—
Auto o
Auto On [
Auto On | A—
Auto on g
Auto on C—
puto on W]
on —
puto on e

In the Asset/ID column, enter the customized asset IDs by typing values or scanning the barcode.

e When using a barcode reader, first click the desired rack unit, and then scan the asset tag. Repeat

this step for all desired rack units.

¢ An asset ID contains up to 12 characters that comprise only numbers and/or UPPER CASE letters.

Lower case letters are NOT accepted.
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Rack Units

Rack Units

Rack unit 4 Inclex Slot Name Assel /1D
1 16 Tag ID
2 15 |
3 14 [

13
5 12 |
& 11 |
7 10 WINDOWS
8 9 LIMLI
] ] ROUTER] X
10 | 000014928047

3) Verify the correctness of customized asset IDs and modify as needed.
4) Click Apply at the bottom of the page to save changes.

Asset Strip Automatic Firmware Upgrade

After connecting the asset strip, it automatically checks its own firmware version against the version of
the asset strip firmware stored in the PRO4X. If two versions are different, the asset strip automatically
starts downloading the new firmware from the PRO4X to upgrade its own firmware.

During the firmware upgrade, the following events take place:

e The asset strip is completely lit up, with the blinking LEDs cycling through diverse colors.
e Afirmware upgrade process is indicated in the web interface.

e An SNMP trap is sent to indicate the firmware upgrade event.
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Serial Access With Dominion Serial Access Module

L
T-HYSO

Connecting a PRO4X and a Dominion Serial Access Module (DSAM) provides access to devices such as
LAN switches and routers that have a RS-232 serial port.

The DSAM is a 2- or 4 port serial module that derives power from the PRO4X.

Connect a maximum of 2 DSAM modules to the PRO4X using USB cables. DSAM can be mounted in a OU
configuration.

DSAM Connection

» To connect DSAM to PRO4X:

e Connect the DSAM unit's USB cable to the PRO4X USB-A ports. No USB Hubs are supported
e Connect the serial devices to the serial ports on the DSAM unit.

e The serial access ports of DSAM can operate in DTE (Data Terminal Equipment) or DCE (Data Circuit
Terminating Equipment) mode

USB-A poris to
connect DSAM
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DSAM LED Operation

The DSAM unit has one LED for status, and 2 LEDs on each port.

Raritan DSAM-4

@ Status 1 2 3 [ @
A
v T Ir I0T
]

» Status LED:

The Status LED is labeled on the unit front. Light is on back. The Status LED gives information at bootup
and upgrade.

e Green LED - Slow blink: DSAM booting up but not controlled by PRO4X.
e Blue LED - Slow blink: DSAM controlled by PRO4X.
e Blue LED - Fast blink: Firmware upgrade in progress.

» USB Port LEDs:
Each USB port has a left Green LED and a right Yellow LED.

e Green LED: Port is set as DCE
® Yellow LED: Port is set as DTE
e LEDs off: Port is set as AUTO

View DSAM Serial Ports

When a DSAM unit is connected to the PRO4X, a DSAM Serial Ports page is available.
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DSAM Serial Port Access

A Mame Type Statum Avaliability
Irsbart 11 OSAM T -Part 1 GTE Avifabie Cormecied B Connect
Ourtlets 12 OSAK 1 - Port 2 Ko BBkl Disoonotzied B Connect
Cutlet Groups 14 DSAM 1 -Fort 3 i Ay Digconrectad P Lot
OCPe 14 DEAM 1 < Port 4 Evaable Disconnecied B Connect

Peripherals

DEAM Serial Port Access

User Management

Dwvice Sestinga

Masntena s

» To view DSAM serial ports:
Click DSAM Serial Port Access. You can access and configure serial ports from this page.

e Ports are listed by physical USB position on the DSAM unit.
e # column indicates which PRO4X USB port DSAM is plugged into.
e Type column indicates port's DTE/DCE setting.

e Status and Availability columns show current activity.

Configure DSAM Serial Ports

You can rename serial ports and configure their settings.

» To configure DSAM serial ports:

1) Click DSAM Serial Port Access, then click the name of the port for the port you want to configure.
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2) Inthe General section:

4 DSAM Serial Port - DSAM 1- Port 1

Marme | DSAM1-Port 1

e Enter a Name for the port.

e Check the Current State of the port. Status and Availability are listed.
3) Inthe Serial Settings section, check or change the following settings:
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Serial Setinge

Device nterface ype . ?

Baud rate v

Pa M v

v

o b "
LRE AR 1 ™

SSH DA port enabled
S5 DPA port

Allow shared acoess

Connect to DSAM Serial Targets in the Web Interface

Dashboard DSAM Serial Port Access
i Mame Type Status Availability
M1 -P L " » e
O5AM 1 - o 4 P Connas
Al Y -F 8 | 16 -
OCPa 1.4 DAL 1 - Port 4 AiAn Evadabibe [Hsconnected B Connact
Feripheials

kA Serial Port Access

U Maragermen!

Dervice Settinga

Masnternanse

» To connect to DSAM serial targets in the web interface:

1) Click DSAM Serial Port Access to view the list of ports.
2) Click Connect button of the port you want to connect to.
HSC launches in a new window.
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DSAM CLI Commands

e show
e show sxport [<sxportid>]
Shows serial access port parameters
e sxportid Serial access port id (or 'all') (1.1/1.2/all) [all]
Shows DSAM serial port parameters

Example:

# show sxport 1.1
Port ID: 1.1
Name: DSAM 1 - Port 1
Device connected: No
Device interface type: Automatic
Baud rate: 9600
Parity: None
Data bits: 8
Stop bits: 1
Flow control: None
BREAK duration: 300 ms
SSH DPA port enabled: No
SSH DPA port: 10101
Allow shared access: No
Status: Available

® connect:
Connect to a DSAM serial port

* connect [<sxportid>]

Note: You have write access to this port
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During connecting to target, Pressing the escape sequence (CONTROL-]) the following
target port CLI command can be reached:

clientlist Display all users on the port
close Close this target connection
getwrite Get write access for the port
resetport Reset port
return Return to the target session
sendbreak Send a break to the connected target
writelock Lock write access to this port
writeunlock Unlock write access to this port
Pressing ? will provide help
e config
You can configure only connected DSAMs ports
= config:# sxport

sxport <sxportid> [name <name>] [devinterfacetype <deviftype>] [baudrate <baudrate>]
[parity <parity>] [stopbits <stopbits>] [flowcontrol <flowcontrol>] [breakduration
<breakduration>] [sshdpaportenabled <sshdpaportenabled>] [sshdpaport <sshdpaport>]
[allowsharedaccess <allowsharedaccess>]

Configure serial access port settings:

sxportid Serial access port id (1.1/1.2)

name Port name

devinterfacetype Device interface type (AUTO/DTE/DCE)

baudrate Serial port speed (baud rate) in bits-per-second
(1200/1800/2400/4800/9600/19200/38400/57600/115200/230400)

parity Parity type (none/odd/even)

stopbits Number of stop bits (1..2)

flowcontrol Flow control type (none/hw/sw)

breakduration Duration of BREAK signal in ms (0..1000)

sshdpaportenabled Enable direct port access via Secure Shell (SSH) (true/false)
sshdpaport TCP port for direct port access via Secure Shell (SSH) (1024..49999)
allowsharedaccess Allow shared (r/o) access (true/false)

Connect to DSAM Serial Targets via SSH

» To connect to DSAM serial targets via SSH:

1) Make sure that SSH Access is enabled in Device Settings > Network Services > SSH.
2) Connect to the port in two ways:
e Via configured SSH DPA port:

1. Type command ssh -p <SSH DPA port> user@device
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Note: Make sure SSH DPA port enabled is selected in DSAM Serial Port Access >DSAM Port #.

* Viaregular TCP port:
1. Type command ssh user:1.2@device
1) After login, user will enter CLI interface.
2) Press Escape Sequence "]
3) Type commands See: DSAM CLI Commands (on page 199)

Example: show sxport 1.1

4) To exit serial target, type escape-key-sequence, default is Ctrl-], then enter port sub-menu CLI
interface.

5) Type "close", then enter main CLI interface.

User Management

User Management deals with user accounts, permissions, and preferred measurement units on a per-
user basis.

PRO4X is shipped with one built-in administrator account. You cannot delete this administrator account
or change its roles, but you can rename it. Besides the default administrator account, you can create an
additional administrative user that can be disabled, renamed or removed. The Admin role is the system-
defined administrator role that includes all privileges. You can create additional users and roles. User
roles determine the tasks/actions a user is permitted to perform, so you must assign one or multiple
roles to each user.

If you are using remote authentication, you do not have to create users accounts locally. Settings are in
Device Settings > Security > Authentication. See Setting Up External Authentication (on page 252).

Creating Users

All local users must have a user account, containing the login name and password. Multiple users can
log in simultaneously using the same login name.

24

To add users, choose User Management > Users > then click the Add User icon

Users Z A :-
Enabled & Uszer Name Full Name Roles
4 admin Adrninistrator Adrmin
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» User information:

Field/setting

User name

Full name

Password,

Confirm password

Telephone number

Email address

Enable

Force password
change on next login

» SSH:

Description

The name the user enters to log in.
e 1to 32 characters
e (Case sensitive
e Colon character :, forward slash /, and spaces are
NOT permitted.

The user's first and last names.

e 4to 64 characters
e (Case sensitive

e Spaces are permitted.
The user's telephone number

The user's email address
e Upto 128 characters

e (Case sensitive
When selected, the user can log in.

When selected, a password change request automatically
appears the next time the user logs in.

You need to enter the SSH public key only if public key authentication for SSH is enabled.

1) Open the SSH public key with a text editor.
2) Copy and paste all content in the text editor into the SSH Public Key field.

» SNMPv3:

The SNMPv3 access permission is disabled by default.

Field/ Description

setting

Enable Select this checkbox when intending to permit the SNMPv3
SNMPv3

access by this user.

Note: The SNMPv3 protocol must be enabled for SNMPv3
access.

202
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Field/ Description
setting

Security level Click the field to select a preferred security level from the list:
e None

e Authentication: Authentication and no privacy.

e Authentication & Privacy: Authentication protocol SHA-1, privacy
protocol AES-128. Default.

e Authentication Password: This section is configurable only when 'Authentication’ or 'Authentication
& Privacy' is selected.

Field/setting Description
Same as user Select this checkbox if the authentication password is identical
password to the user's password.
To specify a different authentication password, disable the
checkbox.
Password, Type the authentication password if the 'Same as User Password'

Confirm password checkbox is deselected.

The password must consist of 8 to 32 ASCII printable characters.

e Privacy Password: This section is configurable only when 'Authentication & Privacy' is selected.
Field/setting Description
Same as authentication Select this checkbox if the privacy password is identical to

password the authentication password.

To specify a different privacy password, disable the checkbox.

Password, Type the privacy password if the 'Same as Authentication

Confirm password Password' checkbox is deselected.

The password must consist of 8 to 32 ASCII printable
characters.

e Protocol: This section is configurable only when 'Authentication' or 'Authentication & Privacy' is
selected.

Field/setting Description

Authentication Click this field to select the desired authentication protocol. Two
protocols are available:

e MD5

e SHA-1 (default)
e SHA-224

e SHA-256

e SHA-384

e SHA-512

Server
Technology. 203

Abrand of Dlegrand



Field/setting Description

Privacy Click this field to select the desired privacy protocol. Two protocols
are available:
e DES
e AES-128 (default)
e AES-192
e AES-256

e AES-192 (3DES key extension)
e AES-256 (3DES key extension)

» Preferences:

This section determines the measurement units displayed in the web interface and CLI for this user. The
user can also change these in the User Management > User Preferences page. SNMP uses the defaults
set in User Management > Default Preferences.
Field Description
Temperature unit op oF
Preferred units for temperatures -- (Celsius) or
(Fahrenheit).

Length unit Preferred units for length or height -- Meter or Feet.

Pressure unit Preferred units for pressure -- Pascal or Psi.
e Pascal = one newton per square meter

e Psi=pounds per square inch

» Roles:

Select one or multiple roles to determine the user's permissions. A user can have a maximum of 32
roles. Note: With multiple roles selected, a user has the union of all roles' permissions.

If the built-in roles do not satisfy your needs, add new roles by clicking New Role. This newly-created
role will be then automatically assigned to the user account currently being created.
Built-in role Description

Admin Provide full permissions.
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Built-in role Description

Operator

Provide frequently-used permissions, including:

Acknowledge Alarms

Change Own Password

Change Pdu, Inlet, Outlet & Overcurrent Protector Configuration (if

your model is a PDU)

Switch Outlet (if your model supports it)

Switch Outlet Group (if your model supports it)
Change PMC, PMB, & PMM Configuration (if your model is a branch

circuit monitor)
View Event Settings

View Local Event Log

Editing or Deleting Users

To edit or delete users, choose User Management > Users to open the Users page.

Users
Enabled User Name A
v admin
x John
v Mary
v Teresa

In the Enabled column:

o
x

: The user is enabled.

: The user is disabled.

e Sort the list by clicking the header.

» To edit or delete a user account:

1) Onthe Users page, click the desired user. The Edit User page for that user opens.
® You can rename the user. This action is logged.

* To change the password, type a new password in the Password and Confirm Password fields. If the
password field is left blank, the password remains unchanged.

-

Full Name

Administrator

e To delete this user, click “Il] , and confirm the operation.

Server
Technology.

Abrand of Dlegrand

&

Roles
Admin
Operator
Operator

Operator
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Edit User - new-admin —p

User name new-admin

Full name New Admin User
Password

Confirm password

2) Click Save for changes.
» To delete multiple user accounts:

1) Onthe Users page, select users by clicking the checkboxes.

-

2) Click the Delete icon (D then click to confirm.

Note: You cannot delete the original factory-default Administrator account, but you can disable it.

Users 2+ @
\w| User Name Full Name Roles Enabled &
& admin Administrator Admin x

Creating Roles

A role is a combination of permissions. Each user must have at least one role.

The PRO4X provides two built-in roles.

Built-in role Description

Admin Provide full permissions.
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Built-in role Description

Operator Provide frequently-used permissions, including:
e Acknowledge Alarms
e Change Own Password

e Change Pdu, Inlet, Outlet & Overcurrent Protector
Configuration

e Switch Outlet (for supported models)
e Switch Outlet Group (for supported models)
e View Event Settings

e View Local Event Log

If the two roles do not satisfy your needs, add new roles. Up to 64 roles are supported.

» To create a role:

1) Choose User Management > Roles > New icon 1 + .

Roles —_— 2+

Role Name A Description
. System defined administrator role including all
Admin it
privileges.
Operator Predefined operator role.

2) Assign arole name.
e 1to 32 characters long
e Case sensitive
e Spaces are permitted
3) Type a description for the role in the Description field.
4) Select the desired privilege(s).
e The 'Administrator Privileges' includes all privileges.
e The 'Unrestricted View Privileges' includes all 'View' privileges.

5) Some privileges have additional selections. These rows contain a blue hyperlink and expand arrow.
Click either to view options.

e For example, in the Switch Actuator and Switch Outlet privileges, you can specify the actuators and
outlets that users can switch on/off.
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|| Firmware Update

|| Reset (Warm Start)

| All Actuators «| DryContact 4

« Dry Contact 1 | Powered Dry Contact 1

| Dry Contact 2 | Powered Dry Contact 2
Dry Comtact 3

|

| All Outlets [+ outlet19

[¥] outlet1 (%] outlet 20

(v outler2 [+ outler21

(¥ Outlet3 (] outlet22

[« outlet4 [+ outlet 23

(=) outtets [+ outlet 24

[«] outlets [+] outlet2s

[ outlet? [+) outlet 26

|« Outlets [« Outlet 27

[#] outleta (#] outlet 28

6) Click Save. The role is created and you can assign it to any user.

Editing or Deleting Roles

Roles cannot be renamed, but you can delete them or change their included privileges.

Choose User Management > Roles to open the Roles page, which lists all roles.

Roles 24+ 0
| RoleNamea Description
& Admin System defined administrator role including all
privileges.
| | Alarms Role acknowledge alarms
| | operator Predefined operator role.
L View All unrestricted view priv

The built-in Admin role displays the lock icon ﬂ . You cannot delete it or change it.
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» To edita role:

1) Onthe Roles page, click the desired role. The Edit Role page opens.

e You can edit the description or change the privileges.

-

¢ To delete this role, click [m , and confirm the operation.

Edit Role - Manager

B

Settings
Role name Manager
Description Able o change all settings except for security settings

2) Click Save.
» To delete any roles:

1) Onthe Roles page, select the checkboxes for roles you want to delete.

-

2) Click the Delete icon (D then click Delete in the confirmation message.

Setting Your Preferred Measurement Units

You can change the measurement units shown in the user interface according to your own preferences
regardless of the permissions you have.

Measurement unit changes apply to the web interface and CLI. SNMP uses the default measurement
units. See Setting Default Measurement Units (on page 210).

Setting your own preferences does not change the default measurement units.
» To set user preferences:

1) Choose User Management > User Preferences.
2) Make changes as needed.

Field Description
Temperature unit = @
Preferred units for temperatures -- (Celsius) or
(Fahrenheit).
Length unit Preferred units for length or height -- Meter or Feet.
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Field Description

Pressure unit Preferred units for pressure -- Pascal or Psi.

e Pascal = one newton per square meter

e Psi=pounds per square inch

1) Click Save.

Setting Default Measurement Units

User preferences apply to displays in the GUI and CLI for locally authenticated users. Default
preferences apply to the front panel and SNMP, and to remote-authenticated users.

» To set up default user preferences:
1) Click User Management > Default Preferences.
2) Make changes as needed.
Field Description
Temperature unit Preferred units for temperatures -- Celsius or Fahrenheit.
Length unit Preferred units for length or height -- Meter or Feet.

Pressure unit Preferred units for pressure -- Pascal or Psi.
e Pascal = one newton per square meter

e Psi=pounds per square inch

1) Click Save.

User Interfaces Showing Default Units

Default measurement units will apply to the following user interfaces or data:

e Web interface for "newly-created" local users when they have not configured their own preferred
measurement units.

e Web interface for users who are remotely authenticated.
e The sensor report triggered by the "Send Sensor Report" action.
® Front panel LCD display.

Device Settings

Click 'Device Settings' in the Menu.
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Device Setlings

Metwork

Natwork Services

Security

Dt Tirme

Event Rules

Data Logging

Data Push

Server Reachabil ity

Front Panal

Serial Port

Lua Scripts

Mizcellanecus

Network Settings

Configure wired, wireless, and Internet protocol-related settings on the Network page after connecting
the PRO4X to your network.

You can enable both the wired and wireless networking so that there are multiple IP addresses -- wired
and wireless IP. For example, you can obtain one IPv4 and/or IPv6 address by enabling one Ethernet
interface, and obtain one more IPv4 and/or IPv6 address by enabling/configuring the wireless interface.
This also applies in port forwarding mode so that PRO4X has more than one IPv4 or IPv6 address.

However, in the BRIDGING mode, there is only one IP address for wired networking. Wireless
networking is NOT supported in this mode.

Default gateways are configured per interface.

Important: In the bridging mode, only the IP parameters of the BRIDGE interface
function. The IP parameters of ETH1/ETH2 and WIRELESS interfaces do NOT
function.

» After enabling either or both Internet protocols:

After enabling IPv4 and/or IPv6, all but not limited to the following protocols will be compliant with the
selected Internet protocol(s):
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e LDAP

e NTP

e SMTP

e SSH

e Telnet
e FTP

e SSL/TLS
e SNMP
e Syslog

Note: PRO4X disables TLS 1.0 and 1.1 by default. It enables only TLS 1.2 and 1.3.

Common Network Settings

Common Network Settings are OPTIONAL, not required. Therefore, leave them unchanged if there are
no specific local networking requirements.

Field

Cascading
mode

DNS resolver
preference

DNS suffixes
(optional)

Commaon Metwork Settings A
Cascading mode Mone v
DNS resolver preference Pv6 address v

DMS suffixes (optional)

First DNS server

Second DNS server

Third DMNS senver

Description

Leave it to the default "None" unless you are establishing a
cascading chain.

e Setting the Cascading Mode (on page 226)

Determine which IP address is used when the DNS resolver returns
both IPv4 and IPv6 addresses.

e |Pv4 address: Use the IPv4 addresses.
e |Pv6 address: Use the IPv6 addresses.

Specify a DNS suffix name if needed.
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Field Description

First/Second/ Manually specify static DNS server(s).

Third DNS server If any static DNS server is specified in these fields, it will

override the DHCP-assigned DNS server.
e |f DHCP (or Automatic) is selected for IPv4/IPv6 settings, and

there are NO static DNS servers specified, DHCP-assigned DNS
servers are used.

You can manually configure or the route information using IPv4 and IPv6 static routes. See Static Route
Examples (on page 223) and Static Route Interface Names (on page 225).

802.1x Security Overview

You can configure IEEE 802.1X authentication separately on each LAN port to give the PRO4X a secure
access on your LAN or WLAN. This authentication protocol will authenticate a user's identity based on
their credentials or certificate, which will be verified by their RADIUS authentication server. 802.1X uses
the uploaded certificate from the Certificate Repository to verify the user's identity. EAP_TLS or
EAP_PEAP are two authentication methods used in PRO4X to exchange the secure information. See
Setting Up a TLS Certificate (on page 248) to configure and upload the proper certificate.

Ethernet (Wired) Interface Settings
On the Network page, click the ETHERNET section if the PRO4X has one port or click ETH1 and ETH2
sections respectively to configure each port. By default, both ETH1 and ETH2 interfaces are enabled.

» Bridging Cascading mode:

If the device's cascading mode is set to 'Bridging', the BRIDGE section appears. Then you must click the
BRIDGE section for IPv4/IPv6 settings.
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Metwork

Common Metwork Settings ~
Cascading mode Bridging A
» |Pv4 settings:
Field/setting Description
Enable IPv4 Enable or disable the IPv4 protocol.

IP auto configuration  Select the method to configure IPv4 settings.
e DHCP: Auto-configure IPv4 settings via DHCP servers.
e  Static: Manually configure the IPv4 settings.

Preferred hostname Enter the hostname you prefer for IPv4 connectivity

e DHCP settings: Optionally specify the preferred hostname, which must meet the following
requirements:

e Consists of alphanumeric characters and/or hyphens
e Cannot begin or end with a hyphen
e Cannot contain more than 63 characters
e Cannot contain punctuation marks, spaces, and other symbols
e Static settings:
e Assign a static IPv4 address, which follows this syntax "IP address/prefix length".
Example: 192.168.84.99/24
e Assign a Default Gateway.

» IPV6 settings:

Field/setting Description

Enable IPv6 Enable or disable the IPv6 protocol.

IP auto configuration  Select the method to configure IPv6 settings.
e Automatic: Auto-configure IPv6 settings via DHCPV6.
e  Static: Manually configure the IPv6 settings.

Preferred hostname e Enter the hostname you prefer for IPv6 connectivity

e Automatic settings: Optionally specify the preferred hostname, which must meet the above
requirements.

e Static settings:

e Assign a static IPv6 address, which follows this syntax "IP address/prefix length".
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Example: 7d07:2fa:6¢ff:1111::0/128

e Assign a Default Gateway.
» Enable Interface:

Make sure the Ethernet interface is enabled, or all networking through this interface fails. This setting is
available in the ETH1/ETH2 or ETHERNET section, but not available in the BRIDGE section.

Enable interface L
» Other Ethernet settings:
Field Description
Speed Select a LAN speed.

e Auto: System determines the optimum LAN speed
through auto-negotiation.

e 10 MBit/s: Speed is always 10 Mbps.
e 100 MBit/s: Speed is always 100 Mbps.
e 1 GBit/s: Speed is always 1 Gbps (1000 Mbps).

Duplex Select a duplex mode.

e Auto: Selects the optimum transmission mode through
auto-negotiation.

e full: Data is transmitted in both directions
simultaneously.

e Half: Data is transmitted in one direction at a time.

Current state Show the LAN's current status, including the current speed and
duplex mode.

MTU e Setthe MTU from 1280 to 1500.

Enable LLDP e Defaultis enabled.

When LLDP is enabled, device discovery is possible with
LLDP management software that is often present in network
switches.

Authentication Select an authentication method.
e No Authentication: No authentication data is required.

e EAP: PRO4X supports 802.1X (EAP) Network Authentication.
You must have a client-side certificate to communicate with the
authentication server. Enter required authentication data in the
fields that appear.
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Field Description

Outer
authentication s fiald appears when 'EAP' is selected.
There are two authentication methods for EAP.
e  PEAP: ATLS tunnel is established, and an inner authentication
method can be specified for this tunnel.
e TLS: Authentication between the client and authentication
server is performed using TLS certificates.
Inner

authentication s fie|d appears when both 'EAP' and 'PEAP' are selected.

e MS-CHAPv2: Authentication based on the given password
using MS-CHAPv2 protocol.

e TLS: Authentication between the client and authentication
server is performed using TLS certificates.

Identity

This field appears when 'EAP' is selected.

Type your user name.

Password

This field appears only when 'EAP', 'PEAP' and 'MS-CHAPv2'
are all selected.

Type your password.

Client certificate,

Client private key, A client certificate is required for two scenarios: (1)
Client private key EAP+TLS, (2) EAP+PEAP+TLS .

password

PEM encoded X.509 certificate and PEM encoded private key are
required for certification-based authentication methods. Private
key password is optional.

e Private keys in PKCS#1 and PKCS#8 formats are supported.

e Client Private Key Password should be entered only when your
private key is encrypted with a password.

e To view the uploaded certificate, click Show Client Certificate.

e Toremove the uploaded certificate and private key, click 'Clear
Key/Certificate selection'.
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Field

CA certificate

RADIUS
authentication
server name

Description

This field appears when 'EAP' is selected.

CA certificate is required when "Enable verification of TLS
certificate chain" is selected by default; and strongly recommended

This field appears when 'EAP' is selected.

Type the name of the RADIUS server if it is present in the TLS
certificate.

e The name must match the fully qualified domain name (FQDN)
of the host shown in the certificate

Do not leave this field blank as it reduces security.

Note: Auto-negotiation is disabled after setting both the speed and duplex settings to NON-Auto values,

which may result in a duplex mismatch.

® Available settings for the CA Certificate:

If the required certificate file is a chain of certificates, and you are not sure about the requirements of a
certificate chain, see TLS Certificate Chain.

Field/setting

Enable
verification of TLS
certificate chain

Browse button

Allow expired and
not yet valid
certificates
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Description

Select this checkbox to verify the certificate of the EAP
authentication server. Then you must upload the certificate of the
issuing CA in the next field.

Click this button to import the certificate of the issuing CA. Then
you can:
e Click Show to view the certificate's content.

e Click Remove to delete the installed certificate if it is
inappropriate.

e Select this checkbox to make the authentication succeed
regardless of the certificate's validity period.

e After deselecting this checkbox, the authentication fails
whenever any certificate in the selected certificate chain is
outdated or not valid yet.
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Field/setting

Allow connection
if system clock is
incorrect

Description

If powered off for a long time, the system time may be incorrect.

When this checkbox is deselected, and if the system time is
incorrect, the installed TLS certificate is considered not valid yet
and will cause the network connection to fail.

When this checkbox is selected, it will make the network
connection successful when the system time is earlier than
the firmware build before synchronizing with any NTP
server.

Wireless Network Settings

Wireless network is not supported for Bridging mode or for Expansion units in port forwarding mode.

Wireless interface is disabled by default. Enable it to use wireless networking.

On the Network page, click the WIRELESS section to configure wireless and IPv4/IPv6 settings.

» Interface Settings:

Field/setting

Enable interface

Hardware state

SSID

Force AP BSSID
BSSID

MTU

Enable High
Throughput
(802.11n)

218

Description

Enable or disable the wireless interface.

When disabled, the wireless networking fails.

Check this field to ensure that a wireless USB LAN adapter is
detected. If not, verify that the USB LAN adapter is firmly

connected or that it is supported.

Type the name of the wireless access point (AP).

If the BSSID is available, select this checkbox.

Type the MAC address of an access point.

Set the Maximum Transmission Unit from 1280 to 1500.

Enable or disable 802.11n protocol.
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Field/setting Description

Authentication Select an authentication method.
e No Authentication: No authentication data is required.
e PSK: A Pre-Shared Key is required.
e EAP: PRO4X supports 802.1X (EAP) Network Authentication.

Enter required authentication data in the fields that appear.

Pre-Shared Key

This field appears only when PSK is selected.

Type the PSK string.

Outer
authentication

This field appears when 'EAP' is selected.

There are two authentication methods for EAP.

e  PEAP: ATLS tunnel is established, and an inner
authentication method can be specified for this tunnel.

e TLS: Authentication between the client and authentication
server is performed using TLS certificates.

Inner
authentication This field appears when both 'EAP' and 'PEAP' are selected.

e MS-CHAPv2: Authentication based on the given password
using MS-CHAPv2 protocol.

e TLS: Authentication between the client and authentication
server is performed using TLS certificates.

Identity

This field appears when 'EAP' is selected.

Type your user name.

Password

This field appears only when 'EAP', 'PEAP' and 'MS-
CHAPv2' are all selected.

Type your password.

Server
Technology. 219

Abrand of Dlegrand



Field/setting Description

Client certificate,

Client private key,  This field appears when 'EAP', 'PEAP' and 'TLS' are all

Client private key ~ selected.

password

PEM encoded X.509 certificate and PEM encoded private key are
required for certification-based authentication methods. Private
key password is optional.

e Private keys of PKCS#1 and PKCS#8 formats are supported.

e Client Private Key Password should be entered only when
your private key is encrypted with a password.

e To view the uploaded certificate, click Show Client Certificate.

e Toremove the uploaded certificate and private key, click
'Clear Key/Certificate selection’.

CA certificate

This field appears when 'EAP' is selected.

A third-party CA certificate may or may not be needed. If needed,
follow the steps below.

RADIUS
authentication
server name

This field appears when 'EAP' is selected.

Type the name of the RADIUS server if it is present in the TLS
certificate.

e The name must match the fully qualified domain name
(FQDN) of the host shown in the certificate.

e Available settings for the CA Certificate:

If the required certificate file is a chain of certificates, and you are not sure about the requirements of a
certificate chain, see TLS Certificate Chain.

Field/setting Description

Enable Select this checkbox for the PRO4X to verify the validity of the TLS
verification of TLS  certificate that will be installed.

certificate chain e For example, the certificate's validity period against the

system time is checked.

Browse button Click Browse to import a certificate file. Then you can:
e Click Show to view the certificate's content.

e Click Remove to delete the installed certificate if it is
inappropriate.
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Field/setting

Allow expired and
not yet valid
certificates

Allow connection
if system clock is
incorrect

» |Pv4 settings:

Field/setting

Enable IPv4

Description

e Select this checkbox to make the authentication succeed
regardless of the certificate's validity period.

e After deselecting this checkbox, the authentication fails
whenever any certificate in the selected certificate chain is
outdated or not valid yet.

When this checkbox is deselected, and if the system time is
incorrect, the installed TLS certificate is considered not valid yet
and will cause the wireless network connection to fail.

When this checkbox is selected, it will make the wireless network
connection successful when the PRO4X system time is earlier than
the firmware build before synchronizing with any NTP server.

Description

Enable or disable the IPv4 protocol.

IP auto configuration  Select the method to configure IPv4 settings.

Preferred hostname

e DHCP settings:
requirements:

e Consists of

e DHCP: Auto-configure IPv4 settings via DHCP servers.
e Static: Manually configure the IPv4 settings.

Enter the hostname you prefer for IPv4 connectivity

Optionally specify the preferred hostname, which must meet the following

alphanumeric characters and/or hyphens

e Cannot begin or end with a hyphen

e Cannot contain more than 63 characters

e Cannot contain punctuation marks, spaces, and other symbols

e Static settings: Assign a static IPv4 address, which follows this syntax "IP address/prefix length".

Example: 192.168.84.99/24

» IPV6 settings:

Field/setting

Enable IPv6

Description

Enable or disable the IPv6 protocol.

IP auto configuration  Select the method to configure IPv6 settings.
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e Automatic: Auto-configure IPv6 settings via DHCPV6.
e  Static: Manually configure the IPv6 settings.
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Field/setting Description
Preferred hostname e Enter the hostname you prefer for IPv6 connectivity

e Automatic settings: Optionally specify the preferred hostname, which must meet the above
requirements.

e Static settings: Assign a static IPv6 address, which follows this syntax "IP address/prefix length".
Example: 7d07:2fa:6c¢ff:1111::0/128

» (Optional) To view the wireless LAN diagnostic log:

e Click Show WLAN Diagnostic Log. See Diagnostic Log for Network Connections (on page 222)

WIRELESS .
Show WLAN Diagnostic Log
Enable interface h
Hardware state not detected

Wireless settings

Diagnostic Log for Network Connections

A diagnostic log for inspecting connection errors that occurred during the EAP authentication or the
wireless network connection is provided. The information is useful for technical support.

The diagnostic log shows data only after connection errors are detected.
Each entry in the log consists of:

e |D number
e Date and time

e Description
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» To view the log:

1) Access the diagnostic log with either method below.
e Choose Device Settings > Network > ETH1/ETH2 > Show EAP Authentication Log.
e Choose Device Settings > Network > WIRELESS > Show WLAN Diagnostic Log.

2) The log is refreshed automatically at a regular interval of five seconds.

e To avoid any new events' interruption during data browsing, you can suspend the automatic update
by clicking Pause.

¢ To restore automatic update, click Resume. Those new events that have not been listed yet due to
suspension will be displayed in the log now.

» To clear the diagnostic log:

-

: W Clear Log

1) On the top-right corner of the log, click *
2) Click Clear Log on the confirmation message.

Static Route Examples

This section describes two static route examples: IPv4 and IPv6. Both examples assume that two
network interface controllers (NIC) have been installed in one network server, leading to two available
subnets, and IP forwarding has been enabled. All of the NICs and PRO4X devices in the examples use
static IP addresses.

Most of local multiple networks are not directly reachable and require the use of a gateway. Therefore,
we will select Gateway in the following examples. If your local multiple networks are directly reachable,
you should select Interface rather than Gateway.

Note: If Interface is selected, you should select an interface name instead of entering an IP address.

» |Pv4 example:

e  Your PRO4X: 192.168.100.64

e Two NICs: 192.168.200.75 and 192.168.100.88

e Two networks: 192.168.200.0 and 192.168.100.0
e Prefix length: 24
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NIC -1 NIC-2

I
|
|
192.168.200.75 | 192.168.100.88
|
|

N

192.168.200.0 192.168.100.0
192.168.200.X 192.168.100.64

In this example, NIC-2 (192.168.100.88) is the next hop router for your PRO4X to communicate with any
device in the other subnet 192.168.200.0.

In the IPv4 "Static Routes" section, you should enter the data as shown below. Note that the address in
the first field must be of the Classless Inter-Domain Routing (CIDR) notation.

8h

1 192.168.200.0/24 Gateway v 192.168.100.88 1t +

Tip: If you have configured multiple static routes, you can click on any route and then make changes,

+ + m

use or to re-sort the priority, or click to delete it.

» IPv6 example:

Your PRO4X: fd07:2fa:6¢ff:2405::30

Two NICs: fd07:2fa:6cff:1111::50 and fd07:2fa:6¢ff:2405::80

e Two networks: fd07:2fa:6¢ff:1111::0 and fd07:2fa:6¢cff:2405::0
e Prefix length: 64
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NIC -1 NIC -2

I
|
|
fd07:2fa:60ff:1111::50 | fd07:2fa:6cff:2405::80
|
|

fd07:2fa:6¢ff:1111::0 fd07:2fa:6cff:2405::0

fd0T:2fa:6cf1111::X fd07:2fa:6cff:2405::30

In this example, NIC-2 (fd07:2fa:6cff:2405::80) is the next hop router for your PRO4X to communicate
with any device in the other subnet fd07:2fa:6cff:1111::0.

In the IPv6 "Static Routes" section, you should enter the data as shown below. Note that the address in
the first field must be of the Classless Inter-Domain Routing (CIDR) notation.

1 fd07:2fa:6eff:2405:0/64 Gateway L fd07:2fa:befi:2405::80 X + + w

Tip: If you have configured multiple static routes, use the arrow buttons to sort the priority, or click

—1

m

to delete it.

Static Route Interface Names

When your local multiple networks are "directly reachable", you should select Interface for static
routes. Then choose the interface where another network is connected.

192.168.200.0/24 Interface v

BRIDGE

ETH1

ETHZ
WIRELESS
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» Interface list:

226

Interface Description
name
BRIDGE When another wired network is connected to the Ethernet port of

your PRO4X, and your PRO4X has been set to the bridging mode,
select this interface name instead of the Ethernet interface.

ETH1 When another wired network is connected to the ETH1 port of your
PROA4X, select this interface name.

ETH2 When another wired network is connected to the ETH2 port of your
PRO4X, select this interface name.

WIRELESS When another wireless network is connected to your PRO4X, select
this interface name.

Setting the Cascading Mode

See the Cascading Solution Guide for full details on network setup, physical setup, and supported
configurations for all cascades across products. The sections documented here are a brief overview.

The cascading mode configured on the primary device determines the Ethernet sharing method, which
is either network bridging or port forwarding. The cascading mode of all devices in the chain must be
the same.

You must have the Change Network Settings permission to configure the cascading mode.

Note: Port Forwarding mode does not support APIPA.

To configure the cascading mode:

1) Choose Device Settings > Network > Common Network Settings section.
2) Select the preferred mode in the Cascading Mode field.

Mode Description

None No cascading mode is enabled. This is the default.

Bridging Each device in the cascading chain is accessed with a different
IP address.

Port Forwarding Each device in the cascading chain is accessed with the same
IP address(es) but with a different port number assigned.

Tip: If selecting Port Forwarding, the Device Information page will show a list of port numbers for all
cascaded devices. Choose Maintenance > Device Information > Port Forwarding.

3) For the Port Forwarding mode, you must also configure the following settings.
Note that if either setting below is incorrectly configured, a networking issue occurs.
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Field Description

Port forwarding role Primary or Expansion.

(available on all cascaded  This is to determine which device is the primary and
devices) which ones are expansion devices.

Downstream interface  USB or ETH1/ETH2.
(available on the primary  This is to determine which port on the primary
device only) device is connected to Expansion 1.

If ETH1 or ETH2 is selected as the downstream
interface, make sure the selected Ethernet interface
is enabled.

4) (Optional) Configure the network settings by clicking the BRIDGE, ETH1/ETH2, or WIRELESS section
on the same page.
¢ In the Bridging mode, each cascaded device can have different network settings. You may need to
configure each device's network settings in the BRIDGE section.
¢ In the Port Forwarding mode, all cascaded devices share the primary device's network settings. You
only need to configure the primary device's network settings in the ETH1/ETH2 and/or WIRELESS
section.

Tip: You can enable/configure multiple network interfaces in the Port Forwarding mode so that the
cascading chain has multiple IP addresses.

5) Click Save.

» Recommendations for cascade loops:

You can connect both the first and the last PDU to your network (cascade loop) under the following
conditions:

e Bridging mode only.
e The remaining network MUST use R/STP to avoid network loops.
AND

e Both the first and the last PDUs MUST either attach to the same switch or, if they are attached to
two separate switches, you must configure both ports of these switches so that the STP costs are
high. This prevents the STP protocol from sending unrelated traffic through the PDU cascade, which
can cause bottlenecks that lead to connectivity issues in the whole network.

Cascading Modes Overview

The cascading mode is a network configuration setting that determines how each device in the chain is
accessed.

There are two cascading modes: Bridging and Port Forwarding.

In the following illustration, it is assumed that users enable the DHCP networking for the cascading
chain comprising four devices. In the diagrams, "P" is the primary device and "E" is an expansion device.

» "Bridging" mode:
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In this mode, the DHCP server communicates with every cascaded device
respectively and assigns four different IP addresses. Each device has its own IP
address.

The way to remotely access each cascaded device is completely the same as
accessing a standalone device in the network.
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» "Port Forwarding" mode:

DHCP

100.1.1.1 100.1.1.1  100.1.1.1

In this mode, the DHCP server communicates with the primary device alone and
assigns one IP address to the primary device. All expansion devices share the same
IP address as the primary device.

You must specify a 5SXXXX port number (where X is a number) when remotely
accessing any expansion device with the shared IP address. See Port Number Syntax
(on page 229), Port Number Syntax (on page ).

» Comparison between cascading modes:

e The Bridging mode supports the wired network only, while the Port Forwarding mode supports both
wired and wireless networks.

e Both cascading modes support a maximum of 32 devices in a chain.
e Both cascading modes support both DHCP and static IP addressing.
* Inthe Bridging mode, each cascaded device has a unique IP address.

In the Port Forwarding mode, all cascaded devices share the same IP address(es) as the
primary device.

¢ |nthe Bridging mode, each cascaded device has only one IP address.

In the Port Forwarding mode, each cascaded device can have multiple IP addresses as long
as the primary device has multiple network interfaces enabled/configured properly.

For example:

e When the primary device has two Ethernet ports (ETH1/ETH2), you can enable ETH1, ETH2 and
WIRELESS interfaces so that the Port-Forwarding chain has two wired IP addresses and one
wireless IP address.

Port Number Syntax

In the Port Forwarding mode, all devices in the cascading chain share the same IP address(es). To access
any cascaded device, you must assign an appropriate port number to it.

® Primary device: The port number is either 5SNNXX or the standard TCP/UDP port.
e Expansion device: The port number is 5SNNXX.

» 5SNNXX port number syntax:

e NN is a two-digit number representing the network protocol as shown below:
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e XXis a two-digit number representing the device position as shown below.

For example, to access the Expansion 4 device via Modbus/TCP, the port number is 50604.

Protocols
HTTPS
HTTP

SSH
TELNET
SNMP

MODBUS

Position
Primary device
Expansion 1
Expansion 2
Expansion 3
Expansion 4
Expansion 5
Expansion 6

Expansion 7

NN

00

01

02

03

05

06

XX

00

01

02

03

04

05

06

07

Position
Expansion 8
Expansion 9
Expansion 10
Expansion 11
Expansion 12
Expansion 13
Expansion 14

Expansion 15

XX

08

09

10

11

12

13

14

15

Tip: The full list of each cascaded device's port numbers can be retrieved from the web interface.

Choose Maintenance > Device Information > Port Forwarding.

Standard TCP/UDP ports:

The primary device can be also accessed through standard TCP/UDP ports as listed in the following

table.

Protocols

HTTPS 443
HTTP 80
SSH 22
TELNET 23
SNMP 161

Port Numbers
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Protocols Port Numbers

MODBUS 502

In the Port Forwarding mode, the cascaded device does NOT allow you to modify the standard TCP/UDP
port configuration, including HTTP, HTTPS, SSH, Telnet and Modbus/TCP.

Port Forwarding Examples

In this example, Port Forwarding mode is applied to a cascading chain comprising three devices. The IP
address is 192.168.84.77.

» Primary device:

Position code for the primary device is '00' so each port number is 5NNOO as listed below.

Protocols Port numbers
HTTPS 50000
HTTP 50100
SSH 50200
TELNET 50300
SNMP 50500
MODBUS 50600

Examples using "5NNO0Q" ports:

e To access the primary device via HTTPS, the IP address is:
https.//192.168.84.77:50000/

e To access the primary device via HTTP, the IP address is:
http.//192.168.84.77:50100/

e To access the primary device via SSH, the command is:

ssh -p 50200 192.168.84.77
Examples using standard TCP/UDP ports:

e To access the primary device via HTTPS, the IP address is:
https://192.168.84.77:443/

e To access the primary device via HTTP, the IP address is:
http://192.168.84.77:80/

e To access the primary device via SSH, the command is:

ssh-p 22 192.168.84.77
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» Expansion 1 device:

Position code for Expansion 1 is '01' so each port number is 5NNO1 as shown below.

Protocols Port numbers
HTTPS 50001

HTTP 50101

SSH 50201

TELNET 50301

SNMP 50501
MODBUS 50601
Examples:

e To access Expansion 1 via HTTPS, the IP address is:
https.//192.168.84.77:50001/

e To access Expansion 1 via HTTP, the IP address is:
http://192.168.84.77:50101/

e To access Expansion 1 via SSH, the command is:

ssh -p 50201 192.168.84.77
» Expansion 2 device:

Position code for Expansion 2 is '02' so each port number is 5SNNO2 as shown below.

Protocols Port numbers
HTTPS 50002

HTTP 50102

SSH 50202

TELNET 50302

SNMP 50502
MODBUS 50602
Examples:

e To access Expansion 2 via HTTPS, the IP address is:
https://192.168.84.77:50002/
e To access Expansion 2 via HTTP, the IP address is:
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http.//192.168.84.77:50102/
e To access Expansion 2 via SSH, the command is:
ssh -p 50202 192.168.84.77
Adding, Removing or Swapping Cascaded Devices
Change a device's cascading mode first before adding that device to a cascading chain, or before

disconnecting that device from the chain.

If you only want to change the cascading mode of an existing chain, or swap the primary and expansion
device, always start from the expansion device.

Note: If the following procedures are not followed, a networking issue occurs. When a networking issue
occurs, check the cascading connection and/or software settings of all devices in the chain.

» To add a device to an existing chain:

1) Connect the device you will cascade to the LAN and find its IP address, or connect it to a computer.

2) Login to this device and set its cascading mode to be the same as the existing chain's cascading
mode.

3) (Optional) If this device will function as an expansion device, disconnect it from the LAN after
configuring the cascading mode.

4) Connect this device to the chain, using either a USB or Ethernet cable.

» To remove a device from the chain:

1) Login to the desired cascaded device, and change its cascading mode to None.

Exception: If you are going to connect the removed device to another cascading chain, set its cascading
mode to be the same as the mode of another chain.

2) Now disconnect it from the cascading chain.
» To swap the primary and expansion device:

¢ In the Bridging mode, you can swap the primary and expansion devices by disconnecting ALL
cascading cables from them, and then reconnecting cascading cables. No changes to software
settings are required.

® Inthe Port Forwarding mode, you must follow the procedure below:
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a. Access the expansion device that will replace the primary device, and set its role to
'Primary', and correctly set the downstream interface.

b. Access the primary device, set its role to 'Expansion'.
C. Swap the primary and expansion device now.

* You must disconnect the LAN cable and ALL cascading cables connected to the two devices
first before swapping them, and then reconnecting all cables.

» To change the cascading mode applied to a chain:

1) Access the last expansion device, and change its cascading mode.
¢ If the new cascading mode is 'Port Forwarding', you must also set its role to 'Expansion’.

2) Access the second to last, third to last and so on until the first expansion device to change their
cascading modes one by one.

3) Access the primary device, and change its cascading mode.

¢ |f the new cascading mode is 'Port Forwarding', you must also set its role to 'Primary', and correctly
select the downstream interface.

The following diagram indicates the correct sequence. 'N' is the final one.

e P =Primary device

e E =Expansion device

N €' ¢34 2 €1

Configuring Network Services

PRO4X supports the following network communication services.
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Network Services

HTTP
SNMP
SMTP Server
SSH

Telnet

Modbus

Service Advertising

HTTPS and HTTP enable the access to the web interface. Telnet and SSH enable the access to the
command line interface.

By default, SSH is enabled, Telnet is disabled, and all TCP ports for supported services are set to
standard ports. You can change default settings if necessary.

Important: PRO4X uses TLS rather than SSL.

Changing HTTP(S) Settings

HTTPS uses Transport Layer Security (TLS) technology to encrypt all traffic to and from the PRO4X so it is
a more secure protocol than HTTP. PRO4X disables TLS 1.0 and 1.1 by default. It enables only TLS 1.2
and 1.3.

By default, any access to the PRO4X via HTTP is automatically redirected to HTTPS. You can disable this
redirection if needed.

» HTTP and HTTPS settings:

1) Choose Device Settings > Network Services > HTTP.
2) HTTP settings:

e Enable or disable HTTP access.

e Default port is 80. You can enter a custom port.

e Enforce use of HTTPS: Select the checkbox to Redirect HTTP connections to HTTPS.
3) HTTPS settings:
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e Enable or disable HTTPS access.
e Enable HSTS: Default is enabled.
e Default port is 443. You can enter a custom port.

Warning: Different network services cannot share the same TCP port.

» Special note for AES ciphers:

The PRO4X device's TLS-based protocols support AES 128- and 256-bit ciphers. The exact cipher to use is
negotiated between PRO4X and the client (such as a web browser), which is impacted by the cipher
priority of PRO4X and the client's cipher availability/settings.

Tip: To force PRO4X to use a specific AES cipher, refer to your client's user documentation for
information on configuring AES settings. For example, you can enable a cipher and disable the other in
the browser via the "about:config" command.

Regaining Access with HSTS and Expired Certificate

HSTS is enabled by default in the Device Settings > Security > HTTP settings. When HSTS is enabled, you
can only access PRO4X via web browser when a valid, unexpired certificate is installed. HSTS removes
the ability for users to click through warnings about invalid certificates.

If access is lost due to HSTS restrictions, there are 2 methods to regain access.
» Replace the certificate locally on the PRO4X:

1) Save the new key and certificate to a USB drive.
2) Use one of the USB configuration methods to upload the new certificate to the device.

» Replace the certificate over an insecure connection:

1) Disable the client web browser HSTS security, and then access the PRO4X "insecurely."

2) Replace the certificate in Device Settings > Security > TLS Certificates, then enable the HSTS security.

Configuring SNMP Settings

You can enable or disable SNMP communication between an SNMP manager and the PRO4X. Enabling
SNMP communication allows the manager to retrieve and even control the power status of each outlet.

You may also need to configure the SNMP destination(s) if the built-in "System SNMP Notification Rule"
is enabled and the SNMP destination has not been set yet. See Event Rules and Actions (on page 266).

» To configure SNMP communication:

1) Choose Device Settings > Network Services > SNMP.
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SNMP

SHMP Agent
Enable EMMP 1 fv2e -
Read comemundy string public

Wirite community string

Enable SHMP v3
MIB-Il Systerm Group

sysContact

sysiame

syslocation

SHMP Motifications

Enable SMMP notifications

Hotification type SHMPv2o trap T
Timeout 3 -]
Humber of refriea 5

¥ Host Port Community

1 162

2 162

3 162

Downéoad MIBs h g

2) Enable or disable "SNMP v1 / v2c" and/or "SNMP v3" by clicking the corresponding checkbox.

e The SNMP v1/v2c read-only access is enabled by default. The default 'Read community string' is
"public."

¢ To enable read-write access, type the '"Write community string.' Usually the string is "private."
3) Enter the MIB-II system group information, if applicable.

e sysContact - the contact person in charge of the system

® sysName - the name assigned to the system

e sysLocation - the location of the system
4) To configure SNMP notifications:
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a. Select the 'Enable SNMP notifications' checkbox.
b. Select a notification type -- SNMPv2c trap, SNMPv2c inform, SNMPv3 trap, and SNMPv3 inform.
C. Specify the SNMP notification destinations and enter necessary information. For details, refer to:
= SNMPv2c Notifications
* SNMPv3 Notifications

Note: Any changes made to the 'SNMP Notifications' section on the SNMP page will update
the settings of the System SNMP Notification Action, and vice versa. To add more than three
SNMP destinations, you can create new SNMP notification actions.

5) You must download the SNMP MIB for your PRO4X to use with your SNMP manager.
a. Click the Download MIBs title bar to show the download links.

Download MIBs L

Ly
b. Click the PDU2-MIB download link. See Downloading SNMP MIB.
6) Click Save.

Configuring SMTP Settings
The PRO4X can be configured to send alerts or event messages to a specific administrator by email. To

send emails, you have to configure the SMTP settings and enter an IP address for your SMTP server and
a sender's email address.

If any email messages fail to be sent successfully, the failure event and reason are available in the event
log.

» To set SMTP server settings:

1) Choose Device Settings > Network Services > SMTP Server.
2) Enter the information needed.

Field Description
IP address/host name Type the name or IP address of the mail server.
Port Type the port number.

e Defaultis 25

Sender email address Type an email address for the sender.
Number of sending Type the number of email retries.
retries

e Defaultis 2 retries

Time between sending Type the interval between email retries in minutes.

retries e Defaultis 2 minutes.
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Field Description

Server requires Select this checkbox if your SMTP server requires password
authentication authentication.

User name, Type a user name and password for authentication after
Password selecting the above checkbox.

e The length of user name and password ranges between
4 and 64. Case sensitive.

e Spaces are not allowed for the user name, but allowed
for the password.

Enable SMTP over TLS If your SMTP server supports the Transport Layer Security
(StartTLS) (TLS), select this checkbox.

e Settings for the CA Certificate:

If the required certificate file is a chain of certificates, and you are not sure about the
requirements of a certificate chain, see TLS Certificate Chain.

Field/setting Description
Click this button to import a certificate file. Then you can:
Browse. .. e Click Show to view the certificate's content.

e Click Remove to delete the installed certificate if it is
inappropriate.

Allow expired and not yet ® Select this checkbox to make the authentication
valid certificates succeed regardless of the certificate's validity period.

e After deselecting this checkbox, the authentication
fails whenever any certificate in the selected certificate
chain is outdated or not valid yet.

1) Now that you have set the SMTP settings, you can test it to ensure it works properly.

a. Type the recipient's email address in the 'Recipient email addresses' field. Use a comma to
separate multiple email addresses.

b. Click Send Test Email.
C. Check if the recipient(s) receives the email successfully.
2) Click Save.

» Special note for AES ciphers:

The PRO4X device's TLS-based protocols support AES 128- and 256-bit ciphers. The exact cipher to use is
negotiated between PRO4X and the client (such as a web browser), which is impacted by the cipher
priority of PRO4X and the client's cipher availability/settings.

Tip: To force PRO4X to use a specific AES cipher, refer to your client's user documentation for
information on configuring AES settings.
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Changing SSH Settings

You can enable or disable the SSH access to the command line interface, change the TCP port, or set a
password or public key for login over the SSH connection.

» To change SSH settings:

1) Choose Device Settings > Network Services > SSH.
2) To enable or disable the SSH access, select or deselect the checkbox.
3) To use a different port, type a port number.
4) Select one of the authentication methods.
® Password authentication only: Enables the password-based login only.

e Public key authentication only: Enables the public key-based login only. You must enter a valid SSH
public key for each user profile to log in over the SSH connection.

e Password and public key authentication: Enables both the password- and public key-based login.
This is the default.
5) Click Save.

Changing Telnet Settings

You can enable or disable the Telnet access to the command line interface, or change the TCP port.

» To change Telnet settings:

1) Choose Device Settings > Network Services > Telnet.
2) To enable the Telnet access, select the checkbox.

3) To use a different port, type a new port number.

4) Click Save.

Changing Modbus Settings

The PRO4X supports both the Modbus/TCP and Modbus Gateway features. Enable either or both
Modbus features according to your needs.

» Modbus/TCP Access:

You can enable or disable the Modbus/TCP access to PRO4X, set it to the read-only mode, or change the
TCP port.

1) Choose Device Settings > Network Services > Modbus.

2) To enable the Modbus/TCP access, select the "Enable Modbus/TCP access" checkbox.

3) To use a different port, type a new port number.

4) To enable the Modbus read-only mode, select the checkbox of the "Enable read-only mode" field. To
enable the read-write mode, deselect it.
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» Modbus Gateway:

If connecting the Modbus RTU devices to PRO4X and enabling the Modbus Gateway feature, the
Modbus TCP clients on your network will be able to communicate with those Modbus RTU devices
attached to PRO4X.

1) To allow the Modbus TCP clients on the network to communicate with the Modbus RTU devices
connected to the PRO4X, select the 'Enable Modbus gateway' checkbox.

Modbus Gateway
Enabde Modbus gateway +
TCP poirt 503
Farity Even v
Line spead 15100 b

Default address 1

2) Now configure the fields shown.
Field Description

TCP port Use the default port 503, or assign a different port. Valid range is 1 to 65535.

Note: Port 502 is the default Modbus/TCP port for PRO4X, so you
cannot use that port for the Modbus Gateway.

Parity, Use the default values, or update if the Modbus RTU devices are using

Line speed different communication parameters.

Default If the Modbus TCP client does not support Modbus RTU unit identifier
address addressing, enter a Default Address.

If you must provide a unit identifier address:
e Only one Modbus RTU device is supported.

e The unit identifier address you provide is applied to the Modbus RTU
device connected to PRO4X.

Note that each Modbus RTU device's unit identifier address must be
unique.

Warning: If the connected Modbus RTU device's address does not
match the address entered in this field, communications between
the Modbus TCP clients and Modbus RTU device fail.
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Enabling Redfish Services

You can enable or disable the Redfish services to manage the device through the Redfish API. By default,
this service is enabled.

Enabling Redfish services allows you to retrieve the following details.

e configuration details, such as thresholds, names, etc.
e metric readings

e event polling

It also allows you to do the following actions

® power actions

e unit control, such as restart

Note: Go to the online Support page for your product to find full documentation of the Redfish API.

To enable or disable Redfish:

Choose Device Settings > Network Services > Redfish.

Redfish

Enable Redfish gservice e

Enabling Service Advertising

The PRO4X advertises all enabled services that are reachable using the IP network. This feature uses
DNS-SD (Domain Name System-Service Discovery) and MDNS (Multicast DNS). The advertised services
are discovered by clients that have implemented DNS-SD and MDNS.

The advertised services include the following:

e HTTP

e HTTPS

e Telnet

e SSH

e  Modbus
e JSON-RPC
e SNMP

By default, this feature is enabled.
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Enabling this feature also enables Link-Local Multicast Name Resolution (LLMNR) and/or MDNS, which
are required for resolving APIPA host names. See APIPA and Link-Local Addressing.

The service advertisement feature supports both IPv4 and IPv6 protocols.

If you have set a preferred host name for IPv4 and/or IPv6, that host name can be used as the zero
configuration .local host name, that is, <preferred_host_name>.local, where <preferred_host_name> is
the preferred host name you have specified for PRO4X. The IPv4 host name is the first priority. If an IPv4
host name is not available, then use the IPv6 host name.

» To enable or disable service advertising:

1) Choose Device Settings > Network Services > Service Advertising.
2) To enable the service advertising, select either or both checkboxes.

e To advertise via MDNS, select the Multicast DNS checkbox.

e To advertise via LLMNR, select the Link-Local Multicast Name Resolution checkbox.
3) Click Save.

Configuring Security Settings

The PRO4X provides tools to control access. You can enable the internal firewall, create firewall rules,
and set login limitations. In addition, you can create and install the certificate or set up external
authentication servers for access control. This product supports SHA-2 TLS certificates.

Security

IP Access Control

Role Based Acces

TLS Certificate

Authentication

I_ngin F.Hﬁ_tingu.

Pasaward Policy

Service Agreament

Creating IP Access Control Rules

IP access control rules (firewall rules) determine whether to accept or discard traffic to/from the PRO4X,
based on the IP address of the host sending or receiving the traffic. When creating rules, keep these
principles in mind:

e Rule order is important.
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When traffic reaches or is sent from the PRO4X, the rules are executed in numerical order.
Only the first rule that matches the IP address determines whether the traffic is accepted or
discarded. Any subsequent rules matching the IP address are ignored.

e Prefix length is required.

When typing the IP address, you must specify it in the CIDR notation. That is, BOTH the
address and the prefix length are included. For example, to specify a single address with
the 24-bit prefix length, use this format:

XXX.X/24

/24 = the prefix length.

Note: Valid IPv4 addresses range from 0.0.0.0 through 255.255.255.255.

» To configure IPv4 or IPv6 access control rules:

1) Choose Device Settings > Security > IP Access Control.

2) Select the 'Enable IPv4 access control' or "Enable IPv6 access control" checkboxes to enable the
access control rules.

3) For either type, determine the default policy.
e Accept: Accepts traffic from all IPv4 OR IPv6 addresses.

e Drop: Discards traffic from all IPv4 OR IPv6 addresses, without sending any failure notification to
the source host.

e Reject: Discards traffic from all IPv4 OR IPv6 addresses, and an ICMP message is sent to the source
host for failure notification.

4) Go to the Inbound Rules section or the Outbound Rules section according to your needs.
¢ Inbound rules control the data sent to the PRO4X.
e Qutbound rules control the data sent from the PRO4X.

5) Create rules.

e Click Append to add a row, then add the IP address and subnet mask. Select Policy. For each rule,
the policy affects only the specified IP address.

e Click Insert Above to add a rule above another rule.
e The system automatically numbers the rules.
e Use the arrow buttons to sort the priority order.
6) Click Save. The rules are applied. Make sure to click Save in each section if changes are made.
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1Pvd

Emable IPv4 access control b
Inbound Rules

Default policy Accept v
# IP/Mask Palicy
1 192.168.8.8/32 Drop
2 192.168.255.33/24 Accept
3 192.210.15.30/32 Rzt

Append

Qutbound Rules

Default policy Accept v
# IP/Mask Policy

1 192.23 89.10:0/24 Dirop

Append

" Save

Editing or Deleting IP Access Control Rules

When an existing IP access control rule requires updates of IP address range and/or policy, modify them
accordingly. Or you can delete any unnecessary rules.

» To modify or delete a rule:

1) Choose Device Settings > Security > IP Access Control.
2) Go to the IPv4 or IPv6 section.
3) Select the desired rule in the list.
e Ensure the IPv4 or IPv6 checkbox has been selected, or you may not edit or delete any rule.

4) Perform the desired action.
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* Make changes to the selected rule, and then click Save.

=
[m
e Click to remove it.
1+ +
e To re-sort its order, click or
5) Click Save.

e |Pv4 rules: Make sure you click the Save button in the IPv4 section, or the changes made to IPv4
rules are not saved.

¢ |Pv6 rules: Make sure you click the Save button in the IPv6 section, or the changes made to IPv6
rules are not saved.

Creating Role Based Access Control Rules

Role-based access control rules are similar to IP access control rules, except that they are applied to
members of a specific role. This enables you to grant system permissions to a specific role, based on
their IP addresses.

Same as IP access control rules, the order of role-based access control rules is important, since the rules
are executed in numerical order.

» To create IPv4 role-based access control rules:

1) Choose Device Settings > Security > Role Based Access Control.
2) Select the 'Enable role based access control for IPv4' checkbox to enable IPv4 access control rules.
3) Determine the IPv4 default policy.
e Accept: Accepts traffic when no matching rules are present.
® Deny: Rejects any user's login attempt when no matching rules are present.
4) Create rules. Refer to the tables below for different operations.

ADD a rule to the end of the list

e Click Append.

e Type a starting IP address in the Start IP field.

e Type an ending IP address in the End IP field.

e Select arole in the Role field. This rule applies to members of this role only.

e Select an option in the Policy field.

e Accept: Accepts traffic from the specified IP address range when the user is a member of
the specified role.

e Deny: Rejects the login attempt of a user from the specified IP address range when that
user is a member of the specified role.

INSERT a rule between two rules
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e Select the rule above which you want to insert a new rule. For example, to insert a rule between rules
#3 and #4, select #4.

e Click Insert Above.

e Type a starting IP address in the Start IP field.

e Type an ending IP address in the End IP field.

e Select a role in the Role field. This rule applies to members of this role only.

e Select Accept or Deny in the Policy field. Refer to the above table for details.

The system automatically numbers the rule.
1) When finished, the rules are listed on this page.

t ¥

® You can select any existing rule and then click or to change its priority.
IPv4
Enable role based access control for IPv4 L
Default policy Accept v
# Start IP End IP Role Palicy
1 192.168.255.0 192.168.255.255 Operator Deny
2 192.168.90.16 192.168.90.55 Adrmin Accept
Append
" Save

2) Click Save. The rules are applied.

» To configure IPv6 access control rules:

1) On the same page, select the 'Enable role based access control for IPv6' checkbox to enable IPv6
access control rules.

2) Follow the same procedure as the above IPv4 rule setup to create IPv6 rules.

3) Make sure you click the Save button in the IPv6 section, or the changes made to IPv6 rules are not
saved.

Editing or Deleting Role Based Access Control Rules

You can modify existing rules to update their roles/IP addresses, or delete them when they are no
longer needed.
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» To modify a role-based access control rule:

1) Choose Device Settings > Security > Role Based Access Control.
2) Go to the IPv4 or IPv6 section.
3) Select the desired rule in the list.
e Ensure the IPv4 or IPv6 checkbox has been selected, or you may not edit or delete any rule.
4) Perform the desired action.

e Make changes to the selected rule, and then click Save.

-
m
e Click to remove it.
e To resort its order, click or
5) Click Save.

¢ |Pv4 rules: Make sure you click the Save button in the IPv4 section, or the changes made to IPv4
rules are not saved.

® |Pv6 rules: Make sure you click the Save button in the IPv6 section, or the changes made to IPv6
rules are not saved.

Setting Up a TLS Certificate

» To obtain a CA-signed certificate:

1) Create a Certificate Signing Request (CSR) in Device Settings > TLS Certificates.

2) Submit it to a certificate authority (CA). After the CA processes the information in the CSR, it
provides you with a certificate.

3) Install the CA-signed certificate onto the PRO4X.

Note: If you are using a certificate that is part of a chain of certificates, each part of the chain is signed
during the validation process.

» A CSR is not required in either scenario below:

e Make the PRO4X create a self-signed certificate.

e Appropriate, valid certificate and key files are already available, and you only need to import them.
Creating a CSR

Follow this procedure to create the CSR.
» To create a CSR:

1) Choose Device Settings > Security > TLS Certificate.
2) Inthe New TLS Certificate or CSR section, provide the information requested.
e Subject:
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1)

2)

Field

Country

State or province
Locality
Organization
Organizational unit
Common name

Email address

Description

The country where your company is located. Use the standard ISO country code, which

comprises two uppercase letters. For a list of ISO codes, google ISO 3166 country codes.

The full name of the state or province where your company is located.
The city where your company is located.

The registered name of your company.

The name of your department.

The fully qualified domain name (FQDN) of your PRO4X.

An email address where you or another administrative user can be reached.

Warning: If you generate a CSR without values entered in the required fields, you cannot obtain
third-party certificates.

e Subject Alternative Names:
If you want a certificate to secure multiple hosts across different domains or subdomains,

you can add additional DNS host names or IP addresses of the wanted hosts to this CSR so

that a single certificate will be valid for all of them.
Click Add Name when there are more than one additional hosts to add.

= Examples of subject alternative names: support.raritan.com, help.raritan.com, help.raritan.net,

and 192.168.77.50.

e Key Creation Parameters:

Field

Key Type/Key Length

Key Type/Elliptic Curve

Self-sign

Challenge,

Confirm challenge

complete.
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Technology.

Abrand of Dlegrand

Description

Key type RSA requires you to select Key Length:
e 2048 bits
e 3072 bits

Key type ECDSA requires you to select the elliptic curve:

* NIST-P-256
e NIST P-384
e NISTP-521

For requesting a certificate signed by the CA, ensure this checkbox is NOT selected.

Type a password. The password is used to protect the certificate or CSR. This
information is optional.

The value should be 4 to 64 characters long. Case sensitive.

Click Create New TLS Key to create both the CSR and private key. This may take several minutes to

Click Download Certificate Signing Request to download the CSR to your computer.
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a. You are prompted to open or save the file. Click Save to save it onto your computer.

b. Submit it to a CA to obtain the digital certificate.
C. If the CSR contains incorrect data, click Delete Certificate Signing Request to remove it, and then
repeat the above steps to re-create it.
3) To store the newly-created private key on your computer, click Download Key in the New TLS
Certificate section.

Note: The Download Key button in the Active TLS Certificate section is for downloading the private key of
the currently-installed certificate rather than the newly-created one.

* You are prompted to open or save the file. Click Save to save it onto your computer.

Installing a CA-Signed Certificate
To get a certificate from a certificate authority (CA), first create a CSR and send it to the CA. See Creating
a CSR (on page 248).

After receiving the CA-signed certificate, install it onto the PRO4X.

» To install the CA-signed certificate:

1) Choose Device Settings > Security > TLS Certificate.

2) Click to navigate to the CA-signed certificate file.

3) Click Upload to install it.
4) To verify whether the certificate has been installed successfully, check the data shown in the Active
TLS Certificate section.

Creating a Self-Signed Certificate

When appropriate certificate and key files for PRO4X are unavailable, the alternative, other than
submitting a CSR to the CA, is to generate a self-signed certificate.

» To create and install a self-signed certificate:

1) Choose Device Settings > Security > TLS Certificate.

2) Enter information.

Field Description

Country The country where your company is located. Use the standard ISO country code, which
comprises two uppercase letters. For a list of ISO codes, google ISO 3166 country
codes.

State or province The full name of the state or province where your company is located.

Locality The city where your company is located.

Organization The registered name of your company.

Organizational unit The name of your department.
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Field
Common name
Email address

Key Type/Key Length

Key Type/Elliptic Curve

Self-sign

Validity in days

Description
The fully qualified domain name (FQDN) of your PRO4X.
An email address where you or another administrative user can be reached.

Key type RSA requires you to select Key Length:
e 2048 bits
e 3072 bits

Key type ECDSA requires you to select the elliptic curve:

* NIST-P-256
e NIST P-384
e NISTP-521

Ensure this checkbox is selected, which indicates that you are creating a self-signed
certificate.

This field appears after the Self-sign checkbox is selected.

Type the number of days for which the self-signed certificate will be valid.

A password is not required for a self-signed certificate so the Challenge and Confirm Challenge

fields disappear.

1) Click Create New TLS Key to create both the self-signed certificate and private key. This may take
several minutes to complete.

2) Once complete, do the following:
a. Double check the data shown in the New TLS Certificate section.

b. If correct, click "Install Key and Certificate" to install the self-signed certificate and private key.

Tip: To verify whether the certificate has been installed successfully, check the data shown in the
Active TLS Certificate section.

If incorrect, click "Delete Key and Certificate" to remove the self-signed certificate and
private key, and then repeat the above steps to re-create them.
3) (Optional) To download the self-signed certificate and/or private key, click Download Certificate or
Download Key in the New TLS Certificate section.

* You are prompted to open or save the file. Click Save to save it onto your computer.

Note: The Download Key button in the Active TLS Certificate section is for downloading the private
key of the currently-installed certificate rather than the newly-created one.

Installing or Downloading Existing Certificate and Key

You can download the already-installed certificate and private key from any PRO4X for backup or file
transfer. For example, you can install the files onto a replacement PRO4X, add the certificate to your

browser and so on.

If valid certificate and private key files are already available, you can install them on the PRO4X without
going through the process of creating a CSR or a self-signed certificate.
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Note: If you are using a certificate that is part of a chain of certificates, each part of the chain is signed
during the validation process.

» To download active key and certificate files from PRO4X:

1) Choose Device Settings > Security > TLS Certificate.
2) Inthe Active TLS Certificate section, click Download Key and Download Certificate respectively.

Note: The Download Key button in the New TLS Certificate section, if present, is for downloading the
newly-created private key rather than the one of the currently-installed certificate.

3) You are prompted to open or save the file. Click Save to save it onto your computer.
» Toinstall available key and certificate files onto PRO4X:

1) Choose Device Settings > Security > TLS Certificate.
2) Select the "Upload key and certificate" checkbox at the bottom of the page.

3) The 'Key File' and 'Certificate file' buttons appear. Click each button to select the key and/or
certificate file.

4) Click Upload. The selected files are installed.

5) To verify whether the certificate has been installed successfully, check the data shown in the Active
TLS Certificate section.

Setting Up External Authentication

Important: Make sure your network infrastructure uses TLS rather than SSL.

PRO4X supports the following authentication mechanisms:

e Local user database

e LDAP
e RADIUS
e TACACS+

Local authentication is the default method. If you use this method, you only need to create user
accounts. See User Management (on page 201).

If you prefer external authentication, you must provide information about the external Authentication
and Authorization (AA) server.

If both local and external authentication is needed, create user accounts on the PRO4X in addition to
providing the external AA server data.

When configured for external authentication, all users must have an account on the external AA server.
Local-authentication-only users will have no access to the PRO4X except for the admin, who always can
access.
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If the external authentication fails, an "Authentication failed" message is displayed. Details regarding
the authentication failure are available in the event log.

You must have the "Change Authentication Settings" permission to configure or modify the
authentication settings.

Adding LDAP/LDAPS Servers

To use LDAP authentication, enable it in the Device Settings > Authentication page, and enter the
information about the LDAP server in the LDAP page.

Note: If the PRO4X clock and the LDAP server clock are out of sync, the installed TLS certificates, if any,

may be considered expired. To ensure proper synchronization, administrators should configure the
PRO4X and the LDAP server to use the same NTP server(s).

» To add LDAP/LDAPS servers:

1) Choose Device Settings > Security > LDAP.

2) Click New.

3) Enter information.

Field/setting

IP address /
hostname

Copy settings from
existing LDAP
server

Type of LDAP
server

Security

Port (None/
StartTLS)

Port (TLS)
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Description

The IP address or hostname of your LDAP/LDAPS server.

e Without the encryption enabled, you can type either the domain name or IP address
in this field, but you must type the fully qualified domain name if the encryption is
enabled.

This checkbox appears only when there are existing AA server settings on the PRO4X. To
duplicate any existing AA server's settings, refer to the duplicating procedure below.

Choose one of the following options:

e  OpenLDAP

®  Microsoft Active Directory.

Determine whether you would like to use Transport Layer Security (TLS) encryption, which
allows the PRO4X to communicate securely with the LDAPS server.

Three options are available:

e  StartTLS
e TLS
® None

e The default Port is 389. Either use the standard LDAP TCP port or specify another port.

Configurable only when "TLS" is selected in the Security field.
The default is 636. Either use the default port or specify another one.
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Field/setting

Enable verification
of LDAP server
certificate

CA certificate

Allow expired and
not yet valid
certificates

Anonymous bind

Bind DN

Bind password,

Confirm bind
password

Base DN for search

Login Name
Attribute

User entry object
class

254

Description
Select this checkbox if it is required to validate the LDAP server's certificate by the PRO4X
prior to the connection.

If the certificate validation fails, the connection is refused.

Consult your AA server administrator to get the CA certificate file for the LDAPS server.
Click Browse to select and install the certificate file.
e Click Show to view the installed certificate's content.

e Click Remove to delete the installed certificate if it is inappropriate.

Note: If the required certificate file is a chain of certificates, and you are not
sure about the requirements of a certificate chain, see TLS Certificate Chain.

e Select this checkbox to make the authentication succeed regardless of the certificate's
validity period.

e After deselecting this checkbox, the authentication fails whenever any certificate in
the selected certificate chain is outdated or not valid yet.

Use this checkbox to enable or disable anonymous bind.

e To use anonymous bind, select this checkbox.

e When a Bind DN and password are required to bind to the external LDAP/LDAPS
server, deselect this checkbox.

Required after deselecting the Anonymous Bind checkbox.

Distinguished Name (DN) of the user who is permitted to search the LDAP directory in the
defined search base.

Required after deselecting the Anonymous Bind checkbox.

Enter the Bind password.

Distinguished Name (DN) of the search base, which is the starting point of the LDAP
search.

e Example: ou=dev, dc=example, dc=com

The attribute of the LDAP user class which denotes the login name.

e Usuallyitistheuid.

The object class for user entries.

e Usuallyitis inetOrgPerson.
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Field/setting

User search
subfilter

Group lookup
using memberOf
attribute

Group member
attribute

Group entry object
class

Group search
subfilter

Active Directory
domain

Description

Search criteria for finding LDAP user objects within the directory tree.

e Select this checkbox to determine group membership by consulting the user's
memberOf attribute(s).

e Deselect this checkbox to determine group membership by doing a non-recursive
search for groups containing the user's DN as member.

e Required only when "Group lookup using memberOf attribute" is not selected.

e Required for OpenLDAP only.

e Required only when "Group lookup using memberOf attribute" is not selected.

e Required for OpenLDAP only.

e Required only when "Group lookup using memberOf attribute" is not selected.

e Required for OpenLDAP only.

The name of the Active Directory Domain.

e Example: testradius.com

1) Click Add Server. The new LDAP server is listed. To verify, click Test Connection to check whether the
PRO4X can connect to the new server successfully.

2) To add more servers, repeat the same steps.

3) Inthe LDAP page, use the arrow buttons to arrange the servers in the order they should be
accessed, then click Save.

4) Make sure LDAP is enabled: Go to Device Settings > Security > Authentication, and select LDAP as
the Authentication Type.

< Device Settings

Security

IP Access Control
Role Based Access Control
TLS Certificate

Authentication
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Authentication

Authentication type Local v
LDAP
RADIUS

TACACS+ |
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» To duplicate LDAP/LDAPS server settings:

256

If you have added any LDAP/LDAPS server to the PRO4X, and the server you will add shares identical
settings with an existing one, the most convenient way is to duplicate that LDAP/LDAPS server's data
and then revise the IP address/host name.

1) Choose Device Settings > Security > LDAP, then click New.

2) Select the "Copy settings from existing LDAP server" checkbox.
3) Select the LDAP/LDAPS server whose settings you want to copy.
4) Modify the IP Address/Hostname field.

5) Click Add Server.

Adding Radius Servers

To use Radius authentication, enable it and enter the information you have gathered.

Note: The RADIUS NAS Identifier is "DPC PDU SN:<device serial number>".

To add Radius servers:

1) Choose Device Settings > Security > RADIUS.
2) Click New.
3) Enter information.

Field/setting Description
IP address / hostname | The IP address or hostname of your Radius server.

Type of RADIUS Select an authentication protocol.
authentication e PAP (Password Authentication Protocol)
e CHAP (Challenge Handshake Authentication Protocol)
e MS-CHAPv2 (Microsoft Challenge Handshake Authentication Protocol)

CHAP is generally considered more secure because the user name and password
are encrypted, while in PAP they are transmitted in the clear.

MS-CHAPvV2 provides stronger security than the above two. Selecting this option
will support both MS-CHAPv1 and MS-CHAPv2.

Note: All authentication methods are insecure. It is strongly recommended
to use RADIUS only in a secure networking environment. A warning
displays for all methods.

Authentication port,  The defaults are standard ports -- 1812 and 1813.

Accounting port To use non-standard ports, type a new port number.

Accounting Enabled? | Default is enabled.
Accounting allows you to log activity executed on the RADIUS server.

When RADIUS accounting is enabled and the RADIUS server does not support
accounting, then authentication will fail.
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Field/setting Description
Timeout This sets the maximum amount of time to establish contact with the Radius server
before timing out.

Type the timeout period in seconds.
Retries Type the number of retries.

Shared secret, The shared secret is necessary to protect communication with the Radius server.

Confirm shared secret

1) To verify settings, click Test Connection to check if you can connect to the new server successfully.
2) Click Add Server. The new Radius server is listed on the RADIUS page.
3) To add more servers, repeat the same steps.

4) Inthe RADIUS page, use the arrow buttons to arrange the servers in the order they should be
accessed, then click Save.

5) Make sure RADIUS is enabled: Go to Device Settings > Security > Authentication, and select RADIUS
as the Authentication Type.

 Device Settings Authentication
Security
Authentication type Local v
Pl [oea
t f 3 LDAP
Role Based Access Control RADIUS

TACACS+ |

TLS Certificate

Authentication

Adding TACACS+ Servers

To use TACACS+ authentication, add the server information and enable TACACS+.

Note: You need to create a new custom service attribute called Xerus on the
TACACS+ server. This attribute value will match the role name (case sensitive) on
the PRO4X. In the authorization request to the TACACS+ server, the PRO4X will
send a request for Xerus as a custom service attribute. TACACS+ server then
returns the roles of the authenticated user in the Xerus: roles attribute. Returning
multiple roles separated by a slash, for example, rolel/role2, is supported. See
Cisco ISE Xerus TACACS+ Authentication (on page ) for configuration.

» To add TACACS+ servers:

1) Choose Device Settings > Security > TACACS+.
2) Click New.
3) Enter information.

Field/setting Description

IP address / hostname The IP address or hostname of your TACACS+ server.
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Field/setting Description

Type of TACACS+ Select an authentication protocol.
authentication o ASCII
e PAP (Password Authentication Protocol)
e CHAP (Challenge Handshake Authentication Protocol)
e MS-CHAP (Microsoft Challenge Handshake Authentication Protocol)

CHAP is generally considered more secure because the user name and password
are encrypted, while in PAP they are transmitted in the clear.

MS-CHAP provides stronger security than the other options.

Note: All authentication methods are insecure. It is strongly recommended
to use TACACS+ only in a secure networking environment. A warning
displays for all methods.

Port The default port is 49

To use non-standard port, type a new port number.

Enable Accounting? Default is enabled.

Accounting allows you to log activity executed on the TACACS+ server.

Timeout Default is 10 seconds.
Maximum amount of time to establish contact with the server before timing out.

Enter the timeout period in seconds.

Retries Default is 3.

Enter the number of retries.

Shared secret, The shared secret is necessary to protect communication with the server.

Confirm shared secret

1) Click Add Server or Test Connection to verify the settings.
2) To add more servers, repeat the same steps.

3) Inthe TACACS+ page, use the arrow buttons to arrange the servers in the order they should be
accessed, then click Save.

4) To begin using the configuration, make sure TACACS+ is enabled: Go to Device Settings > Security >
Authentication, and select TACACS+ as the Authentication Type.

£ Device Settings Authentication

Security

Authentication type Loea .
P Access Control

Role Based Access Control

TLS Certificate

Authentication
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Configuring Login Settings

Choose Device Settings > Security > Login Settings to open the Login Settings page, where you can:

e Configure the user blocking feature.

Note: The user blocking function applies only to local authentication instead of external
authentication through AA servers.

e Determine the timeout period for any inactive user.

e Prevent simultaneous logins using the same login name.

» To configure user blocking:

1) To enable the user blocking feature, select the 'Block user on login failure' checkbox.
2) Inthe 'Block timeout' field, select a time option. This setting determines how long the user is
blocked.
¢ If you type a value, the value must be followed by a time unit, such as '4 min.'
3) Inthe 'Maximum number of failed logins' field, type a number. This is the maximum number of login
failures the user is permitted before the user is blocked from accessing the PRO4X.

4) Timeout for Failed Login Attempts: select a time option after which a failed attempt no longer
counts against the user. For example, if "Maximum number of failed logins" is 3, but the "Timeout
for Failed Login Attempts" has passed since the last failed attempt, the counter of failed logins
restarts.

5) Click Save.

Tip: If any user blocking event occurs, you can unblock that user manually by using the "unblock" CLI
command over a local connection. See Unblocking a User.

» To set limitations for login timeout and use of identical login names:

v
1) Inthe "Idle timeout period" field, type a value or click to select a time option. This setting

determines how long users are permitted to stay idle before being forced to log out.

¢ If you type a value, the value must be followed by a time unit, such as '4 min.' See Time Units (on
page 128).
e Keep the idle timeout to 20 minutes or less if possible. This reduces the number of idle sessions
connected, and the number of simultaneous commands sent to the PRO4X.
2) Select the 'Prevent concurrent login with same username' checkbox to prevent multiple users from
using the same login name simultaneously.

3) Click Save.
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| 2

Configuring Password Policy

Choose Device Settings > Security > Password Policy to open the Password Policy page, where you can:

e Force users to use strong passwords.
e Force users to change passwords at a regular interval -- that is, password aging.

To configure password aging:

1) Select the 'Enabled' checkbox of Password Aging.
2) Inthe 'Password aging interval' field, type a value or select a time option. This setting determines
how often users are requested to change their passwords.

¢ If you type a value, the value must be followed by a time unit, such as '10 d.'
3) Click Save.

» To force users to create strong passwords:

260

1) Select the 'Enabled' checkbox of Strong Passwords to activate the strong password feature. The
following are the default settings:

Minimum length = 8 characters
Maximum length =32 characters
At least one lowercase character = Required

At least one uppercase character = Required

At least one numeric character = Required

At least one special character = Required
Number of forbidden previous passwords =5

2) Make changes to the default settings as needed.
3) Click Save.

Enabling the Restricted Service Agreement

The restricted service agreement feature, if enabled, forces users to read a security agreement when
they log in to the PRO4X. Users must accept the agreement, or they cannot log in. You can configure an
event notifying you if a user has accepted or declined the agreement.

To enable the service agreement:

1) Click Device Settings > Security > Service Agreement.
2) Select the 'Enforce restricted service agreement' checkbox.
3) Edit or paste the content as needed.

e A maximum of 10,000 characters can be entered.

4) Click Save.
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» Login manner after enabling the service agreement:

After the Restricted Service Agreement feature is enabled, the agreement's content is displayed on the
login screen.

Iy authorized by management ane
i i monitored and logged.
There is no [PIVRRCY D this yalem. Linauthorized
access and sctivitios or any ¢ iménal act ivity will ba
meporied to appropri

H 1 understand and accept the restricled senvice

agreament

To log in when a restricted service agreement appears:

¢ Inthe web interface, select the checkbox labeled "l understand and accept the restricted service
agreement."

e Inthe CLI, type y when the confirmation message "l understand and accept the restricted service
agreement" is displayed.

Setting the Date and Time

Set the internal clock manually, or link to a Network Time Protocol (NTP) server.

PRO4X follows the NTP server sanity check per the IETF RFC.

Note: If you are using Sunbird's” Power IQ°, you must configure Power IQ and the PRO4X to have the
same date/time or NTP settings.

» To set the date and time:

1) Choose Device Settings > Date/Time.
2) Click the 'Time zone' field to select your time zone from the list.

3) If the daylight saving time applies to your time zone, verify the 'Automatic daylight saving time
adjustment' checkbox is selected.

4) Select the method for setting the date and time. Choose settings and click Save.

Customize the date and time
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e Select 'User specified time'.

e Enter the date or click the calendar icon to select a date.
e Click 12H/24H button to toggle time formats.

e Click the AM/PM button to toggle.

e Enter the time or click the arrows to set it.

Date (M/D/YYYY) 972021 ) <
~ ~ -

Time (hh:mm:ss) 2 H 18 § 23 AM m‘-
v v v

Use the NTP server

e Select "Synchronize with NTP server."

e The DHCP-assigned NTP servers are available when DHCP is enabled. The IP address
appears as Active NTP Server. To use this server, leave the primary and secondary server
fields blank.

e To specify NTP servers, enter the primary NTP server in the "First time server" field. A
secondary NTP server is optional.

Click Check NTP Servers to verifv accessibility.

First time server 192.168.56.69
Second time server

Check NTP Servers

Active NTP servers 192.168.56.69
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Windows NTP Server Synchronization Solution

The NTP client on the PRO4X follows the NTP RFC so the PRO4X rejects any NTP servers whose root
dispersion is more than one second. An NTP server with a dispersion of more than one second is
considered an inaccurate NTP server by the PRO4X.

Note: For information on NTP RFC, visit http://tools.ietf.org/htmi/rfc4330 - http://tools.ietf.org/html/
rfc4330 to refer to section 5.

Windows NTP servers may have a root dispersion of more than one second, and therefore cannot
synchronize with the PRO4X. When the NTP synchronization issue occurs, change the dispersion settings
to resolve it.

» To change the Windows NTP's root dispersion settings:

1) Access the registry settings associated with the root dispersion on the Windows NTP server.
HKEY _LOCAL_MACHINE\SYSTEM|CurrentControlSet|Services|W32Time|Config
2) AnnounceFlags must be set to 0x05 or 0x06.

e 0x05 = 0x01 (Always time server) and 0x04 (Always reliable time server)

e 0x06 = 0x02 (Automatic time server) and 0x04 (Always reliable time server)

Note: Do NOT use 0x08 (Automatic reliable time server) because its dispersion starts at a high value
and then gradually decreases to one second or lower.

3) LocalClockDispersion must be set to 0.

Door Access Control

SmartLock enabled cabinets integrated with PowerlQ or other third party systems authorize door access
control remotely. In the event that the remote authorization is not accessible, you can configure local
door access control rules as a fallback method.

A door access control rule can contain the following components:

Selected door locks: must be configured in advance.

Authorization via card: specify which card ID and card reader must be used

Authorization via keypad: specify the PIN and keypad that must be used

Two-factor authorization: a timeout that requires both card and keypad conditions to be met. For
example: when a certain card is inserted, the correct PIN must be entered in the next 10 seconds.

Absolute time conditions: grant access for a specific date and time

e Periodic time conditions: grant access on certain days of the week and certain times

» To create a door access control rule:

1) Choose Device Settings > Door Access.
2) Click New Access Rule.
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Danr Access Controd E & Mew Ancess Fule

3) The New Door Access Rule page opens. Enter a name for the rule. 128 characters maximum.

4) Select the door locks this rule applies to in the Available Door Handle Locks list. Each selected door
lock appears in the Selected Locks section.

New Door Access Rule

Door Lock Informaticn

5) To allow authorization via card reader, select the Card Access checkbox, then select the correct Card
Reader and click Read Card to retrieve the Card ID. Card IDs are hidden for security. Click the eyeball
icon to reveal and verify the Card ID.

Authaorization via Card

Card Acoes L

6) To allow Authorization via Keypad, select the Keypad Access checkbox, then select the correct
keypad and enter the PIN. PINs are hidden for security. Click the eyeball icon to reveal and verify the
PIN. PIN length varies by keypad, and a minimum PIN length of 4 is required.

Authorization via Keypad

Fayond Arceid

7) When both Card and Keypad authorization are required, the Two-Factor Configuration controls are
required. Enter a Timeout in seconds during which both Card and Keypad authorization must occur.
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Two-Facior Configuration

Timeout

8) To allow authorization with an Absolute Time Condition, select the Absolute Time checkbox, then
use the calendar tool to set the start and end dates, and the clock tools to set the start and end
times during which access is granted. Note: Click the 12H/24H icon to toggle between clock styles.

Absolute Time Condition
o
=]
Ay F. L
s (Y -M
W w w
2
s s P
Diai e,
w W W

9) To allow authorization with a Periodic Time Condition, select the Periodic Time checkbox, then
select the Days of Week and range of hours on which access is granted. Note: Click the 12H/24H icon
to toggle between clock styles.
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Periodic Time Condition

Sunday 1
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10) Click Create to save the rule. All rules appear on the main Door Access Control page.

Door Access Contro @ [ < Mew Access Rule
Marme: Door Lochos Card B Card Reader Absolute Time
Fram
3 Rada 1 Door Handle Lock 1 #seeseas '::'_:.'

Till

Event Rules and Actions

Crete event rules and actions to notify you of or react to a change in conditions.
An event rule consists of two parts:

e Event: This is the situation where the PRO4X or a device connected to it meets a certain condition.
For example, the inlet's voltage reaches the warning level.

e Action: This is the response to the event. For example, the system administrator is notified of the
event via email.

Some actions can be scheduled at regular intervals instead of occurring in reaction to an event. For
example, you can schedule the emailing of the temperature report every hour.

You must have the Administrator Privileges to configure event rules.

To create an event rule:

1) Choose Device Settings > Event Rules.
2) If the needed action is not available yet, click New Action to create it.
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3)

a. Assign a name to this action.

b. Select the desired action and configure it as needed.

C. Click Create.

Click New Rule to create a new rule.

a. Assign a name to this rule.

Make sure the Enabled checkbox is selected, to make the new rule active.

In the Event field, select the event to react to.

In the 'Available actions' field, select the desired action(s) to respond to the selected event.
Click Create.

oo o

» To create a scheduled action:

1)

Click New Scheduled Action to schedule the desired action.

a. Assign a name to this scheduled action.

Make sure the Enabled checkbox is selected to make the scheduled action active.
Set the interval time, which ranges from every minute to yearly.

In the 'Available actions' field, select the desired action(s).

Click Create.

a0 o

Built-in Rules and Rule Configuration

There are several built-in event rules, which cannot be deleted. If the built-in event rules do not satisfy
your needs, create new rules.

» Built-in rules:

Server

System Event Log Rule:

This causes ANY event occurred to the PRO4X to be recorded in the internal log. It is
enabled by default.

Note: Default log messages are generated for each event.

System SNMP Notification Rule:

This causes SNMP traps or informs to be sent to specified IP addresses or hosts when ANY
event occurs to the PRO4X. It is disabled by default.

System Tamper Detection Alarmed:

This causes alarm notifications if a connected tamper sensor is detected to be in an
alarmed state. It is enabled by default.

System Tamper Detection Unavailable:

This causes alarm notifications if a previously available tamper sensor is not detected. It is
enabled by default.
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» Event rule configuration illustration:

268

1) Choose Device Settings > Event Rules > New Rule.
2) Click the Event field to select an event type.
e <Any sub-event> means all events shown on the list.

e <Any Numeric Sensor> means all numeric sensors, including internal and environmental sensors.
<Any Numeric Sensor> is especially useful if you want to receive the notifications when any
numeric sensor's readings pass through a specific threshold.

Event <Any sub-event= v

3) In this example, the Peripheral Device Slot is selected, which is related to the environmental sensor
packages. Then a sensor ID field for this event type appears. Click this additional field to specify
which sensor should be the subject of this event.

Event Peripheral Device Slot v

«Any sub-event> . v

R

4) In this example, sensor ID 3 (Slot 3) is selected, which is a temperature sensor. Then a new field for
this sensor appears. Click this field to specify the type of event(s) you want.

Event Peripheral Device Slot L
Slot 3 (Temperature Z) v
«Any subrevents ! v

5) In this example, Numeric Sensor is selected because we want to select numeric-sensor-related
event(s). Then a field for numeric-sensor-related events appears. Click this field to select one of the
numeric-sensor-related events from the list.

Ewvent Peripheral Device Slot v
Slot 3 (Temperature ) v
Numeric Sensor v
<Any subrevenis '& ¥
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6) In this example, 'Above upper critical threshold' is selected because we want the PRO4X to react
only when the selected temperature sensor's reading enters the upper critical range. A "Trigger
condition" field appears, requiring you to define the "exact" condition related to the "upper critical"

event.

Event Peripheral Device Slot

Slat 3 (Tempoeratuie 2)

Mumeric Sensor

Above upper critical threshold

Trigger condition Asserted

Deasserted

[;iE-mh

7) Select the desired radio button to finish the event configuration. Refer to the following table for

different types of radio buttons.

e See Sample Event Rules (on page 313).

8) Add and/or remove actions to configure the rule. Select actions from the 'Available actions' list to

create the Select actions list.

» Radio buttons for different events:

Some events require you to configure the "Trigger condition".

Event types Radio buttons

Numeric sensor L
threshold-crossing
events, or the
occurrence of the .
selected event --

true or false

State sensor state L
change
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Asserted: action occurs only when the selected event
occurs. That is, the status of the event transits from FALSE
to TRUE.

Deasserted: action occurs only when the selected event
disappears or stops. That is, the status of the selected event
transits from TRUE to FALSE.

Both: action occurs both when the event occurs (asserts)
and when the event stops/disappears (deasserts).

Alarmed/Open/On: action occurs only when the chosen
sensor enters the alarmed, open or on state.

No longer alarmed/Closed/Off: action occurs only when the
chosen sensor returns to the normal, closed, or off state.

Both: action occurs whenever the chosen sensor switches
its state.
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Event types

Sensor availability

Network interface
link state

Function enabled
or disabled

Restricted service
agreement

Server monitoring
event

Server reachability

270

Radio buttons

Unavailable: action occurs only when the chosen sensor is
NOT detected and becomes unavailable.

Available: action occurs only when the chosen sensor is
detected and becomes available.

Both: action occurs both when the chosen sensor becomes
unavailable or available.

Link state is up: action occurs only when the network link
state changes from down to up.

Link state is down: action occurs only when the network
link state changes from up to down.

Both: action occurs whenever the network link state
changes.

Enabled: action occurs only when the chosen function is
enabled.

Disabled: action occurs only when the chosen function is
disabled.

Both: action occurs when the chosen function is either
enabled or disabled.

Accepted: action occurs only when the specified user
accepts the restricted service agreement.

Declined: action occurs only when the specified user rejects
the restricted service agreement.

Both: action occurs both when the specified user accepts or
rejects the restricted service agreement.

Monitoring started: action occurs only when the
monitoring of any specified server starts.

Monitoring stopped: action occurs only when the
monitoring of any specified server stops.

Both: action occurs when the monitoring of any specified
server starts or stops.

Unreachable: action occurs only when any specified server
becomes inaccessible.

Reachable: action occurs only when any specified server
becomes accessible.

Both: action occurs when any specified server becomes
either inaccessible or accessible.
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Event types

Device connection | ®
or disconnection,
suchasa .
USB-cascaded

device
[ ]

+12V Supply 1

Status .

Radio buttons

Connected: action occurs only when the selected device is

physically connected to it.

Disconnected: action occurs only when the selected device

is physically disconnected from it.

Both: action occurs both when the selected device is
physically connected to it and when it is disconnected.

Available radio buttons include "Fault," "OK" and "Both."

Fault: action occurs only when the selected 12V power

supply to the controller enters the fault state.

OK: action occurs only when the selected 12V power supply

to the controller enters the OK state.

Both: action occurs whenever the selected 12 power

supply's status changes.

Xerus Default Log Messages for All Products

Listed here are all default messages for all Xerus events, including all supported products. Not all
products support all events, and events are marked here with the supported model type.

Event/context

Default message on event assertion

Default message on event
deassetion

Model
Type

Asset Management >
Blade Extension
Overflow

Blade extension overflow occurred on strip
[AMSNUMBER] ('[AMSNAMET]').

Blade extension overflow cleared for
strip [AMSNUMBER] ('[AMSNAME]').

Asset Management >
Composite Asset Strip
Composition Changed

Composition changed on composite asset
strip [AMSNUMBER] ('[AMSNAME]').

Asset Management >
Device Config Changed

Config parameter '[CONFIGPARAM]' of asset
strip [AMSNUMBER] ('[AMSNAME]') changed
to '[CONFIGVALUE]' by user '[USERNAME]'.

Asset Management >
Firmware Update

Firmware update for asset strip
[AMSNUMBER] ('[AMSNAMET]'): status
changed to '[AMSSTATE]'".

Asset Management >
Rack Unit > Blade
Extension Connected

Blade extension with ID '[AMSTAGID]'
connected at rack unit
[AMSRACKUNITPOSITION] of asset strip
[AMSNUMBER] ('[AMSNAME]').

Blade extension with ID
'[AMSTAGID]' disconnected at rack
unit [AMSRACKUNITPOSITION] of
asset strip [AMSNUMBER]
('TAMSNAME]').

Asset Management >
Rack Unit > Tag
Connected
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Asset tag with ID '[AMSTAGID]' connected at
rack unit [AMSRACKUNITPOSITION], slot
[AMSBLADESLOTPOSITION] of asset strip
[AMSNUMBER] ('[AMSNAMET]').

Asset tag with ID '[AMSTAGID]'
disconnected at rack unit
[AMSRACKUNITPOSITION], slot
[AMSBLADESLOTPOSITION] of asset
strip [AMSNUMBER] ('[AMSNAME]').
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Asset Management >
Rack Unit Config
Changed

Config of rack unit [AMSRACKUNITPOSITION]
of asset strip [AMSNUMBER] ('[AMSNAME]")
changed by user '[USERNAME]' to: Name
'[AMSRACKUNITNAME]', LED Operation Mode
'[AMSLEDOPMODE]', LED Color
'[AMSLEDCOLORY]', LED Mode
'[AMSLEDMODE]'

Asset Management >
State

State of asset strip [AMSNUMBER]
('lTAMSNAME]') changed to '[AMSSTATE]'.

Card Reader
Management > Card
Reader > Card inserted

Card of type '[SMARTCARDTYPE]' inserted at
Card Reader
'[FORMATTEDCARDREADERPATH]'.

Card Reader
Management > Card
Reader > Card removed

Card of type '[SMARTCARDTYPE]' removed at
Card Reader
'[FORMATTEDCARDREADERPATH]'.

Card Reader
Management > Card
Reader attached

Card Reader
'[FORMATTEDCARDREADERPATH]' connected.

Card Reader
Management > Card
Reader detached

Card Reader
'[FORMATTEDCARDREADERPATH]'
disconnected.

Card Reader
Management > Card
Reader settings
changed

Settings with name '[CARDREADERNAME]' and
description '[CARDREADERDESCRIPTION]' set
at Card Reader
'[FORMATTEDCARDREADERPATH]' by user
'[USERNAME]' from host '[USERIP]'.

Device > Event log
cleared

Event log cleared by user '[USERNAME]' from
host '[USERIP]'.

Device > Bulk
configuration copied

[LINKIDTAG]Bulk configuration copied by user
'[USERNAME]' from host '[USERIP]'.

Device > Bulk
configuration saved

[LINKIDTAG]Bulk configuration saved by user
'[USERNAME]' from host '[USERIP]'.

Device > Device clock
changed

The device clock was changed from
[OLDDATETIME] to [DATETIME].

Device > Data push
failed

Data push to URL [DATAPUSHURL] failed.
[ERRORDESC]

Device > Device settings
restored

[LINKIDTAG]Device settings restored by user
'[USERNAME]' from host '[USERIP]'.

Device > Device settings
saved

[LINKIDTAG]Device settings saved by user
'[USERNAME]' from host '[USERIP]'.
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Device > Firmware
update completed

[LINKIDTAG]Firmware upgraded successfully
from version '[OLDVERSION]' to version
'[VERSION]' by user '[USERNAME]' from host
'[USERIP]".

Device > Firmware
update failed

[LINKIDTAG]Firmware upgrade failed from
version '[OLDVERSION]' to version '[VERSION]'
by user '[USERNAME]' from host '[USERIP]'.

Device > Firmware
update started

[LINKIDTAG]Firmware upgrade started from
version '[OLDVERSION]' to version '[VERSION]'
by user '[USERNAME]' from host '[USERIP]'.

Device > Firmware
validation failed

[LINKIDTAG]Firmware validation failed by user
'[USERNAME]' from host '[USERIP]'.

Device > Hardware
failure present

[LINKIDTAG]Failure '[FAILURETYPESTR]'
asserted for component '[COMPONENTID]'.

[LINKIDTAG]Failure
'[FAILURETYPESTR]' deasserted for
component '[COMPONENTID]'.

Device > Device
identification changed

Config parameter '[CONFIGPARAM]' changed
to '[CONFIGVALUE]' by user '[USERNAME]'
from host '[USERIP]".

Device > An LDAP error
occurred

An LDAP error occurred: [ERRORDESC].

Device > Network
interface link state is up

The [IFNAME] network interface link is now
up.

The [IFNAME] network interface link
is now down.

Device > Peripheral
Device Firmware
Update

Firmware update for peripheral device
[EXTSENSORSERIAL] from [OLDVERSION] to
[VERSION] [SENSORSTATENAME].

Device > A Radius error
occurred

A Radius error occurred: [ERRORDESC].

Device > Raw
configuration
downloaded

[LINKIDTAG]Raw configuration downloaded by
user '[USERNAME]' from host '[USERIP]".

Device > Raw
configuration updated

[LINKIDTAG]Raw configuration updated by
user '[USERNAME]' from host '[USERIP]'.

Device > Sending SMS
message failed

Sending SMS message to '[PHONENUMBER]'
failed. [ERRORDESC]

Device > Sending SMTP
message failed

Sending SMTP message to '[SMTPRECIPIENTS]'
using server '[SMTPSERVER]' failed.
[ERRORDESC]

Device > Sending SNMP
inform failed or no
response

Sending SNMP inform to manager
[SNMPMANAGER]:[SNMPMANAGERPORT]
failed or no response. [ERRORDESC]
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Device > Sending Syslog
message failed

Sending Syslog message to server
[SYSLOGSERVER]:[SYSLOGPORT]
([SYSLOGTRANSPORTPROTO]) failed.
[ERRORDESC]

Device > System reset

[LINKIDTAG]System reset performed by user
'[USERNAME]' from host '[USERIP]'.

Device > System started

[LINKIDTAG]System started.

Device > A TACACS+
error occurred

A TACACS+ error occurred: [ERRORDESC].

Device > Unknown
peripheral device
attached

An unknown peripheral device with rom code
'[ROMCODE]' was attached at position
'[PERIPHDEVPOSITION]".

Device > Expansion unit
connected

Expansion unit connected.

Expansion unit disconnected.

Device > Wired network
authentication result

The network authentication on interface
[IFNAME] [NETAUTHRESULTSTR].

Door Access Control >
Door access denied

Door access was denied:
[DOORACCESSDENIALREASON]

Door Access Control >
Door access granted

Door access was granted, rule
'[DOORACCESSRULENAME]'
(IDOORACCESSRULEID])

Door Access Control >
Door access rule added

Door access rule '[DOORACCESSRULENAME]'
([IDOORACCESSRULEID]) was added by user
'[USERNAME]' from host '[USERIP]'

Door Access Control >
Door access rule
changed

Door access rule '[DOORACCESSRULENAME]'
([IDOORACCESSRULEID]) was changed by user
'[USERNAME]' from host '[USERIP]'

Door Access Control >
Door access deleted

Door access rule '[DOORACCESSRULENAME]'
([IDOORACCESSRULEID]) was deleted by user
'[USERNAME]' from host '[USERIP]'

Peripheral Device Slot >
Numeric Sensor >
Above upper critical
threshold

Peripheral device '[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] asserted
‘above upper critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Peripheral device
'[EXTSENSORNAME]" in
[FORMATTEDEXTSENSORSLOT]
deasserted 'above upper critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

Peripheral Device Slot >
Numeric Sensor >
Above upper warning
threshold

Peripheral device '[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] asserted
'above upper warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Peripheral device
'[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT]
deasserted 'above upper warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
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Peripheral Device Slot >
Numeric Sensor >
Below lower critical
threshold

Peripheral device '[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] asserted
'below lower critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Peripheral device
'[EXTSENSORNAME]" in
[FORMATTEDEXTSENSORSLOT]
deasserted 'below lower critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

Peripheral Device Slot >
Numeric Sensor >
Below lower warning
threshold

Peripheral device '[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] asserted
'below lower warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Peripheral device
'[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT]
deasserted 'below lower warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

Peripheral Device Slot >
Numeric Sensor >
Unavailable

Peripheral device '[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] has become
unavailable.

Peripheral device
'[EXTSENSORNAME]" in
[FORMATTEDEXTSENSORSLOT] is no
longer unavailable; it is now
[SENSORSTATENAME].

Peripheral Device Slot >
State Sensor / Actuator
> Alarmed

Peripheral device '[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] is
[SENSORSTATENAME].

Peripheral device
'[EXTSENSORNAME]" in
[FORMATTEDEXTSENSORSLOT] is
[SENSORSTATENAME].

Peripheral Device Slot >
State Sensor / Actuator
> Switched by user

Peripheral device '[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] has been
switched to [SENSORSTATENAME] by user
'[USERNAME]' from host '[USERIP]'.

Peripheral Device Slot >
State Sensor / Actuator
> Unavailable

Peripheral device '[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] has become
unavailable.

Peripheral device
'[EXTSENSORNAME]" in
[FORMATTEDEXTSENSORSLOT] is no
longer unavailable; it is now
[SENSORSTATENAME].

Keypad Management >
Keypad > PIN entered

PIN entered at Keypad
'[FORMATTEDKEYPADPATH]'".

Keypad Management >
Keypad attached

Keypad '[FORMATTEDKEYPADPATH]'
connected.

Keypad Management >
Keypad detached

Keypad '[FORMATTEDKEYPADPATH]'
disconnected.

Keypad Management >
Keypad settings
changed

Settings with name '[KEYPADNAME]' and
description '[KEYPADDESCRIPTION]' set at
Keypad '[FORMATTEDKEYPADPATH]' by user
'[USERNAME]' from host '[USERIP]'.

Linking > Link unit
added

Link unit [LINKID] ([LINKUNITHOST]) has been
added by user '[USERNAME]' from '[USERIP]".

Linking > Link unit
communication failed
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Communication with link unit [LINKID]
([LINKUNITHOST]) failed.

Communication with link unit
[LINKID] ([LINKUNITHOST]) is OK.
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Linking > Link unit
released

Link unit [LINKID] ([LINKUNITHOST]) has been
released by user '[USERNAME]' from
'[USERIP]".

Outlet Grouping >
Outlet Group > Outlet
Group Modified

Outlet group '[OUTLETGROUPID]' was
modified.

Outlet Grouping >
Outlet Group > Power
control > Power cycled

Outlet group '[OUTLETGROUPID]' power cycle
initiated by user '[USERNAME]' from host
'[USERIP]".

Outlet Grouping >
Outlet Group > Power
control > Powered off

Outlet group '[OUTLETGROUPID]' has been
powered off by user '[USERNAME]' from host
'[USERIP]'.

Outlet Grouping >
Outlet Group > Power
control > Powered on

Outlet group '[OUTLETGROUPID]' has been
powered on by user '[USERNAME]' from host
'[USERIP]".

Outlet Grouping >
Outlet Group > Sensor
> Above upper critical
threshold

Sensor '[OUTLETGROUPSENSOR]' on outlet
group '[OUTLETGROUPID]' asserted 'above
upper critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETGROUPSENSOR]' on
outlet group '[OUTLETGROUPID]'
deasserted 'above upper critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

Outlet Grouping >
Outlet Group > Sensor
> Above upper warning
threshold

Sensor '[OUTLETGROUPSENSOR]' on outlet
group '[OUTLETGROUPID]' asserted 'above
upper warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETGROUPSENSOR]' on
outlet group '[OUTLETGROUPID]'
deasserted 'above upper warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

Outlet Grouping >
Outlet Group > Sensor
> Below lower critical
threshold

Sensor '[OUTLETGROUPSENSOR]' on outlet
group '[OUTLETGROUPID]' asserted 'below
lower critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETGROUPSENSOR]' on
outlet group '[OUTLETGROUPID]'
deasserted 'below lower critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

Outlet Grouping >
Outlet Group > Sensor
> Below lower warning
threshold

Sensor '[OUTLETGROUPSENSOR]' on outlet
group '[OUTLETGROUPID]' asserted 'below
lower warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETGROUPSENSOR]' on
outlet group '[OUTLETGROUPID]'
deasserted 'below lower warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

Outlet Grouping >
Outlet Group > Sensor
> Reset

Sensor '[OUTLETGROUPSENSOR]' on outlet
group '[OUTLETGROUPID]' has been reset by
user '[USERNAME]' from host '[USERIP]".

Outlet Grouping >
Outlet Group > Sensor
> Unavailable

Sensor '[OUTLETGROUPSENSOR]' of outlet
group '[OUTLETGROUPID]' has become
unavailable.

Sensor '[OUTLETGROUPSENSOR]' on
outlet group '[OUTLETGROUPID]' is
no longer unavailable; it is now
[SENSORSTATENAME].
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Outlet Grouping >
Outlet Group Created

Outlet group '[OUTLETGROUPID]' was created.

Outlet Grouping >
Outlet Group Deleted

Outlet group '[OUTLETGROUPID]' was deleted.

PDU > Controller >
Communication failed

Communication with PDU [PDUNUMBER]
controller '[CONTROLLER]' (board ID
[BOARDID]) failed

Communication with PDU
[PDUNUMBER] controller
'[CONTROLLER]' (board ID
[BOARDID]) restored

PDU > Controller >
Firmware update

PDU [PDUNUMBER] controller
'[CONTROLLER]' with board ID [BOARDID] has
started firmware update

PDU [PDUNUMBER] controller
'[CONTROLLER]" with board ID
[BOARDID] has completed firmware
update

PDU > Controller >
Incompatible

PDU [PDUNUMBER] controller
'[CONTROLLER]' with board ID [BOARDID] is
incompatible

PDU [PDUNUMBER] controller
'[CONTROLLER]' with board ID
[BOARDID] is no longer incompatible

PDU > Controller > OK

PDU [PDUNUMBER] controller
'[CONTROLLER]' with board ID [BOARDID] is
OK

PDU [PDUNUMBER] controller
'[CONTROLLER]" with board ID
[BOARDID] is no longer OK

A dip event occurred on PDU [PDUNUMBER]

PDU > Inlet > Dip inlet '[INLET]' for [DIPSWELLDURATION] s with iﬁgii
a minimum voltage of [DIPSWELLVOLTAGE] V.
. The dip/swell event list for PDU
PDU > Inlet > Dip/swell . , , PX4 or
event list cleared [PDUNUMBER] inlet '[INLET]" was cleared by PROAX

user '[USERNAME]' from host '[USERIP]'.

PDU > Inlet > Enabled

PDU [PDUNUMBER] inlet '[INLET]' has been
enabled by user '[USERNAME]' from host
'[USERIP]".

PDU [PDUNUMBER] inlet '[INLET]'
has been disabled by user
'[USERNAME]' from host '[USERIP]'.

PDU > Inlet > Line Pair >
Sensor > Above upper
critical threshold

Sensor '[PDULINEPAIRSENSOR]' on line
'[INLETLINEPAIR]' of PDU [PDUNUMBER] inlet
'[INLET]" asserted 'above upper critical' at
[SENSORREADING] [SENSORREADINGUNIT].

Sensor '[PDULINEPAIRSENSOR]' on
line '[INLETLINEPAIR]' of PDU
[PDUNUMBER] inlet '[INLET]'
deasserted 'above upper critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Line Pair >
Sensor > Above upper
warning threshold

Sensor '[PDULINEPAIRSENSOR]' on line
'[INLETLINEPAIR]' of PDU [PDUNUMBER] inlet
'[INLET]' asserted 'above upper warning' at
[SENSORREADING] [SENSORREADINGUNIT].

Sensor '[PDULINEPAIRSENSOR]' on
line '[INLETLINEPAIR]' of PDU
[PDUNUMBER] inlet '[INLET]'
deasserted 'above upper warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
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PDU > Inlet > Line Pair >
Sensor > Below lower
critical threshold

Sensor '[PDULINEPAIRSENSOR]' on line
'[INLETLINEPAIR]' of PDU [PDUNUMBER] inlet
'[INLET]' asserted 'below lower critical' at
[SENSORREADING] [SENSORREADINGUNIT].

Sensor '[PDULINEPAIRSENSOR]' on
line '[INLETLINEPAIR]' of PDU
[PDUNUMBER] inlet '[INLET]'
deasserted 'below lower critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Line Pair >
Sensor > Below lower
warning threshold

Sensor '[PDULINEPAIRSENSOR]' on line
'[INLETLINEPAIR]' of PDU [PDUNUMBER] inlet
'[INLET]" asserted 'below lower warning' at
[SENSORREADING] [SENSORREADINGUNIT].

Sensor '[PDULINEPAIRSENSOR]' on
line '[INLETLINEPAIR]' of PDU
[PDUNUMBER] inlet '[INLET]'
deasserted 'below lower warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Line Pair >
Sensor > Unavailable

Sensor '[PDULINEPAIRSENSOR]' on line
'[INLETLINEPAIR]' of PDU [PDUNUMBER] inlet
'[INLET]' has become unavailable.

Sensor '[PDULINEPAIRSENSOR]' on
line '[INLETLINEPAIR]' of PDU
[PDUNUMBER] inlet '[INLET]' is no
longer unavailable; it is now
[SENSORSTATENAME].

A dip event occurred on pole '[INLETPOLE]' of
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PDU > Inlet > Pole > Dip PDU [PDUNUMBER] inlet '[INLET]' for PX4 or
[DIPSWELLDURATION] s with a minimum PRO4X
voltage of [DIPSWELLVOLTAGE] V.
The dip/swell event list for pole '[INLETPOLE]'
E'%L;N';'Ie;vz:to:ii: of PDU [PDUNUMBER] inlet '[INLET]' was PX4 or
cleared cleared by user '[USERNAME]' from host PRO4X
'[USERIP]".
Sensor '[PDUPOLESENSOR]' on pole
PDU > Inlet > Pole > Sensor '[PDUPOLESENSOR]' on pole '[INLETPOLE]' of PDU [PDUNUMBER]
Sensor > Above upper '[INLETPOLE]' of PDU [PDUNUMBER] inlet inlet '[INLET]' deasserted 'above
critical threshold '[INLET]' asserted 'above upper critical' at upper critical' at [SENSORREADING]
[SENSORREADING] [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
PDU > Inlet > Pole > Sensor '[PDUPOLESENSOR]' on pole '[INLETPOLE]' of PDU [PDUNUMBER]
Sensor > Above upper '[INLETPOLE]' of PDU [PDUNUMBER] inlet inlet '[INLET]' deasserted 'above
warning threshold '[INLET]" asserted 'above upper warning' at upper warning' at [SENSORREADING]
[SENSORREADING] [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
PDU > Inlet > Pole > Sensor '[PDUPOLESENSOR]' on pole '[INLETPOLE]' of PDU [PDUNUMBER]
Sensor > Below lower '[INLETPOLE]' of PDU [PDUNUMBER] inlet inlet '[INLET]' deasserted 'below
critical threshold '[INLET]" asserted 'below lower critical' at lower critical' at [SENSORREADING]
[SENSORREADING] [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Server
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PDU > Inlet > Pole >
Sensor > Below lower
warning threshold

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]' asserted 'below lower warning' at
[SENSORREADING] [SENSORREADINGUNIT].

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' deasserted 'below
lower warning' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Pole >
Sensor > Critical

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]' entered critical state.

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' exited critical state; it
is now [SENSORSTATENAME].

PDU > Inlet > Pole >
Sensor > Failed

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]' entered failed state.

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' exited failed state; it is
now [SENSORSTATENAME].

PDU > Inlet > Pole >
Sensor > Normal

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]' entered normal state.

Sensor '[PDUPOLESENSOR]' on pole

'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' exited normal state; it

is now [SENSORSTATENAME].

PDU > Inlet > Pole >
Sensor > Self-Test

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]' started self test.

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' finished self test; it is
now [SENSORSTATENAME].

PDU > Inlet > Pole >
Sensor > Unavailable

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]' has become unavailable.

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]" is no longer
unavailable; it is now
[SENSORSTATENAME].

PDU > Inlet > Pole >
Sensor > Warning

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]' entered warning state.

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' exited warning state; it
is now [SENSORSTATENAME].

PDU > Inlet > Pole >
Swell

A swell event occurred on pole '[INLETPOLE]'
of PDU [PDUNUMBER] inlet '[INLET]' for
[DIPSWELLDURATION] s with a maximum
voltage of [DIPSWELLVOLTAGE] V.

PX4 or
PRO4X

PDU > Inlet > Sensor >
Above upper critical
threshold

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' asserted 'above
upper critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]'
deasserted 'above upper critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Above upper warning
threshold

Server
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Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' asserted 'above
upper warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]'
deasserted 'above upper warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
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PDU > Inlet > Sensor >
Below lower critical
threshold

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]" asserted 'below
lower critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]'
deasserted 'below lower critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Below lower warning
threshold

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' asserted 'below
lower warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]'
deasserted 'below lower warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Critical

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' entered critical
state.

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' exited
critical state; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Failed

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' entered failed
state.

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' exited
failed state; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Fault

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' entered fault
state.

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' exited
fault state; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Normal

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' entered normal
state.

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' exited
normal state; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
OK

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' entered OK
state.

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' exited
OK state; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Reset

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' has been reset
by user '[USERNAME]' from host '[USERIP]'.

PDU > Inlet > Sensor >
Self-Test

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' started self test.

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]'
finished self test; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Unavailable

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' has become
unavailable.

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' is no
longer unavailable; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Warning

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' entered warning
state.

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' exited
warning state; it is now
[SENSORSTATENAME].
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A swell event occurred on PDU [PDUNUMBER]

Server

PDU > Inlet > Swell inlet '[INLET]' for [DIPSWELLDURATION] s with E)ééz;
a maximum voltage of [DIPSWELLVOLTAGE] V.
. PDU [PDUNUMBER] placed in Load Shedding | PDU [PDUNUMBER] removed from
:ggtzdmad Shedding > Mode by user '[USERNAME]' from host Load Shedding Mode by user
'[USERIP]". '[USERNAME]' from host '[USERIP]'.
Sensor '[PDUPOLESENSOR]' on pole
'[OUTLETPOLE]' of PDU
Sensor '[PDUPOLESENSOR]' on pole \ ,
PDU > Outlet > Pole > '[OUTLETPOLE]' of PDU [PDUNUMBER] outlet [PDUNUMBIER] outlet [OU'I.'L.ET]‘
Sensor > Above upper |, , , o deasserted 'above upper critical' at
critical threshold [OUTLET]' asserted 'above upper critical' at [SENSORREADING]
[SENSORREADING] [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
'[OUTLETPOLE]' of PDU
Sensor '[PDUPOLESENSOR]' on pole } ,
PDU > Outlet > Pole > '[OUTLETPOLE]' of PDU [PDUNUMBER] outlet [PDUNUMBIER] outlet [OUTLET] .
Sensor > Above upper |, , , o deasserted 'above upper warning' at
warning threshold [OUTLET]' asserted 'above upper warning' at [SENSORREADING]
[SENSORREADING] [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
i . '[OUTLETPOLE]' of PDU
Sensor '[PDUPOLESENSOR]' on pole ! ,
PDU > Outlet > Pole > {OUTLETPOLE]' of PDU [PDUNUMBER] outlet [PDUNUMBIER] outlet [OUTITET]I
Sensor > Below lower , , , L deasserted 'below lower critical' at
critical threshold [OUTLET]' asserted 'below lower critical' at [SENSORREADING]
[SENSORREADING] [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
'[OUTLETPOLE]' of PDU
Sensor '[PDUPOLESENSOR]' on pole \ ,
PDU > Outlet > Pole > '[OUTLETPOLE]' of PDU [PDUNUMBER] outlet [PDUNUMBIER] outlet [OUTLET] ‘
Sensor > Below lower , , , o deasserted 'below lower warning' at
warning threshold [OUTLET]" asserted 'below lower warning' at [SENSORREADING]
[SENSORREADING] [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
Sensor '[PDUPOLESENSOR]' on pole '[OUTLETPOLE]' of PDU
:5;1;2“5':;;::;‘7: '[OUTLETPOLE]' of PDU [PDUNUMBER] outlet | [PDUNUMBER] outlet '[OUTLET]' is
'[OUTLET]' has become unavailable. no longer unavailable; it is now
[SENSORSTATENAME].
PDU > Outlet > Power PDU [.PI.)FJNUMBER] Oll,lt|et [OUTLET'] power
control > Power cycled cycle initiated by user [USERNAME]' from
host '[USERIP]'.
PDU > Outlet > power | PPY [PDUNUMBER] outletl [OUTLET] ha|1s
control > Powered off been powered off by user '[USERNAME]' from
host '[USERIP]".
PDU > Outlet > power | PPY [PDUNUMBER] outlet' [OUTLET] h?s
control > Powered on been powered on by user '[USERNAME]' from
host '[USERIP]".
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PDU > Outlet > Sensor >
Above upper critical
threshold

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]" asserted
'above upper critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]'
deasserted 'above upper critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Outlet > Sensor >
Above upper warning
threshold

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]' asserted
'above upper warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]'
deasserted 'above upper warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Outlet > Sensor >
Below lower critical
threshold

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]' asserted
'below lower critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]'
deasserted 'below lower critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Outlet > Sensor >
Below lower warning
threshold

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]' asserted
'below lower warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]'
deasserted 'below lower warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Outlet > Sensor >
On

PDU [PDUNUMBER] outlet '[OUTLET]' state
sensor changed to on.

PDU [PDUNUMBER] outlet
'[OUTLET]' state sensor is no longer
on; it is now [SENSORSTATENAME].

PDU > Outlet > Sensor >
Reset

Sensor '[OUTLETSENSOR]' on outlet '[OUTLET]'
has been reset by user '[USERNAME]' from
host '[USERIP]".

PDU > Outlet > Sensor >
Unavailable

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]' has become
unavailable.

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]' is
no longer unavailable; it is now
[SENSORSTATENAME].

PDU > Outlet >
Suspended

PDU [PDUNUMBER] outlet '[OUTLET]' was
suspended after being suspected of having
caused an OCP trip event.

PDU > Overcurrent
Protector > Sensor >
Above upper critical
threshold

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' asserted 'above
upper critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' deasserted 'above
upper critical' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
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PDU > Overcurrent
Protector > Sensor >
Above upper warning
threshold

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' asserted 'above
upper warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' deasserted 'above
upper warning' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Below lower critical
threshold

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' asserted 'below
lower critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' deasserted 'below
lower critical' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Below lower warning
threshold

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' asserted 'below
lower warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' deasserted 'below
lower warning' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Critical

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' entered critical
state.

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' exited critical state;
it is now [SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Failed

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' entered failed
state.

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' exited failed state;
it is now [SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Normal

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' entered normal
state.

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' exited normal
state; it is now
[SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Open

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' is open.
[OCPTRIPCAUSEINFOQ]

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' is no longer open;
it is now [SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Self-Test

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' started self test.

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' finished self test; it
is now [SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Unavailable
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Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' has become
unavailable.

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' is no longer
unavailable; it is now
[SENSORSTATENAME].
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PDU > Overcurrent
Protector > Sensor >
Warning

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' entered warning
state.

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' exited warning
state; it is now
[SENSORSTATENAME].

PDU > Sensor > Above
upper critical threshold

PDU [PDUNUMBER] sensor '[PDUSENSOR]'
asserted 'above upper critical' at
[SENSORREADING] [SENSORREADINGUNIT].

PDU [PDUNUMBER] sensor
'[PDUSENSOR]' deasserted 'above
upper critical' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Sensor > Above
upper warning
threshold

PDU [PDUNUMBER] sensor '[PDUSENSOR]'
asserted 'above upper warning' at
[SENSORREADING] [SENSORREADINGUNIT].

PDU [PDUNUMBER] sensor
'[PDUSENSOR]' deasserted 'above
upper warning' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Sensor > Below
lower critical threshold

PDU [PDUNUMBER] sensor '[PDUSENSOR]'
asserted 'below lower critical' at
[SENSORREADING] [SENSORREADINGUNIT].

PDU [PDUNUMBER] sensor
'[PDUSENSOR]' deasserted 'below
lower critical' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Sensor > Below
lower warning
threshold

PDU [PDUNUMBER] sensor '[PDUSENSOR]'
asserted 'below lower warning' at
[SENSORREADING] [SENSORREADINGUNIT].

PDU [PDUNUMBER] sensor
'[PDUSENSOR]' deasserted 'below
lower warning' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Sensor > Fault

PDU [PDUNUMBER] sensor '[PDUSENSOR]'
entered fault state.

PDU [PDUNUMBER] sensor
'[PDUSENSOR]' exited fault state; it is
now [SENSORSTATENAME].

PDU > Sensor > Reset

PDU [PDUNUMBER] sensor '[PDUSENSOR]'
has been reset by user '[USERNAME]' from
host '[USERIP]".

PDU > Sensor >
Unavailable

PDU [PDUNUMBER] sensor '[PDUSENSOR]'
has become unavailable.

PDU [PDUNUMBER] sensor
'[PDUSENSOR]" is no longer
unavailable; it is now
[SENSORSTATENAME].

Active inlet on PDU [PDUNUMBER] transfer

PDU > Transfer Switch > | switch '[TRANSFERSWITCH]' changed to Transfer
Active inlet changed '[ACTIVEINLET]' due to switch
[TRANSFERSWITCHREASON].
Sensor '[TRANSFERSWITCHSENSOR]'
Sensor '[TRANSFERSWITCHSENSOR]' on PDU on PDU [PDUNUMBER] transfer
PDU > Transfer Switch > | [PDUNUMBER] transfer switch switch '[TRANSFERSWITCH]' Transfer
Sensor > Above upper | '[TRANSFERSWITCH]' asserted 'above upper deasserted 'above upper critical' at .
critical threshold critical' at [SENSORREADING] [SENSORREADING] switch
[SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
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PDU > Transfer Switch >

Sensor '[TRANSFERSWITCHSENSOR]' on PDU
[PDUNUMBER] transfer switch

Sensor '[TRANSFERSWITCHSENSOR]'
on PDU [PDUNUMBER] transfer
switch '[TRANSFERSWITCH]'

Sensor > Above upper | '[TRANSFERSWITCH]' asserted 'above upper deasserted 'above upper warning' at 'Sl'cji:cs;er
warning threshold warning' at [SENSORREADING] [SENSORREADING]
[SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[TRANSFERSWITCHSENSOR]'
Sensor '[TRANSFERSWITCHSENSOR]' on PDU on PDU [PDUNUMBER] transfer
PDU > Transfer Switch > | [PDUNUMBER] transfer switch switch '[TRANSFERSWITCH]' Transfer
Sensor > Below lower '[TRANSFERSWITCH]' asserted 'below lower deasserted 'below lower critical' at switch
critical threshold critical' at [SENSORREADING] [SENSORREADING]
[SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[TRANSFERSWITCHSENSOR]'
Sensor '[TRANSFERSWITCHSENSOR]' on PDU on PDU [PDUNUMBER] transfer
PDU > Transfer Switch > | [PDUNUMBER] transfer switch switch '[TRANSFERSWITCH]' Transfer
Sensor > Below lower '[TRANSFERSWITCH]' asserted 'below lower deasserted 'below lower warning' at switch
warning threshold warning' at [SENSORREADING] [SENSORREADING]
[SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
. Sensor '[TRANSFERSWITCHSENSOR]' on DU | SSnSO" '[TRANSFERSWITCHSENSOR]
PDU > Transfer Switch > . on PDU [PDUNUMBER] transfer Transfer
Sensor > Fault [PDUNUMBER] transfer switch switch '[TRANSFERSWITCH]' is switch
[TRANSFERSWITCH]' is [SENSORSTATENAME]. [SENSORSTATENAME].
Operational state of PDU
PDU > Transfer Switch > | Operational state of PDU [PDUNUMBER] [PDUNUMBER] transfer switch Transfer
Sensor > Non- transfer switch '[TRANSFERSWITCH]' is now '[TRANSFERSWITCH]' is no longer switch
redundant non-redundant. non-redundant; it is now
[SENSORSTATENAME].
Operational state of PDU
. Operational state of PDU [PDUNUMBER] [PDUNUMBER] transfer switch
PDU >Transfer Switch > |, 0 fer switch '[TRANSFERSWITCH]' is now | '[TRANSFERSWITCH]'is no longer | 2nsfer
Sensor > Normal L switch
normal. normal; it is now
[SENSORSTATENAME].
. Operational state of PDU
PDU > Transfer Switch > 32:2?::::,3:;??;;;;2EEES%JIT_SQ?EET‘]OW [PDUNUMBER] transfer switch Transfer
Sensor > Off off '[TRANSFERSWITCH]' is no longer off; | switch
’ it is now [SENSORSTATENAME].
Sensor '[TRANSFERSWITCHSENSOR]'
PDU > Transfer Switch > Sensor '[TRANSFERSWITCHSENSOR]' on PDU on PDU [PDUNUMBER] transfer Transfer
Sensor > Out of svnc [PDUNUMBER] transfer switch switch '[TRANSFERSWITCH]' is no switch
y '[TRANSFERSWITCH]' is out of sync. longer out of sync; it is now
[SENSORSTATENAME].
Operational state of PDU
. Operational state of PDU [PDUNUMBER] [PDUNUMBER] transfer switch
PDU >Transfer Switch > | 0t switch '[TRANSFERSWITCH]' is now | '[TRANSFERSWITCH]'is no longer | 2nsfer
Sensor > Standby switch
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standby; it is now
[SENSORSTATENAME].

285



Sensor '[TRANSFERSWITCHSENSOR]'
. Sensor '[TRANSFERSWITCHSENSOR]' on PDU on PDU [PDUNUMBER] transfer
EeDri:rT:aJrf;i;ﬁ‘:JZh > | [P)DUNUMBER] transfer switch switch '[TRANSFERSWITCH]' is no chi':z;er
'[TRANSFERSWITCH]' has become unavailable. | longer unavailable; it is now
[SENSORSTATENAME].
Port Fuse > Tripped Fuse of [FORMATTEDEXTPORT] is Fuse of [FORMATTEDEXTPORT] is
[FUSESTATENAME]. [FUSESTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
Power Metering Sensor '[PDUPOLESENSOR]' on pole '[CIRCUITPOLE]' of panel
Controller > Power '[CIRCUITPOLE]' of panel '[POWERMETER]' '[POWERMETER]' circuit '[CIRCUIT]' BCM2 /
Meter > Circuit > Pole > | circuit '[CIRCUIT]" asserted 'above upper deasserted 'above upper critical' at PMC
Sensor > Above upper | critical' at [SENSORREADING] [SENSORREADING]
critical threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
Power Metering Sensor '[PDUPOLESENSOR]' on pole '[CIRCUITPOLE]' of panel
Controller > Power '[CIRCUITPOLE]' of panel '[POWERMETER]' '[POWERMETER]' circuit '[CIRCUIT]' BCM2 /
Meter > Circuit > Pole > | circuit '[CIRCUIT]' asserted 'above upper deasserted 'above upper warning' at PMC
Sensor > Above upper | warning' at [SENSORREADING] [SENSORREADING]
warning threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
Power Metering Sensor '[PDUPOLESENSOR]' on pole '[CIRCUITPOLE]' of panel
Controller > Power '[CIRCUITPOLE]' of panel '[POWERMETER]' '[POWERMETER]' circuit '[CIRCUIT]'
L - . BCM2 /
Meter > Circuit > Pole > | circuit '[CIRCUIT]' asserted 'below lower deasserted 'below lower critical' at PMC
Sensor > Below lower critical' at [SENSORREADING] [SENSORREADING]
critical threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
Power Metering Sensor '[PDUPOLESENSOR]' on pole '[CIRCUITPOLE]' of panel
Controller > Power '[CIRCUITPOLE]' of panel '[POWERMETER]' '[POWERMETER]' circuit '[CIRCUIT]' BCM2 /
Meter > Circuit > Pole > | circuit '[CIRCUIT]" asserted 'below lower deasserted 'below lower warning' at PMC
Sensor > Below lower warning' at [SENSORREADING] [SENSORREADING]
warning threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Metering Sensor '[PDUPOLESENSOR]' on pole
Controller > Power Sensor '[PDUPOLESENSOR]' on pole '[CIRCUITPOLE]' of panel BCM2 /
o '[CIRCUITPOLE]' of panel '[POWERMETER]' '[POWERMETER]' circuit '[CIRCUIT]'
Meter > Circuit>Pole> | .~ ™ ; . . . o PMC
Sensor > Unavailable circuit '[CIRCUIT]" has become unavailable. is no longer unavailable; it is now
[SENSORSTATENAME].
Power Metering Sensor '[CIRCUITSENSOR]' on panel
Controller > Power Sensor '[CIRCUITSENSOR]' on panel '[POWERMETER]' circuit '[CIRCUIT]'
Meter > Circuit > '[POWERMETER]' circuit '[CIRCUIT]" asserted deasserted 'above upper critical' at | BCM2 /
Sensor > Above upper 'above upper critical' at [SENSORREADING] [SENSORREADING] PMC
critical threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Server
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Power Metering
Controller > Power

Sensor '[CIRCUITSENSOR]' on panel

Sensor '[CIRCUITSENSOR]' on panel
'[POWERMETER]' circuit '[CIRCUIT]'

- '[POWERMETER]' circuit '[CIRCUIT]" asserted deasserted 'above upper warning' at | BCM2 /
Meter > Circuit > , o
Sensor > Above upper above upper warning' at [SENSORREADING] [SENSORREADING] N PMC
warning threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Metering Sensor '[CIRCUITSENSOR]' on panel
Controller > Power Sensor '[CIRCUITSENSOR]' on panel '[POWERMETER]' circuit '[CIRCUIT]'
Meter > Circuit > '[POWERMETER]' circuit '[CIRCUIT]" asserted deasserted 'below lower critical' at BCM2 /
'below lower critical' at [SENSORREADING] [SENSORREADING] PMC
Sensor > Below lower -
critical threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Metering Sensor '[CIRCUITSENSOR]' on panel
Controller > Power Sensor '[CIRCUITSENSOR]' on panel '[POWERMETER]' circuit '[CIRCUIT]'
Meter > Circuit > '[POWERMETER]' circuit '[CIRCUIT]" asserted deasserted 'below lower warning' at | BCM2 /
Sensor > Below lower 'below lower warning' at [SENSORREADING] [SENSORREADING] PMC
warning threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Metering Sensor '[CIRCUITSENSOR]' on panel
Controller > Power '[POWERMETER]' circuit '[CIRCUIT]" has been BCM2 /
Meter > Circuit > reset by user '[USERNAME]' from host PMC
Sensor > Reset '[USERIP]'.
Power Metering , , Sensor '[CIRCUITSENSOR]' on panel
Controller > Power S[‘:,'(’)S\X/rEF[UC\'ARE%T]SE:\:CSSF][ co|; é’SI”T?' - '[POWERMETER]' circuit [CIRCUIT]" | BCM2 /
Meter > Circuit > become unavailable. is no longer unavailable; it is now PMC
Sensor > Unavailable [SENSORSTATENAME].
Power Metering AT , , ,
Controller > Power Circuit '[CIRCUIT]' on panel '[POWERMETER] BCM2 /
Meter > Circuit Created | Vo~ created. PMC
Power Metering Circuit '[CIRCUIT]' on panel '[POWERMETER]' BCM2 /
Controller > Power
Meter > Circuit Deleted | "2° deleted. PMC
Power Metering
Controller > Power Circuit '[CIRCUIT]' on panel '[POWERMETER]' BCM2 /
Meter > Circuit was modified. PMC
Modified
Sensor '[PDUPOLESENSOR]' on pole
Power Metering Sensor '[PDUPOLESENSOR]' on pole '[POWERMETERPOLE]' of power
Controller > Power '[POWERMETERPOLE]' of power meter meter '[POWERMETER]' deasserted BCM2 /
Meter > Pole > Sensor > | '[POWERMETER]' asserted 'above upper 'above upper critical' at PMC

Above upper critical
threshold
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Sensor '[PDUPOLESENSOR]' on pole
Power Metering Sensor '[PDUPOLESENSOR]' on pole '[POWERMETERPOLE]' of power
Controller > Power '[POWERMETERPOLE]' of power meter meter '[POWERMETER]' deasserted BCM2 /
Meter > Pole > Sensor > | '[POWERMETER]' asserted 'above upper 'above upper warning' at PMC
Above upper warning warning' at [SENSORREADING] [SENSORREADING]
threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
Power Metering Sensor '[PDUPOLESENSOR]' on pole '[POWERMETERPOLE]' of power
Controller > Power '[POWERMETERPOLE]' of power meter meter '[POWERMETER]' deasserted BCM2 /
Meter > Pole > Sensor > | '[POWERMETER]' asserted 'below lower 'below lower critical' at PMC
Below lower critical critical' at [SENSORREADING] [SENSORREADING]
threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
Power Metering Sensor '[PDUPOLESENSOR]' on pole '[POWERMETERPOLE]' of power
Controller > Power '[POWERMETERPOLE]' of power meter meter '[POWERMETER]' deasserted BCM2 /
Meter > Pole > Sensor > | '[POWERMETER]' asserted 'below lower 'below lower warning' at PMC
Below lower warning warning' at [SENSORREADING] [SENSORREADING]
threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Metering Sensor '[PDUPOLESENSOR]' on pole
Controller > Power Sensor '[PDUPOLESENSOR]' on pole '[POWERMETERPOLE]' of power BCM2 /
Meter > Pole > Sensor > '[POWERMETERPOLE]' of power meter meter '[POWERMETER]' is no longer PMC
Unavailable '[POWERMETER]' has become unavailable. unavailable; it is now
[SENSORSTATENAME].
Sensor '[POWERMETERSENSOR]' on
Power Metering Sensor '[POWERMETERSENSOR]' on power power meter '[POWERMETER]'
Controller > Power meter '[POWERMETER]' asserted 'above deasserted 'above upper critical'at | BCM2 /
Meter > Sensor > Above | upper critical' at [SENSORREADING] [SENSORREADING] PMC
upper critical threshold | [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Metering Sensor '[POWERMETERSENSOR]' on
Controller > Power Sensor '[POWERMETERSENSOR]' on power power meter '[POWERMETER]'
meter '[POWERMETER]' asserted 'above deasserted 'above upper warning' at | BCM2 /
Meter > Sensor > Above o
upper warning upper warning' at [SENSORREADING] [SENSORREADING] N PMC
threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[POWERMETERSENSOR]' on
Power Metering Sensor '[POWERMETERSENSOR]' on power power meter '[POWERMETER]'
Controller > Power meter '[POWERMETER]' asserted 'below lower | deasserted 'below lower critical' at BCM2 /
Meter > Sensor > Below | critical' at [SENSORREADING] [SENSORREADING] PMC
lower critical threshold | [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Metering Sensor '[POWERMETERSENSOR]' on
Controller > Power Sensor '[POWERMETERSENSOR]' on power power meter '[POWERMETER]'
Meter > Sensor > Below meter '[POWERMETER]' asserted 'below lower | deasserted 'below lower warning' at | BCM2 /
lower warning warning' at [SENSORREADING] [SENSORREADING] PMC
threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
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Power Metering

Sensor '[POWERMETERSENSOR]' on power

Controller > Power meter '[POWERMETER]' has been reset by IEE/II\QZ/
Meter > Sensor > Reset | user '[USERNAME]' from host '[USERIP]'".
Power Metering Sensor '[POWERMETERSENSOR]' on power Sensor [POW'ERMETERSENSOII?]. on
Controller > Power , ) power meter '[POWERMETER]'isno |BCM2 /
meter '[POWERMETER]' has become . L
Meter > Sensor > unavailable longer unavailable; it is now PMC
Unavailable ’ [SENSORSTATENAME].
Power Metering BCM2 /
Controller > Power Power meter '[POWERMETER]' was created.
PMC
Meter Created
Power Metering BCM2 /
Controller > Power Power meter '[POWERMETER]' was deleted.
PMC
Meter Deleted
Power Metering BCM2 /
Controller > Power Power meter '[POWERMETER]' was modified.
- PMC
Meter Modified
Server Monitoring > Error monitoring server '[MONITOREDHOST]": BCM2 /
Error [ERRORDESC] PMC
Server Monitoring > Server '[MONITOREDHOST]' is now being Server '[MONITOREDHOST]' is no BCM2 /
Monitored monitored. longer being monitored. PMC
Server Monitoring > Power control operation for BCM2 /
Power control '[MONITOREDHOST]' finished with result: PMC
completed [SERVERPOWERRESULT]
Server Monitoring > User [FJSERN%ME] initiated a poner control BCM2 /
Power control initiated operation for '[MONITOREDHOST]": PMC
[SERVERPOWEROPERATION]
Server Monitoring > Server '[MONITOREDHOST]' is unreachable. Server '[MONITOREDHOST]' is BCM2 /
Unreachable reachable. PMC
Server Monitoring > Connection to server '[MONITOREDHOST]' BCM2 /
Unrecoverable could not be restored. PMC
A test event was triggered by user
Test > Test Event '[USERNAME]".
Timer Event > Occurred | Timer event '[EVENTRULENAME]' occurred.
User Activity > User User '[USERNAME]' from host '[USERIP]' IUser [USFRNAME] from hos_t
accepted the Restricted . . [USERIP]' declined the Restricted
. accepted the Restricted Service Agreement. .
Service Agreement Service Agreement.
User Activity > Authentication failed for user '[USERNAME]'
Authentication failure | from host '[USERIP]".
User Activity > User User '[USERNAME]' from host '[USERIP]' User '[USERNAME]' from host
logon state logged in. '[USERIP]' logged out.
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Technology. 289

Abrand of Dlegrand



290

User Activity > Session
timeout

Session of user '[USERNAME]' from host
'[USERIP]' timed out.

User Activity > User
blocked

User '[USERNAME]' from host '[USERIP]' was
blocked.

User Administration >
Password changed

Password of user '[UMTARGETUSER]' changed
by user '[USERNAME]' from host '[USERIP]'.

User Administration >
Password settings
changed

Password settings changed by user
'[USERNAME]' from host '[USERIP]'.

User Administration >
Role added

Role '[UMTARGETROLE]' added by user
'[USERNAME]' from host '[USERIP]'.

User Administration >
Role deleted

Role '[UMTARGETROLE]' deleted by user
'[USERNAME]' from host '[USERIP]'.

User Administration >
Role modified

Role '[UMTARGETROLE]' modified by user
'[USERNAME]' from host '[USERIP]'.

User Administration >
User added

User [UMTARGETUSER]' added by user
'[USERNAME]' from host '[USERIP]'.

User Administration >
User deleted

User '[UMTARGETUSER]' deleted by user
'[USERNAME]' from host '[USERIP]'.

User Administration >
User modified

User '[UMTARGETUSER]' modified by user
'[USERNAME]' from host '[USERIP]'.

User Administration >
User renamed

User '[UMTARGETUSER]' renamed to
'[INEWUMTARGETUSER]' by user
'[USERNAME]' from host '[USERIP]'.

Webcam Management
> Image upload started

A snapshot upload of webcam
'[WEBCAMNAME]' to folder

[WEBCAMSNAPSHOTFOLDERURL] was started.

Webcam Management
> Webcam attached

Webcam '[WEBCAMNAME]'
('WEBCAMMODEL]') added to port
'[WEBCAMUSBPORT]'.

Webcam Management
> Webcam detached

Webcam '[WEBCAMNAME]'
('[WEBCAMMODEL]') removed from port
'[WEBCAMUSBPORT]'.

Webcam Management
> Webcam settings
changed

Webcam '[WEBCAMNAME]' settings changed
by user '[USERNAME]'

Available Actions

There are several built-in actions, which cannot be deleted. You can create additional actions for

responding to different events.
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Some actions have messages that you can customize using placeholders that will populate with specific
information when the message is generated. Custom messages with placeholders can be used in these
actions: Log event message, Send SMS, Send email (subject+body), Send webcam image (subject+body).

» To test an action:

Click the Test button next to the Action. The action is triggered and you can verify it.

Actions =+ Mew Action
Name & Type

System Evenl Log Action Log evenl message P Test

System SHNMP Notification Action Send SMNMP notification - Test

Systemn Tamper Alamm Alarm b Test

» Built-in actions:

System Event Log Action:
This action records the selected event in the internal log when the event occurs.
System SNMP Notification Action:

This action sends SNMP notifications to one or multiple IP addresses after the selected
event occurs.

Note: No IP addresses are specified for this notification action by default so you must enter IP
addresses before applying this action to any event rule. Any changes made to the 'SNMP
Notifications' section on the SNMP page will update the settings of the System SNMP Notification
Action, and vice versa.

System Tamper Alarm:

This action causes the PRO4X to show the alarm for the tamper sensor, if any, on the
Dashboard page until a person acknowledges it. By default, this action has been assigned
to the built-in tamper detection event rules.

» Actions you can create:

1)
2)

Server

Choose Device Settings > Event Rules > New Action.

Click the Action field to select an action type from the list.
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Action —- Select an action type - ¥

3) Available actions depend on your model. See next sections for details on each action you can
configure.

4) Click Create to save an action, then you can include it in an event rule.

Alarm

The Alarm is an action that requires users to acknowledge an alert. This helps ensure that the user is
aware of the alert.

If the Alarm action has been included in a specific event rule and no one acknowledges that alert after it
occurs, the PRO4X resends or regenerates an alert notification regularly until the alert is acknowledged
or the maximum number of alert notifications is sent. You can acknowledge an alert in the Dashboard.

» Operation:

== New Action '

1) Choose Device Settings > Event Rules >
2) Select Alarm from the Action list.

3) Inthe Alarm Notifications list box, specify one or multiple ways to issue the alert notifications.
Available methods vary, depending on how many notification-based actions have been created.
Notification-based action types include:

External beeper

Syslog message

Send email

Send SMS message

Internal beeper
If no appropriate actions are available, create them first.
a. To select any methods, select them one by one in the Available field.
To add all available methods, simply click Select All.

b. To delete any methods, click a method's x in the Selected field.
To remove all methods, simply click Deselect All.

4) To enable the notification-resending feature, select the 'Enable re-scheduling of alarm notifications'
checkbox.
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5)

6)

7)

In the 'Re-scheduling period' field, specify the time interval (in minutes) at which the alert
notification is resent or regenerated regularly.

In the 'Re-scheduling limit' field, specify the maximum number of times the alert notification is
resent. Values range from 1 to infinite.

(Optional) You can instruct the PRO4X to send the acknowledgment notification after the alarm is
acknowledged in the 'Acknowledgment notifications' field. Available methods are identical to those
for generating alarm notifications.

a. In the Available field, select desired methods, or click Select All.

b. Inthe Selected field, click any method's x to remove unnecessary ones, or click Deselect All.

Action Group

You can create an action group that performs up to 32 actions. After creating such an action group, you
can easily assign this set of actions to any event rule rather than selecting all needed actions one by one

per rule.

If the needed action is not available yet, create it first.

» Operation:

1)
2)
3)
4)
5)

Choose Device Settings > Event Rules > + New Action .

Select 'Execute an action group' from the Action list.
Select the actions to include in group from the 'Available actions' list, or click Select All.
To remove any action(s) from the 'Selected actions' field, click it's X.

Click Create to save the action.

Mew Action

Action name

Deselect Al

LI »Create

Change Load Shedding State

The "Change load shedding state" action is available only when your PRO4X is able to control outlet
power. Use this action to activate or deactivate the load shedding mode for responding to a specific
event.
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» Operation:

1) Choose Device Settings > Event Rules > + New Action .

2) Select 'Change load shedding state' from the Action list.

3) Inthe Operation field, select either one below:
e Start load shedding: Enters the load shedding mode when the specified event occurs.
e Stop load shedding: Quits the load shedding mode when the specified event occurs.

External Beeper

If an external beeper is connected, you can change the beeper's behavior or status to respond to a
certain event.

» To control the connected external beeper:

== New Action _

1) Choose Device Settings > Event Rules >
2) Select 'External beeper' from the Action list.

3) Inthe 'Beeper port' field, select the port where the external beeper is connected.
4) Inthe 'Beeper action' field, select an action for the external beeper to carry out.

e Alarm: Causes the external beeper to sound an alarm cycle every 20 seconds - stays on for 0.7
seconds and then off for 19.3 seconds.

e On: Turns on the external beeper so that it buzzes continuously.

e Off: Turns off the external beeper so that it stops buzzing.

Warning: If you create an event rule for the external beeper but disconnect it when an event causes it
to beep, the beeper no longer beeps after it is re-connected even though the event triggering the

beeping action remains asserted.

Internal Beeper

You can have the built-in beeper of the PRO4X turned on or off when a certain event occurs.

» Operation:

1) Choose Device Settings > Event Rules > + New Action .
2) Select 'Internal beeper' from the Action list.
3) Select an option from the Operation field.
e Turn beeper on: Turns on the internal beeper to make it buzz.
e Turn beeper off: Turns off the internal beeper to make it stop buzzing.

Log an Event Message

The option 'Log event message' records the selected events in the internal log.

A default log message will be generated for each type of event, or you can create a custom log message.
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» Operation:

1) Choose Device Settings > Event Rules > New Action.
2) Select 'Log an event message' from the Action list.

3) Select the 'Use custom log message' checkbox, and then create a custom message in the provided
text box.

¢ To automatically insert message placeholders, open the Custom Log Message Help section. Search
for placeholders and click to include them in your message.

4) Click Create.
Shut down a Server and Control its Power

The "Power control server" action is available only when your PRO4X is outlet-switching capable.

You can configure the PRO4X to shut down a specific server and then turn off its outlet(s), or turn on
that server's outlet(s) after a certain event occurs.

The server must be one of the servers being monitored by your PRO4X and the same PRO4X supplies
power to it. See Monitoring Server Accessibility (on page 325) .

Tip: If the server has multiple power cords, make sure all of its power cords are connected to the same
PRO4X and you have created an outlet group for controlling all outlets simultaneously.

» Operation:

== New Action _

2) Select 'Power control server' from the Action list.

1) Choose Device Settings > Event Rules >

3) Inthe Operation field, select an action for the server.
e Power up: Turns on the outlet or outlet group associated with the selected server.

e Graceful shutdown: Shuts down the selected server first and then turn off its associated outlet or
outlet group.

4) Select the server you want in the Server field.

¢ |f PRO4X cannot power control any server, a message 'Power control not configured' is shown in
the end of the server's host name or IP address.

Push Out Sensor Readings

You can configure the PRO4X to push sensor log to a remote server after a certain event occurs,
including logs of internal sensors, environmental sensors and actuators.

If you have connected asset strips, you can also configure the PRO4X to push the data to a server.

Before creating this action, make sure that you have properly defined the destination servers and the
data to be sent on the Data Push page.

Tip: To send the data at a regular interval, schedule this action. Note that the "Asset management log" is
generated only when there are changes made to any asset strips or asset tags, such as connection or
disconnection events.
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» Operation:

== New Action _

2) Select 'Push out sensor readings' from the Action list.

1) Choose Device Settings > Event Rules >

3) Select a server or host which receives the data in the Destination field.

¢ If the desired destination is not available yet, go to the Data Push page to specify it.

Record Snapshots to Webcam Storage

This option allows you to define an action that starts or stops a specific webcam from taking snapshots.

Per default the snapshots are stored on the PRO4X. It is recommended to specify a remote server to
store as many snapshots as possible.

» Operation:

== New Action _

2) Select 'Record snapshots to webcam storage' from the Action list.

1) Choose Device Settings > Event Rules >

3) Select a webcam in the Webcam field.
4) Select the action to perform - 'Start recording' or 'Stop recording.'
If 'Start recording' is selected, adjust the values of the following:
e Number of snapshots - the number of snapshots to be taken when the event occurs.

The maximum amount of snapshots that can be stored on the PRO4X is 10. If you set it
for a number greater than 10 and the storage location is on the PRO4X, after the 10th
snapshot is taken and stored, the oldest snapshots are overwritten. Storing snapshots on a
remote server does not have such a limitation.

¢ Time before first snapshot - the amount of time in seconds between when the event is triggered
and the webcam begins taking snapshots.

¢ Time between snapshots - the amount of time in seconds between when each snapshot is taken.

* Folder - names of the folders that will be automatically created to store webcam snapshots after
the recording action is triggered by the rule you will configure.
Note that the Folder field is available only when the selected webcam has been configured
to store its snapshots on an "FTP" server.

Folder name Definition
options
Serial number / Two folders will be created.

Webcam name e The parent folder's name is the serial number of PRO4X.

e The subfolder's name is the selected webcam's name.

Serial number / Three folders will be created.
Webcam name / Rule
name

e Definitions of the parent folder and first subfolder are the same as the first row.

e The final subfolder's name is the name of event rule that triggers this recording action.
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Folder name Definition

options
Serial number / Three folders will be created.
?/ebc?m name / e Definitions of the parent folder and first subfolder are the same as the first row.
imestamp
e The final subfolder's name is the time when the recording event occurs, which is the
accumulated time in seconds since 1970/1/1.
Serial number / Four folders will be created.

Webcam name / Rule

. e Definitions of the parent folder and first subfolder are the same as the first row.
name / Timestamp

e The second subfolder's name is the name of event rule that triggers this recording action.

e The final subfolder's name is the time when the recording event occurs, which is the
accumulated time in seconds since 1970/1/1.

Serial number / Three folders will be created.
Webcam name /

. e Definitions of the parent folder and first subfolder are the same as the first row.
Formatted timestamp

e The final subfolder's name is the time when the recording event occurs, which is a format
comprising year, month, date, hour, minute, second and timezone.

Serial number / Four folders will be created.
Webcam name / Rule

name / Formatted
timestamp e The second subfolder's name is the name of event rule that triggers this recording action.

e Definitions of the parent folder and first subfolder are the same as the first row.

e The final subfolder's name is the time when the recording event occurs, which is a format
comprising year, month, date, hour, minute, second and timezone.

The timestamp is based on the time you have configured on the PRO4X.
To find the serial number of your PRO4X, go to Maintenance > Device Information.

Send Email

You can configure emails to be sent when an event occurs and can customize the message.

Messages consist of a combination of free text and placeholders. The placeholders represent
information which is pulled from the PRO4X and inserted into the message.

For example:

[USERNAME] logged into the device on [DATETIME]

translates to

Mary logged into the device on 2022-January-30 21:00

» Operation:

== New Action _

1) Choose Device Settings > Event Rules >
2) Select 'Send email' from the Action list.

3) Inthe 'Recipient email addresses' field, specify the email address(es) of the recipient(s). Use a
comma to separate multiple email addresses.
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4) By default, the SMTP server specified on the SMTP Server page will be the SMTP server for
performing this action.

To use a different SMTP server, select the 'Use custom settings' radio button.
Default messages are sent based on the event.
5) If needed, you can customize the subject and messages sent via this email.
e Select the 'Custom subject' checkbox, and enter the text you prefer as this email's subject.

e Select the 'Use custom log message' checkbox, and then create a custom message up to 1024
characters in the provided field.

¢ To automatically insert message placeholders, open the Custom Log Message Help section. Search
for placeholders and click to include them in your message.

6) Click Create.
Send Sensor Report

You may set the PRO4X so that it automatically reports the latest readings or states of one or multiple
sensors by sending a message or email or simply recording the report in a log. These sensors can be
either internal or environmental sensors listed below.

® Inlet sensors, including RMS current, RMS voltage, active power, apparent power, power factor and
active energy.

e Qutlet sensors, including RMS current, RMS voltage, active power, apparent power, power factor,
active energy and outlet state (for outlet-switching capable PDUs only).

e Qvercurrent protector sensors, including RMS current and tripping state.

e Peripheral device sensors, which can be any environmental sensor packages connected to the
PRO4X, such as temperature or humidity sensors.

SeeSend Sensor Report Example (on page 305).

» Operation:

== New Action '

2) Select 'Send sensor report' from the Action list.

1) Choose Device Settings > Event Rules >

3) Inthe 'Destination actions' section, select the method(s) to report sensor readings or states. The
number of available methods varies, depending on how many messaging actions have been created.

The messaging action types include:
® Log event message
® Syslog message
¢ Send email
e Send SMS message
4) If no messaging actions are available, create them now.
5) Inthe 'Available sensors' field, select the desired target's sensor.

a. Click the first |E| to select a target component from the list.
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5 Peripheral Devices & Temperature 1 (+]

L]

b. Click the second |E| to select the specific sensor for the target from the list.

5 Peripheral Devices 3 Temperature 1 [+]

L]

o

C. Click to add the selected sensor to the Report Sensors list box.

For example, to monitor the current reading of the Inlet 1, select Inlet 1 from the left
field, and then select RMS Current from the right field.

6) To report additional sensors simultaneously, repeat the above step to add more sensors.

@

e To remove any sensor from the 'Report sensors' list box, select it and click . To make
multiple selections, press Ctrl+click or Shift+click to highlight multiple ones.

Peripheral Devices » Tempenatune 1

T — T

Peripheral Devices - Relative Humidity 1

Report sensora

Available sensces v FPeripheral Devices. ¢ OnfOHT D

7) Toimmediately send out the sensor report, click Send Report Now.

Tip: When intending to send a sensor report using custom messages, use the placeholder
[SENSORREPORT] to report sensor readings.

Send SMS Message

You can configure SMS messages to be sent when an event occurs and can customize the message.

A supported modem, such as the Cinterion® GSM MC52i modem, must be plugged into the PRO4X in
order to send SMS messages.

Note: The PRO4X cannot receive SMS messages.

Only the 7-bit ASCII charset is supported for SMS messages. Messages consist of a combination of free
text and placeholders. The placeholders represent information retrieved from the device and inserted
into the message. For example:
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[USERNAME] logged into the device on [TIMESTAMP]
translates to

Mary logged into the device on 2012-January-30 21:00

» Operation:

1) Choose Device Settings > Event Rules > + New Action .
2) Select 'Send SMS message' from the Action list.
3) Inthe 'Recipient phone number' field, specify the phone number of the recipient.

4) Select the 'Use custom log message' checkbox, and then create a custom message in the provided
text box.

e To automatically insert message placeholders, open the Custom Log Message Help section. Search
for placeholders and click to include them in your message.

5) Click Create.

Send Snapshots via Email

This option notifies one or multiple persons for the selected events by emailing snapshots or videos
captured by a connected Logitech® webcam.

» Operation:

== New Action _

2) Select 'Send snapshots via email' from the Action list.

3) Inthe 'Recipient email addresses' field, specify the email address(es) of the recipient(s). Use a
comma to separate multiple email addresses.

4) By default, the SMTP server specified on the SMTP Server page will be the SMTP server for
performing this action.

To use a different SMTP server, select the 'Use custom SMTP server' checkbox. The fields for

customized SMTP settings appear.

5) Select the webcam that is capturing the images you want sent in the email.

1) Choose Device Settings > Event Rules >

6) Adjust the values of the following:

e Number of snapshots - the number of snapshots to be taken when the event occurs. For example,
you can specify 10 images be taken once the event triggers the action.

e Snapshots per mail - the number of snapshots to be sent at one time in the email.

¢ Time before first snapshot - the amount of time in seconds between when the event is triggered
and the webcam begins taking snapshots.

e Time between snapshots - the amount of time in seconds between when each snapshot is taken.

7) If needed, you can customize the subject and messages sent via this email.
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e Select the 'Custom subject' checkbox, and enter the text you prefer as this email's subject.

e Select the 'Use custom log message' checkbox, and then create a custom message up to 1024
characters in the provided field.

¢ To automatically insert message placeholders, open the Custom Log Message Help section. Search
for placeholders and click to include them in your message.

8) Click Create.
Send an SNMP Notification

This option sends an SNMP notification to one or multiple SNMP destinations.

» Operation:

1) Choose Device Settings > Event Rules > + New Action .
2) Select 'Send SNMP notification' from the Action list.

3) Select the type of SNMP notification. See either procedure below according to your selection.
» To send SNMP v2c notifications:

1) Inthe 'Notification type' field, select 'SNMPv2c trap' or 'SNMPv2c inform.'
2) For SNMP INFORM communications, leave the resend settings at their default or do the following:

a. In the Timeout field, specify the interval of time, in seconds, after which a new inform
communication is resent if the first is not received. For example, resend a new inform
communication once every 3 seconds.

b. Inthe 'Number of retries' field, specify the number of times you want to re-send the inform
communication if it fails. For example, inform communications are re-sent up to 5 times when
the initial communication fails.

3) Inthe Host fields, enter the IP address of the device(s) you want to access. This is the address to
which notifications are sent by the SNMP system agent.

4) Inthe Port fields, enter the port number used to access the device(s).

5) Inthe Community fields, enter the SNMP community string to access the device(s). The community
is the group representing the PRO4X and all SNMP management stations.

Tip: An SNMP v2c notification action permits only a maximum of three SNMP destinations. To assign
more than three SNMP destinations to a specific rule, first create several SNMP v2c notification actions,
each of which contains completely different SNMP destinations, and then add all of these SNMP v2c
notification actions to the same rule.
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» To send SNMP v3 notifications:

1) Inthe 'Notification type' field, select 'SNMPv3 trap' or 'SNMPv3 inform.'
2) For SNMP TRAPs, the engine ID is prepopulated.
3) For SNMP INFORM communications, leave the resend settings at their default or do the following:

a. In the Timeout field, specify the interval of time, in seconds, after which a new inform
communication is resent if the first is not received. For example, resend a new inform
communication once every 3 seconds.

b. Inthe 'Number of retries' field, specify the number of times you want to re-send the inform
communication if it fails. For example, inform communications are re-sent up to 5 times when
the initial communication fails.

4) For both SNMP TRAPS and INFORMS, enter the following as needed and then click OK to apply the
settings:

a. Host name
b. Port number
C. User ID for accessing the host -- make sure the User ID has the SNMPv3 permission.

d. Select the host security level

Security level  Description

"noAuthNoPriv" Select this if no authorization or privacy protocols are
needed.

"authNoPriv" Select this if authorization is required but no privacy
protocols are required.

e Select the authentication protocol - MD5 or SHA

e Enter the authentication passphrase and then confirm
the authentication passphrase

"authPriv" Select this if authentication and privacy protocols are
required.

e Select the authentication protocol - MD5 or SHA

e Enter the authentication passphrase and confirm the
authentication passphrase

e Select the Privacy Protocol - DES or AES

e Enter the privacy passphrase and then confirm the
privacy passphrase

Start or Stop a Lua Script

If you have created or loaded a Lua script file into the PRO4X, you can have that script automatically run
or stop in response to a specific event.

See Lua Scripts (on page 334).
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» To automatically start or stop a Lua script:

1) Choose Device Settings > Event Rules > + New Action .

2) Select 'Start/stop Lua script' from the Action list.

3) Inthe Operation field, select 'Start script' or 'Stop script.’'

4) In the Script field, select the script that you want it to be started or stopped when an event occurs.
Scripts must be pre-loaded.

5) To apply different arguments than the default, do the following. Note that the newly-added
arguments will override this script's default arguments.

a. Click Add Argument.
b. Type the key and value.

* To remove any existing argument, click adjacent to it.

Switch Outlet Group

The "Switch outlet group" action is available only when your PRO4X is outlet-switching capable. This
action turns on, off or power cycles a specific outlet group.

» Operation:

1) Choose Device Settings > Event Rules > + New Action .
2) Select 'Switch outlet group' from the Action list.
3) To specify the outlet group where this action will be applied, select it from the 'Group to switch' list.
4) Inthe Operation field, select an operation for the selected outlet group.
e Turn on all outlets in group: Turns on the selected outlet group.
e Turn off all outlets in group: Turns off the selected outlet group.

e Cycle all outlets in group: Cycles power to the selected outlet group.

Switch Outlets

The "Switch outlets" action is available only when your PRO4X is outlet-switching capable. This action
turns on, off or power cycles a specific outlet.

» Operation:

1) Choose Device Settings > Event Rules > + New Action .

2) Select 'Switch outlets' from the Action list.

3) Inthe Operation field, select an operation for the selected outlet(s).
e Turn outlet on: Turns on the selected outlet(s).
e Turn outlet off: Turns off the selected outlet(s).

e Cycle outlet: Cycles power to the selected outlet(s).
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4) To specify the outlet(s) where this action will be applied, select them one by one from the 'Available
outlets' list.

e To add all outlets, click Select All.

5) Toremove any outlets from the 'Selected outlets' field, click that outlet's X .
6) If 'Turn outlet on' or 'Cycle outlet' is selected, choose to select the 'Use sequence order and delays'
checkbox so that all selected outlets will follow the power-on sequence defined on the Outlets page.

Switch Peripheral Actuator

If you have any actuator connected to the PRO4X, you can set up the PRO4X so it automatically turns on
or off the system controlled by the actuator when a specific event occurs.

» Operation:

1) Choose Device Settings > Event Rules > + New Action .

2) Select 'Switch peripheral actuator' from the Action list.

3) Inthe Operation field, select an operation for the selected actuator(s).
e Turn on: Turns on the selected actuator(s).
e Turn off: Turns off the selected actuator(s).

4) To select the actuator(s) where this action will be applied, select them one by one from the
'Available actuators' list.

e To add all actuators, click Select All.

x .

5) Toremove any selected actuator from the 'Selected actuators' field, click that actuator's

Syslog Message

Use this action to automatically forward event messages to the specified syslog server. Determine the
syslog transmission mechanism you prefer when setting it up - UDP, TCP or TLS over TCP.

PRO4X may or may not detect the syslog message transmission failure. If yes, it will log this syslog
failure as well as the failure reason in the event log.

» Operation:

1) Choose Device Settings > Event Rules > New Action.

2) Select 'Syslog message' from the Action list.

3) Inthe 'Syslog server' field, specify the IP address to which the syslog is forwarded.

4) Inthe 'Transport protocol' field, select one of the syslog protocols: TCP, UDP or TCP+TLS. The default

is UDP.
Transport  Next steps
protocols
UDP e Inthe 'UDP port' field, type an appropriate port number. Default is 514.
e Select the 'Legacy BSD syslog protocol' checkbox if applicable.
TCP NO TLS certificate is required. Type an appropriate port number in the 'TCP port' field.
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Transport  Next steps
protocols

A TLS certificate is required. Do the following:

a. Type an appropriate port number in the 'TCP port' field. Default is 6514.

b. In the 'CA certificate' field, click Browse to select a TLS certificate. After importing the
certificate, you may:

e Click Show to view its contents.

TCP+TLS
C. Determine whether to select the 'Allow expired and not yet valid certificates' checkbox.

e To always send the event message to the specified syslog server as long as a TLS
certificate is available, select this checkbox.

e To prevent the event message from being sent to the specified syslog server when any
TLS certificate in the selected certificate chain is outdated or not valid yet, deselect this
checkbox.

Scheduling an Action

An action can be regularly performed at a preset time interval instead of being triggered by a specific
event. For example, you can make the PRO4X report the reading or state of a specific sensor regularly
by scheduling the "Send sensor report" action.

When scheduling an action, make sure you have a minimum of 1-minute buffer between this action's
creation and first execution time. Otherwise, the scheduled action will NOT be performed at the

specified time when the buffer time is too short. For example, if you want an action to be performed at
11:00 am, you should finish scheduling it at 10:59 am or earlier.

» Operation:

< New Scheduled Action

2) To select any action(s), select them one by one from the 'Available actions' list.

1) Choose Device Settings > Event Rules >

¢ To select all available actions, click Select All.

x .

3) Toremove any action(s) from the 'Selected actions' field, click that action's
e To remove all actions, click Deselect All.

4) Select the desired frequency in the 'Execution time' field, and then specify the time interval or a
specific date and time in the field(s) that appear. Use the clock and calendar tools to choose the
schedule. Use the AM/PM button to toggle time settings.

Send Sensor Report Example

To create a scheduled action for emailing a temperature sensor report hourly, it requires:

e A'Send email' action
e A'Send sensor report' action

e Atimer - thatis, the scheduled action
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» Steps:

to create a 'Send email' action that sends an email to the desired

1 Click == New Action
recipient(s).
¢ |n this example, this action is named Email a Sensor Report.

e The subject and content of this email can be customized.

Mew Action
Acfion Narma Ermail a Sénsod Report
Action Send email T
Recipient emabil addresses [T-mirsapes Erarian com
&  Use default seftings
Server name: 152 1568 5,50
SMTP strvoe Sener emad addiesa masagerErardan st
Settings can be changed in SMTP Server seflings.
Uz custom saflings
Custcem subject | Sensor Report [EXTSENSOR] - [EXTSENSORMAME]
L& custom log missage o
This fellowing i the complete sensor repon =
[ZENEORRERDHT]
Custom log message
92 charachers renainkhg
Moancel o Crooto
== New Action

Click to create a 'Send sensor report' action that includes the 'Email a Sensor
Report' action as its destination action.

® In this example, this action is named Send Temperature Sensor Readings.

® You can specify more than one temperature sensor as needed in this action.
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Splect A Daselect AN

Poevighumal Darwicsra « Tamnparirhurs 1
Pavigherral Darecorn « Teoperartare 3

Repart progaen

L "] L Pecphoni Bevicen 3 Belation Mumidey | D

Sl Pt Wiy

Pgte' Appried pavucr rdy can b chariged in the Cefee? Prelemncen

MTancel  WF Covabe

1) Click == New Scheduled Action

Sensor Readings' action hourly.

to create a timer for performing the 'Send Temperature

® In this example, the timer is named Hourly Temperature Sensor Reports.

e To perform the specified action at 12:30 pm, 01:30 pm, 02:30 pm, and so on, select Hourly, and set
the Minute to 30.
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Mew Scheduled Action

Timer name Hourly Temperature Senaor Reports

Enabled L4

Executtion time Hourly

Mirte a0

Selaciad actiona Send Temperature Sensor Readings X

Availalle mctions = Select an ifem -

Select il Ceselect Al

MCancel « Creale

e An email containing the specified temperature sensor readings will be sent hourly every day. If you

no longer need the report, you can disable the timer by clearing the Enabled checkbox.

Placeholders for Custom Messages

Actions that include messages allow you to customize text and include placeholders that retrieve system
information and include it in the message.

Supported actions:

e Send email

e Send snapshots via email

e Send SMS

® Logevent message

The following are placeholders that can be used in custom messages. Because the placeholders employ
square brackets, you must precede with a backslash any other square brackets that must be included in
your message. For example, \[ \].

If a placeholder is used in a situation where the information cannot be retrieved, it will be shown as
"unknown" in the message.

Placeholder
[AMSBLADESLOTPOSITION]
[AMSLEDCOLOR]
[AMSLEDMODE]
[AMSLEDOPMODE]
[AMSNAME]

[AMSNUMBER]

Definition

The (horizontal) slot position inside a blade extension
The RGB LED color

The LED indication mode

The LED operating mode

The name of an asset strip

The numeric ID of an asset strip
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Placeholder
[AMSRACKUNITPOSITION]
[AMSSTATE]

[AMSTAGID]
[CARDREADERCHANNEL]
[CARDREADERDESCRIPTION]
[CARDREADERID]
[CARDREADERMANUFACTURER]
[CARDREADERNAME]
[CARDREADERPRODUCT]
[CARDREADERSERIALNUMBER]
[COMPONENTID]
[CONFIGPARAM]
[CONFIGVALUE]

[DATETIME]

[DEVICEIP]

[DEVICENAME]
[DEVICESERIAL]
[DIPSWELLDURATION]

[DIPSWELLVOLTAGE]

[DOORACCESSDENIALREASON]
[DOORACCESSRULEID]
[DOORACCESSRULENAME]
[ERRORDESC]
[EVENTRULENAME]
[EXTPORTNAME]

[EXTSENSOR]
[EXTSENSORNAME]

[EXTSENSORSLOT]
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Definition

The (vertical) rack unit position

The human-readable state of an asset strip

The asset tag ID

The channel number of a card reader

The custom description of a card reader

The id of a card reader

The manufacturer of a card reader

The custom name of a card reader

The product name of a card reader

The serial number of a card reader

The ID of a hardware component

The name of a configuration parameter

The new value of a parameter

The human readable timestamp of the event occurrence
The IP address of the device the event occurred on

The name of the device the event occurred on

The unit serial number of the device the event occurred on
The formatted duration of the dip/swell event in seconds

The formatted minimum/maximum voltage during the dip/swell event in
volts

The reason for the door access being denied
The id of a door access rule

The name of a door access rule

The error message

The name of the matching event rule

The name of an external port

The peripheral device identifier

The name of a peripheral device

The ID of a peripheral device slot
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Placeholder
[FAILURETYPE]
[FAILURETYPESTR]
[FUSESTATENAME]
[IFNAME]

[INLET]
[INLETLINEPAIR]
[INLETPOLE]
[INLETSENSOR]
[ISASSERTED]
[KEYPADCHANNEL]
[KEYPADDESCRIPTION]
[KEYPADID]
[KEYPADMANUFACTURER]
[KEYPADNAME]
[KEYPADPIN]
[KEYPADPRODUCT]
[KEYPADSERIALNUMBER]
[LINKIDTAG]

[LINKID]
[LINKUNITHOST]
[LOGMESSAGE]
[MONITOREDHOST]
[NETAUTHRESULTSTR]
[NEWUMTARGETUSER]
[OCP]

[OCPSENSOR]
[OCPTRIPCAUSELABEL]

[OCPTRIPCURRENT]

Definition

The numeric hardware failure type

The textual hardware failure type

The human readable state of a fuse

The human readable name of a network interface
The inlet label

The inlet line pair identifier

The inlet power line identifier

The inlet sensor name

Boolean flag whether an event condition became true (1) or false (0)
The channel number of a keypad

The custom description of a keypad

The id of a keypad

The manufacturer of a keypad

The custom name of a keypad

The PIN entered at a keypad

The product name of a keypad

The serial number of a keypad

Link ID prefix for link unit events, empty otherwise
The link ID of a link unit

The host name or IP address of a link unit

The original log message

The name or IP address of a monitored host

The network authentication result string (‘succeeded' or 'failed')
The new target user of a user rename operation

The overcurrent protector label

The overcurrent protector sensor name

The label of the outlet that likely caused the OCP trip

The current flow before the trip event
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Placeholder
[OLDDATETIME]
[OLDVERSION]

[OUTLET]
[OUTLETGROUPID]
[OUTLETGROUPNAME]
[OUTLETGROUPSENSOR]

[OUTLETNAME]

[OUTLETPOLE]
[OUTLETSENSOR]
[PDULINEPAIRSENSOR]
[PDUNUMBER]
[PDUPOLESENSOR]
[PDUSENSOR]
[PERIPHDEVPOSITION]
[PHONENUMBER]
[PORTID]

[PORTTYPE]

[RADIUSERRORDESC]
[ROMCODE]
[SENSORREADING]
[SENSORREADINGUNIT]
[SENSORREPORT]
[SENSORSTATENAME]

[SENSORTHRESHOLDNAMIE]
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Definition

The device date and time before a clock change

The firmware version the device is being upgraded from
The outlet label

The outlet group ID

The outlet group name

The outlet group sensor name

The outlet name

Note: If any outlet does not have a name, neither an outlet name
nor an outlet number will be shown in the custom message for it.
Therefore, it is recommended to check the availability of all outlet
names if intending to use this placeholder.

The outlet power line identifier

The outlet sensor name

The sensor name for a certain line pair

The PDU number in a cascade

The sensor name for a certain power line

The PDU sensor name

The position of an attached peripheral device

The destination phone number of an outgoing SMS message

The label of the external port the event-triggering device is connected to

The type of the external port (e.g. 'feature' or 'auxiliary') the event-
triggering device is connected to

The Radius error message

The romcode of an attached peripheral device
The value of a sensor reading

The unit of a sensor reading

The formatted sensor report contents

The human readable state of a sensor

The name of the threshold being crossed
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Placeholder Definition
[SENSORTHRESHOLDVALUE] The value of the threshold being crossed
[SERVERPOWEROPERATION] The power control operation that was initiated on a server (on/off)

[SERVERPOWERRESULT] The result of a power control operation

[SMARTCARDID]
[SMARTCARDTYPE]
[SMTPRECIPIENTS]
[SMTPSERVER]
[SYSCONTACT]
[SYSLOCATION]
[SYSNAME]

[TIMEREVENTID]

[TIMESTAMP]

[UMTARGETROLE]
[UMTARGETUSER]
[USERIP]
[USERNAME]

[VERSION]

The id of a smart card

The type of a smart card

The list of recipients of an outgoing mail
The name or IP address of an SMTP server
SNMP MIB-II sysContact field

SNMP MIB-II sysLocation field

SNMP MIB-II sysName field

The id of a timer event

The timestamp of the event occurrence

The target role of a user management operation
The target user of a user management operation
The IP address a user connected from
The user who performed an operation

The firmware version the device is upgrading to

Editing or Deleting a Rule/Action

You can change the settings of an event rule, action or scheduled action, or delete them.

Exception: Some settings of the built-in event rules or actions are not user-configurable. You cannot
delete built-in rules and actions.
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» To edit or delete an event rule, action or scheduled action:

1) Choose Device Settings > Event Rules.
2) Click an item in the list of rules, actions or scheduled actions to open its page.
¢ To modify settings, make changes and then click Save.

e To delete it, click the Delete icon then confirm.
Sample Event Rules

Sample PDU-Level Event Rule

In this example, we want the PRO4X to record the firmware upgrade failure in the internal log when it
happens.

The event rule involves:

e Event: Device > Firmware update failed

e Action: System Event Log Action

» To create this PDU-level event rule:

1) For an event at the PDU level, select "Device" in the Event field.
2) Select "Firmware update failed" so that the PRO4X responds to the event related to firmware
upgrade failure.

3) To make PRO4X record the firmware update failure event in the internal log, select "System Event
Log Action" in the 'Available actions' field.

Event Device 1 v
Firmware update falked 2 ¥

Selected actions 3 System Event Log Action X

Avaitable actions Solect an item L
Sedect All Deselect All

X Cancoel o Cresle

Sample Outlet-Level Event Rule

In this example, we want the PRO4X to send SNMP notifications to the SNMP manager for any sensor
change event of outlet 3.
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The event rule involves:

e Event: Outlet > Outlet 3 > Sensor > Any sub-event
e Action: System SNMP Notification Action

» To create this outlet-level event rule:

1) For an event at the outlet level, select "Outlet" in the Event field.
2) Select "Outlet 3" because that is the desired outlet.
3) Select "Sensor" to refer to sensor-related events.

4) Select "Any sub-event" to include all events related to all sensors of this outlet and all thresholds,
such as current, voltage, upper critical threshold, upper warning threshold, lower critical threshold,
lower warning threshold, and so on.

5) To make PRO4X send SNMP notifications, select "System SNMP Notification Action" in the 'Available
actions' field.

Note: The SNMP notifications may be SNMP v2c or SNMP v3 traps/informs, depending on the settings for
the System SNMP Notification Action. See Enabling and Configuring SNMP.

Evant Oustat 1 v
Curthet 3 2 v
Sensol 3 v
<y sub-gvent> 4 T

Selected actions 5 Swstem SNMP Notification Action X

Available attions - Sedect an item - v

Select All Deselect All

M Cancel o Cregla

Then the SNMP notifications are sent when:
® Any numeric sensor's reading enters the warning or critical range.
e Any sensor reading or state returns to normal.
® Any sensor becomes unavailable.
e The active energy sensor is reset.
® Any state sensor changes its state.

For example, when the outlet 3's voltage exceeds the upper warning threshold, the SNMP
notifications are sent, and when the voltage drops below the upper warning threshold, the
SNMP notifications are sent again.
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Sample Inlet-Level Event Rule

In this example, we want the PRO4X to send SNMP notifications to the SNMP manager for any sensor
change event of the Inlet I1.

The event rule involves:

e Event: Inlet > Sensor > Any sub-event
e Action: System SNMP Notification Action

» To create the above event rule:

1) For an event at the inlet level, select "Inlet" in the Event field.

2) Select "Sensor" to refer to sensor-related events.

3) Select "Any sub-event" to include all events related to all sensors of this inlet and all thresholds,
such as current, voltage, upper critical threshold, upper warning threshold, lower critical threshold,
lower warning threshold, and so on.

4) To make the PRO4X send SNMP notifications, select "System SNMP Notification Action" in the
'Available actions' box.

Note: The SNMP notifications may be SNMP v2c or SNMP v3 traps/informs, depending on the settings for
the System SNMP Notification Action. See Enabling and Configuring SNMP.

Ewvent Iribet 1 v
Sensor 2 L]
< Afiy sub-dvints 3  J

Selected actions 4 System SHMFP Notification Action X

Available actions — Select an item — -
Selact All Deselect All

X Canced o Croata

Then the SNMP notifications are sent when:
® Any numeric sensor's reading enters the warning or critical range.
¢ Any sensor reading or state returns to normal.

e Any sensor becomes unavailable.

The active energy sensor is reset.

For example, when the Inlet I1's voltage exceeds the upper warning threshold, the SNMP
notifications are sent, and when the voltage drops below the upper warning threshold, the
SNMP notifications are sent again.
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Sample Environmental-Sensor-Level Event Rule

This section applies to outlet-switching capable models only.

In this example, we want PRO4X to activate the load shedding function when a contact closure sensor
enters the alarmed state. This event rule requires creating a new action before creating the rule.

Step 1: create a new action for activating the load shedding

== New Action _

2) Inthis illustration, assign the name "Activate Load Shedding" to the new action.

1) Choose Device Settings > Event Rules >

3) Inthe Action field, select "Change load shedding state."
4) In the Operation field, select "Start load shedding."

New Action
Action name Activate Load Shedding 2
Action Change load shedding state 3 v
Operation Start load shedding a v

X Cancel " Create

5) Click Create.

After the new action is created, follow the procedure below to create an event rule that triggers the
load shedding mode when the contact closure sensor enters the alarmed state. This event rule involves
the following:

e Event: Peripheral Device Slot > Slot 1 > State Sensor/Actuator > Alarmed/Open/On
e Trigger condition: Alarmed
e Action: Activate Load Shedding

Step 2: create the contact closure-triggered load shedding event rule

1 Click == New Rule

2) In this illustration, assign the name "Contact Closure Triggered Load Shedding" to the new rule.
3) Inthe Event field, select "Peripheral Device Slot" to indicate we are specifying an event related to
the environmental sensor package.

4) Select the ID number of the desired contact closure sensor. In this illustration, the ID number of the
desired contact closure sensor is 1, so select Slot 1.

on the Event Rules page.
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Note: ID numbers of all sensors/actuators are available on the Peripherals page.

5) Select "State Sensor/Actuator" because the contact closure sensor is a state sensor.

6) Select "Alarmed" since we want the PRO4X to respond when the selected contact closure sensor
changes its state related to the "alarmed" state.

7) Inthe 'Trigger condition' field, select the Alarmed/Open/On radio button so that the action is taken
only when the contact closure sensor enters the alarmed state.

8) Select "Activate Load Shedding" from the 'Available actions' list.

Event Paripharal Device Slot 3 r
Slot 1 [On/oHf 1) 4 J
State Sensor f Actuator S v
&larmed / Open S On -ﬁ L
Trigger condition ? @ Algrmed / open / on
Na longer alammed £ closed f off
Bath
Selected actions 8 Activate Load Shedding X
Available actions - Select an iem - v

Select AN Deselect AN

¥cancel «F Create

A Note about Infinite Loop

You should avoid building an infinite loop when creating event rules.

The infinite loop refers to a condition where the PRO4X keeps busy because the action or one of the
actions taken for a certain event triggers an identical or similar event which will result in an action
triggering one more event.

» Example 1

This example illustrates an event rule which continuously causes the PRO4X to send out email

messages.
Event selected Action included
Device > Sending SMTP message failed Send email
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» Example 2

This example illustrates an event rule which continuously causes the PRO4X to send out SMTP messages
when one of the selected events listed on the Device menu occurs. Note that <Any sub-event> under
the Device menu includes the event "Sending SMTP message failed."

Event selected Action included
Device > Any sub-event Send email
Example 3

This example illustrates a situation where two event rules combined regarding the outlet state changes
causes the PRO4X to continuously power cycle outlets 1 and 2 in turn.

Event selected Action included

Outlet > Outlet 1 > Sensor > Outlet State > On/Off > ' Cycle Outlet 2

Both (trigger condition) (Switch outlets --> Cycle Outlet --> Outlet 2)

Outlet > Outlet 2 > Sensor > Outlet State > On/Off >  Cycle Outlet 1

Both (trigger condition) (Switch outlets --> Cycle Outlet --> Outlet 1)

A Note about Untriggered Rules

In some cases, a measurement exceeds a threshold causing an alert. The measurement then returns to
a value within the threshold, but the PRO4X does not generate an alert message for the Deassertion
event. Such scenarios can occur due to the hysteresis tracking the PRO4X uses. See "To De-assert" and
Deassertion Hysteresis.

Setting Data Logging

The data log stores records of each internal sensor's readings. You can configure the log capacity and
the frequency that measurements are taken and stored. The total size of the data log is limited due to
memory constraints. For example, for a PDU with 500 sensors, the effective log size cannot be more
than 200 records. A log capacity warning appears if the desired log capacity is higher than the effective
log capacity.

You can configure how often measurements are written into the data log using the Measurements Per
Log Entry field. Since the internal sensors are measured every second, specifying a value of 60, for
example, would cause measurements to be written to the data log once every minute. Whenever
measurements are written to the log, three values for each sensor are written: the average, minimum
and maximum values. For example, if measurements are written every minute, the average of all
measurements that occurred during the preceding 60 seconds along with the minimum and maximum
measurement values are written to the log.

The device's SNMP agent must be enabled. In addition, using an NTP time server ensures accurately
time-stamped measurements.

Server
Technology.

Abrand of Dllegrand



By default, data logging is enabled. You must have the "Administrator Privileges" or "Change Pdu, Inlet,
Outlet & Overcurrent Protector Configuration" permissions to change the setting.

Important: The third-party management solutions like PowerlQ rely on the data logging feature, and the
settings should be changed only in accordance with those systems' requirements.

» To configure the data logging feature:

1)
2)
3)
4)
5)

6)

7)

Server

Choose Device Settings > Data Logging.

To enable the data logging feature, select the "Enable" checkbox in the General Settings section.
Measurements Per Log Entry: Valid range is from 1 to 600. The default is 60.

Log capacity: Valid range varies, from 60 to 20,000.

Enable data log backup: Select this checkbox to enable an automatic USB backup of your data log.
USB stick with specially configured file required, see procedure below.

Verify that all sensor logging is enabled. If not, click Enable All at the bottom of the page to have all
sensors selected.

Click Save.

Data Logging
Enable data logging o
Measurements per log entry 60
Degired log capacity 170

Enable data log backup v

ke famrd 48 PNy g -~

# e
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» Enable Data Log Backup:

This feature allows backup of the data log on a USB drive. After a power outage, when the PRO4X
reboots, if a USB stick with a valid command is found, the data log is automatically repopulated from

the backup.

To Prepare USB:
Before connecting a USB drive to the PRO4X, configure a file with these details:

1) Create a text file containing:
e user=<admin_username>
e password=<admin_user_password>
e destroy_and_format_for_storage=true
2) Save the file as "fwupdate.cfg" on the USB drive.
3) Make sure the Enable Data log backup checkbox is selected in Device Settings > Data Logging.
4) Connect the USB drive to the device.

On the console of the PRO4X, you will see the USB drive is reformatted and existing contents
are removed. Once formatting is done, data is started to be backed up on the USB.

Note: Backed up data on the USB is in encrypted form.

Configuring Data Push Settings

You can push the sensor or asset strip data to a remote server for data synchronization. The destination
and authentication for data push have to be configured properly on the PRO4X.

The data will be sent in JSON format using HTTP POST requests. Each push message contains exactly one
JSON object. The data format is formally defined in IDL files, sharing several definitions from the JSON-
RPC data model. IDL files are available by launching JSON-RPC online help, which is available on the

Support site for your product.
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After configuring the destination and authentication settings, do either or both of the following:

e To perform the data push after the occurrence of a certain event, create the data push action and
assign it to an event rule.

e To push the data at a regular interval, schedule the data push action.

» To configure data push settings:

1) Choose Device Settings > Data Push.

2) To specify a destination, click + New Destination .

3) Set up the URL field.
a. Select http or https.
b. Type the URL or host name in the accompanying text box.

4) |If selecting https, a CA certificate is required for making the connection. Click Browse to install it.
Then you can:

e Click Show to view the certificate's content.
e Click Remove to delete the installed certificate if it is inappropriate.
5) If the destination server requires authentication, select the 'Use authentication' checkbox, and enter
the following data.
e User name comprising up to 64 characters
e Password comprising up to 128 characters
6) Inthe 'Entry type' field, determine the data that will be transmitted.
® Asset management tag list: Transmit the information of the specified asset strip(s), including the

general status of the specified strip(s) and a list of asset tags. The asset tags list also includes the
tags on blade extension strips, if any.

* Asset management tag log: Transmit the log of all asset strips, which is generated when there are
changes made to asset tags and asset strips, including asset tag connection or disconnection
events.

e Sensor log: Transmit the record of all logged sensors, including their sensor readings and/or status.
Logged sensors refer to all internal and/or environmental sensors/actuators that you have selected
on the Data Logging page.

7) If 'Asset management tag list' is selected in the above step, specify the asset strip(s) whose
information to send. Depending on your PDU model, only one strip may be available.

¢ To specify the asset strip(s), select them one by one from the Available AMS Ports list. Or click
Select All to add all.

e To remove the asset strip(s), click that asset strip's X in the Selected AMS Ports field. Or click
Deselect All to remove all.

8) Click Create.

9) Repeat the same steps for additional destinations. Up to 64 destinations are supported.
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» To immediately push out the data:

1) Onthe Data Push page, choose the data source you want to push out.
2) Click the Push Now button.

» To cancel a data push:

e You can cancel the push in progress: Click Cancel.

» To modify or delete data push settings:

1) On the Data Push page, click the one you want in the list.
2) Perform either action below.

¢ To modify settings, make necessary changes and then click Save.

 Delete

e To delete it, click , and then confirm it on the confirmation message.

Data Push Format Examples

Sensor Log

The root object of the message is a SensorLogPushMessage structure. It comprises a list of sensor
descriptors and a list of log rows.

» Sensor descriptors:
The sensor descriptor vector contains static information of all logged sensors, including:

e The electrical component a sensor is associated with. For example, an inlet pole or an overcurrent
protector.

e The sensor's type. For example, RMS current or active energy.

e Unit and range of the sensor's readings.

» Log rows:

Each log row consists of a time stamp (accumulated seconds since 1/1/1970) and a list of log records --
one for each logged sensor.

The length and order of the record list is the same as the sensor descriptor vector.

Sensor Descriptors for Inlet Active Power

The following illustrates a descriptor for an inlet active power sensor.

The metadata field is relevant only to numeric sensors so the readingtype field is displayed twice
in the illustration.

The comment beginning with // in each line, is added to the following illustration to help explain it.
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Log Rows

Hdayica®: |

meypet: 0, 7,
"lakel™: vI1Y, i
"linat: 0 i

I

"id": "activePower", r

"readingtype™: 0, rr

“matadata®: |
neypets |

"readingtype": 0, I

"type": 5§, £

"unit™: 3 i
I
"decdigita™: 0, r
"accuracy": 1.0, "
"resclutien™: 1.0, rr
"tolerance: 1.5, i
“range™: |

"lower®: 0.0, i

"uppec”: I0000.0 rr

Inlet sensor (see DeviceType anumsration)
Inlec labal: Il
Power line; nor applicable for inler sensars

Senszor idencificaticn
Feading type: mmeric

Repding type: mmmaric
Sensor type: Active power
reading unit: wWatt

Ho decimal digics

Aocuracy: 1 parcant

Reading resolucion: 1 W
Ferding tolerance: +/- 1.5 W

Minimm reading: O W
Maximm reading: 30 kW

The following illustrates log rows with only one sensor record shown.

The actual length and order of log rows will be the same as those of sensors descriptors.

The comment beginning with // in each line, is added to the following illustration to help explain it.

"rimescaEp™: 1334032832,
"recorda™: |
i
"available™: True,
“raksnValidSarplas™: &0,
=scace™: 5,
"mipValue™: S800.0,
=avgValue™: 5500.0,
“mawtalue™: €100.0

ff Time stamp (secords since 1/1/1970)

#/ This record is available

i Wumber of valld samples in this leog pericd
! Sensor was in normal Tange

#f Minimms ssnsor valoe: 5.8 kb

! RAwerage sensor value: 5.9 ki

FF Mawimgs sgnace valuos: 6.1 kW

£ [...] oecord for next sensor

Asset Management Tag List

The root object of the asset management tag list message is an AssetStripsMessage structure. It
contains current data about all connected asset management strips and tags, which is similar to the

illustration below.
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"assetStripa®™: [

"seripInfo®: |
“bladedverflow®: falas,
"bladeTagtount™: 0O,
"cascadeScace”: 0,
"componantCount™: 1,
"majinTagCount™: 2,
"maxBladeTagCtount™: 128,
“macMainTaglount™: &4,
"rackUnitCount™: 48

| P

"deviceInfo": {
appversicn®: 24,
"bootVersion™: &,
“deviceld™: 48,
"hardwareld™: 2,
=isCascadable®: falas,
"orientaticnSensfvailable™: trus,
*protocolversion®: 257,
"rackinicCountConfigurable™: True

]'i

"sattinga: {
"rackinicCount™: 48,
“name": “Asset Strip 1",
"scanMode™: 0,

"defaultColorConnected™: { "z™: 0,
"dafaulecolarpisconnected": [ "rT:

“"mmberingMode™: 1,
*mumberingoffaec”: 1,
“crientaticn™: O

(Continued)

"cags™: [

"sackinickhumber™: 4,
"alotMumbar™: O,
“familyDesc™: “Unkmown®,
“rawld": “DEADBEERQQQ0=,
"programmable®: 0

|

{
“rackUnitcihamber”: 5,
“slotHumber™: O,
"familyDesc®: "Unknown®,
"rawId": "DEADBEEFQS00",
“programmable™: 0

}

g 258, "L L0}
235, "gT: 0, "H i 0},
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Asset Management Tag Log

The root object of the asset management log message is an AssetLogPushMessage structure. It
contains a list of tag or strip events since the last successful push.

The comment beginning with // in each line, is added to the following illustration to help explain it.

Arecords®;: [

=timeatamp®: 1334052852, fF Time stamp [secocds since 151719T4)

"eypaT: 1, 00 empty, 1: tag conmected, 2: tag disconpactad,
#f 3: asset strip scate changed

“asserCStripdumbart: 0O, #f maset strip number

"rackimiciesber™ @ 10, J/F Rack unit namber

“rackimitPosition® 1 12, #f Rack wnit position

“alotiasher=, /f Blade extension slot nuosher

“tagId®, {f Tha ID of the Asset management tag

“atate™: 5, Jf Sensor was in pormal raege

“parentBladeTd", #f ID of the parent blade sxtension tag

“state®: O AF 0 disconnectsd, 1: fiomars gpdate,

if o3

{ 2: ansupporesd, 3: available

A [...] maxt Eecspd

Monitoring Server Accessibility

You can monitor whether specific IT devices are alive by having the PRO4X continuously ping them. An
IT device's successful response to the ping commands indicates that the IT device is still alive and can be
remotely accessed.

This function is especially useful when you are not located in an area with Internet connectivity.

PRO4X can monitor any IT device, such as database servers, remote authentication servers, power
distribution units (PDUs), and so on. It supports monitoring a maximum of 64 IT devices.

To perform this feature, you need the Administrator Privileges.

The default ping settings may not be suitable for monitoring devices that require high connection
reliability so it is strongly recommended that you should adjust the ping settings for optimal results.

In addition, if your PRO4X is outlet switching capable, you can even connect a monitored IT device to
one or multiple outlets of PRO4X and then have PRO4X perform the following two actions as needed, in
addition to monitoring its status:

e  First shut down the monitored IT device.

e After the IT device is shut down, power off the outlet(s) where that device is connected.

Important: Not every IT device can be shut down by PRO4X so it is suggested to
verify whether the device can be shut down using a shutdown command. For
example, PRO4X cannot shut down a PDU with a shutdown command.
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» To add IT equipment for ping monitoring:

1) Choose Device Settings > Server Reachability.

2) Click

== Monitor New Server

3) By default, the "Enable ping monitoring for this server" checkbox is selected. If not, select it to

enable this feature.

4) Configure the following.

Field

IP address/hostname

Number of successful
pings to enable feature

Wait time after
successful ping

Wait time after
unsuccessful ping

Number of consecutive
unsuccessful pings for
failure

Wait time before
resuming pinging after
failure

Number of consecutive
failures before disabling
feature (0 = unlimited)

Description

IP address or host name of the IT equipment which you
want to monitor.

The number of successful pings required to declare
that the monitored equipment is "Reachable." Valid
range is 0 to 200.

The wait time before sending the next ping if the
previous ping was successfully responded. Valid range
is 5 to 600 (seconds).

The wait time before sending the next ping if the
previous ping was not responded. Valid range is 3 to
600 (seconds).

The number of consecutive pings without any response
before the monitored equipment is declared
"Unreachable." Valid range is 1 to 100.

The wait time before the PRO4X resumes pinging after
the monitored equipment is declared "Unreachable."
Valid range is 1 to 1200 (seconds).

The number of times the monitored equipment is
declared "Unreachable" consecutively before the
PRO4X disables the ping monitoring feature for it and
shows "Waiting for reliable connection." Valid range is
0 to 100.

5) On a PDU with outlet switching capability, there is one more checkbox available -- Power control

enabled.

To be able to shut down and power control the monitored IT device via the Server Reachability
page, enable this checkbox and configure related settings, which are explained in the following

table.
6) Click Create.

7) To add more IT devices, repeat the same steps.

» To configure the shutdown and power control settings:

Restriction: To make the power control feature work properly, the power cord(s) of the monitored IT
device must be connected to the same PDU which is monitoring the IT device.
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Field

Shutdown
command

User name,

Password

SSH port

Power target
to switch

Method of
checking

successful
shutdown

Server
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Description

This is the command which is sent to the monitored IT device via
SSH for shutting it down after you press the Shutdown button on
PRO4X.
e GNU/Linux:
This option sends the GNU/Linux shutdown
command.
e  Windows:
This option sends the Windows shutdown
command.
e Custom:
If the monitored device's system is neither GNU/
Linux nor Windows, choose this option to specify a
proper shutdown command, which can comprise a
maximum of 1024 ASCII characters.

Specify user credentials for logging in to the monitored device via
SSH.

e User name:
The name comprises up to 128 non-empty ASCII
characters.

e Password:

The password comprises up to 128 ASCII
characters.

The monitored device's SSH port.

e Defaultis 22.

Select the outlet or outlet group that is powering the monitored
device.

This field determines when PRO4X will power off the outlet(s)
that supplies power to the monitored device, after PRO4X issues
the shutdown command to that device.

e Timer:

e PRO4X will power off the selected outlet or outlet group after
the time specified in the 'Timer delay' field expires.Active
power drop:

PRO4X will power off the selected outlet(s) after
the active power value of the selected outlet or
outlet group drops below the value specified in the
'Active power threshold' field.

Note: Number of available methods is model dependent.
The 'Active power drop' method is available only on models
with outlet metering capability.
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Field Description

Timer delay

This field appears for the 'Timer' method.

Valid values range between 5 and 10,000 seconds.

Active power

threshold The field appears for the 'Active power drop' method.
Valid values range between 0 and 21,000 W.

Timeout for

SE“tiOW” This field appears for the 'Active power drop' method.

chec

Valid values range between 5 and 10,000 seconds.

The power-off operation is performed only when the active power
value of the selected outlet or outlet group drops below the
'Active power threshold' within the period of time specified in this
field.

If the active power value drops below the 'Active power
threshold' after the specified time expires, the power-off
operation will NOT be performed.

Server Status Checking or Power Control

Not all models supports the shutdown and power control features via the Server Reachability page.

After adding IT equipment for monitoring, all IT devices are listed on the Server Reachability page.

Server Reachability = Monitor New Server
IP Address/Hostname & Ping Enabled Status Power Control
100.192.3.55 yes Waiting for reliable connection {dizabled)
150.33.84.99 yes Waiting for rellable connection Server power is off
www.legrand com yes Reachable Server power ls on
www.raritan.com yes Reachable Server power is on

In the beginning, the status of the added IT equipment shows "Waiting for reliable connection," which
means the requested number of consecutive successful or unsuccessful pings has not reached before
PRO4X can declare that the monitored device is reachable or unreachable.
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» To check the server monitoring states and results:

1) The column labeled "Ping Enabled" indicates whether the monitoring for the corresponding IT

device is activated or not.

2) The column labeled "Status" indicates the accessibility of monitored equipment.

Status Description

Reachable The monitored equipment is accessible.

Unreachable The monitored equipment is inaccessible.

Waiting for reliable The connection between the device and the monitored
connection equipment is not reliably established yet.

3) If your model supports outlet switching, one more column displays -- Power Control.

Power control  Description
status

(disabled) Power control is not enabled for the monitored equipment.

Server poweris  The outlet or outlet group associated with the monitored

on equipment is being powered on.

e Inthe scenario where an 'outlet group' is associated with the
equipment, the message 'Server power is on' is shown as long
as one of the outlets in the outlet group remains powered on.

Server power is  The outlet or all outlets of the outlet group associated with the
off monitored equipment are being powered off.

Server is shutting ' The shutdown command was sent to the monitored equipment,

down but the shutdown operation has not completed or succeeded yet.
Power state Cannot determine the power state of the outlet(s) associated
unknown with the monitored device.

For example, maybe the outlet group associated with the

monitored device has been deleted.

» To shut down a monitored device:

1) Select the IT device that you want to shut down.
2) Click Shutdown.
3) Confirm the operation when prompted.

4) Observe the Power Control status of the monitored device to make sure the shutdown operation

succeeds.
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» To power on a monitored device:

1) Select the IT device that you want to turn on.

2) Click Power Up.

3) Confirm the operation when prompted.

4) Observe the Power Control status of the monitored device to make sure the power-on operation
succeeds.

Editing or Deleting Ping Monitoring Settings

You can edit the ping monitoring settings of any IT device or simply delete it if no longer needed.

» To modify or delete any monitored IT device:

1) Choose Device Settings > Server Reachability.
2) Click the desired one in the list.
3) Perform the desired action.

ﬁﬁ Delete

¢ To modify settings, make necessary changes and then click Save. To delete it, click
on the top-right corner.

Example: Ping Monitoring and SNMP Notifications

In this illustration, it is assumed that a significant PDU (IP address: 192.168.84.95) shall be monitored by
your PRO4X to make sure that PDU is properly operating all the time, and the PRO4X must send out
SNMP notifications (trap or inform) if that PDU is declared unreachable due to power or network
failure. The prerequisite for this example is that the power sources are different between your PRO4X

and the monitored PDU.

This requires the following two steps.
» Step 1: Set up the ping monitoring for the target PDU

1) Choose Device Settings > Server Reachability.

2 cick T Monitor New Server

3) Ensure the "Enable ping monitoring for this server" checkbox is selected.
4) Enter the data shown below.

e Enter the server's data.

Field Data entered
IP address/hosthname 192.168.84.95

¢ To make the PRO4X declare the accessibility of the monitored PDU every 15 seconds (3 pings * 5
seconds) when that PDU is accessible, enter the following data.

Field Data entered

Number of successful pings to enable feature 3
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Field Data entered
Wait time after successful ping 5

* To make the PRO4X declare the inaccessibility of the monitored PDU when that PDU becomes
inaccessible for around 12 seconds (4 seconds * 3 pings), enter the following data.

Field Data entered
Wait time after unsuccessful ping 4
Number of consecutive unsuccessful pings for failure 3

¢ To make the PRO4X stop pinging the target PDU for 60 seconds (1 minute) after the PDU
inaccessibility is declared, enter the following data. After 60 seconds, the PRO4X will re-ping the

target PDU,
Field Data entered
Wait time before resuming pinging after failure 60

e The "Number of consecutive failures before disabling feature (0 = unlimited)" can be set to any
value you want.

5) Click Create.
» Step 2: Create an event rule to send SNMP notifications for the target PDU

1) Choose Device Settings > Event Rules.

2 Click £ New Rule

3) Select the Enabled checkbox to enable this new rule.

4) Configure the following.
Field/setting  Data specified

Rule name Send SNMP notifications for PDU (192.168.84.95)
inaccessibility

Event Choose Server Monitoring > 192.168.84.95 > Unreachable

Trigger condition ' Select the Unreachable radio button

This will make the PRO4X react only when the target PDU becomes inaccessible.
5) Select the System SNMP Notification Action.
Front Panel Settings

You can set up the default mode of the front panel display, and front panel functions for outlet
switching, actuator control, beeper mute or RCM self-test.

Note that available front panel settings are model dependent.
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e Qutlet switching -- available on outlet-switching capable models only.
e Actuator control -- available on all models.
e Internal beeper's mute function -- available on all models

e Default front panel mode setup -- available on all models, except for the PX3-3000 series, which
does NOT provide inlet sensor information.

e RCM self-test -- available on those models which support residual current monitoring.

To configure the front panel settings:

1) Choose Device Settings > Front Panel.
2) Configure the following:

¢ To configure the default view of the LCD display, select one mode below.

Note: The default view is shown in the automatic mode.

Mode Data entered

Automatic mode The LCD display cycles through both the inlet and overcurrent
protector information. This is the default.
Overcurrent protector information is available only when your

PRO4X has overcurrent protectors.

Inlet overview The LCD display cycles through the inlet information only.

¢ To enable the front panel outlet-switching function, select the 'Outlet switching' checkbox.

¢ To enable the front panel actuator-control function, select the 'Peripheral actuator control’'
checkbox.

® The built-in beeper's mute control function is enabled per default. To disable it, deselect the 'Mute
beeper' checkbox.

e By default the front panel RCM self-test function, if available, is enabled.
3) Click Save.

If the 'Mute beeper' feature is enabled, you can operate the front panel to mute it whenever it
beeps.

Or you can turn on or off outlets/actuators by operating the front panel.

Configuring the Serial Port

You can change the bit rate of the serial port labeled CONSOLE / MODEM that is present on some
models. The default bit rate for console and modem operation is 115200 bps.

The following devices are supported via the serial interface:

e A computer for console management.
e A Raritan KVM product.
e An analog modem for remote dial-in and access to the CLI.

e A GSM modem for sending out SMS messages to a cellular phone.
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Bit-rate adjustment may be necessary. Change the bit rate before connecting the supported device to
the PRO4X through the serial port, or there are communication problems.

You can set diverse bit-rate settings for console and modem operations. Usually the PRO4X can detect
the device type, and automatically apply the preset bit rate.

The PRO4X will indicate the detected device in the Port State section of the Serial Port page.
To configure serial port and modem settings, choose Device Settings > Serial Port.
» To change the serial port's baud rate settings:

1) Click the 'Connected device' field to make the serial port enter an appropriate state.

Options Description
Automatic The PRO4X automatically detects the type of the device connected to the
detection serial port.

Select this option unless your PRO4X cannot correctly detect the device
type.

Force console The PRO4X attempts to recognize that the connected device is set for the
console mode.

Force analog The PRO4X attempts to recognize that the connected device is an analog
modem modem.

Force GSM modem | The PRO4X attempts to recognize that the connected device is a GSM
modem.

2) Click the 'Console baud rate' field to select the baud rate intended for console management.

Note: For a serial RS-232 or USB connection between a computer and the PRO4X, leave it at the default
(115200 bps).

3) Click the 'Modem baud rate' field to select the baud rate for the modem connected to the PRO4X.

The following modem settings/fields appear in the web interface after the PRO4X detects the
connection of an analog or GSM modem.
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» To configure the analog modem:

1) Select the 'Answer incoming calls' checkbox to enable the remote access via a modem. Otherwise,
deselect it.

2) Type avalue in the 'Number of rings before answering' field to determine the number of rings the
PRO4X must wait before answering the call.

» To configure the GSM modem:

1) Enter the SIM PIN code.
2) Select the 'Use custom SMS center number' checkbox if a custom SMS center will be used.
e Enter the SMS center number in the 'SMS center' field.

3) If needed, click Advanced Information to view detailed information about the modem, SIM and
mobile network.
4) To test whether the PRO4X can successfully send out SMS messages with the modem settings:

a. Enter the number of the recipient's phone in the Recipient Phone field.
b. Click Send SMS Test to send a test SMS message.

Lua Scripts

If you can write or obtain any Lua scripts, you can create or load them into the PRO4X to control its
behaviors.

Some Lua scripts examples are provided, which you can load as needed.

Note: Not all Lua script examples can apply to your PRO4X model. You should read each example's
introduction before applying them.

You must have the Administrator Privileges to manage Lua scripts.

Writing or Loading a Lua Script

You can enter or load up to 4 scripts.

» To write or load a Lua script:

4= Create New Script

1) Choose Device Settings > Lua Scripts >
2) Type a name for this script. Its length ranges between 1 to 63 characters.
The name must contain the following characters only.

e Alphanumeric characters

e Underscore (_)

® Minus (-)

Server
Technology.

334 Abrnda Diogand



Note: Spaces are NOT permitted.

3) Determine whether and when to automatically execute the loaded script.
Checkbox Behavior when selected

Start automatically at system  Whenever the PRO4X reboots, the script is automatically
boot executed.

Restart after termination The script is automatically executed each time after 10 seconds
since the script execution finishes.

4) (Optional) Determine the arguments that will be executed by default.

+ Add argument
a. Click

b. Type the key and value.

C. Repeat the same steps to enter more arguments as needed.

» To remove any existing argument, click adjacent to it.

Note: The above default arguments will be overridden by new arguments specified with the

"Start with Arguments" command or with any Lua-script-related event rule.

5) Inthe Source Code section, do one of the following. It is recommended to leave the Enable Syntax
Highlighting checkbox selected unless you do not need different text colors to identify diverse code

syntaxes.
e To write a Lua script, type the codes in the Source Code section.

Source Code

W Load Local File W Load Example

¥ Enable syntax highlighting

-— Type your codes here.

¢ To load an existing Lua script file, click Load Local File.

* To use one of the default Lua script examples, click Load Example.
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Warning: The newly-loaded script will overwrite all existing codes in the Source Code section.
Therefore, do not load a new script if the current script meets your needs.

6) If you chose to load a script or the example in the previous step, its codes are then displayed in the
Source Code section. Double check the codes. If needed, modify the codes to meet your needs.

7) Click Create.

Manually Starting or Stopping a Script

You can manually start or stop an existing Lua script at any time.

When starting a script, you can choose to start it either with its default arguments or with new
arguments.

Tip: To have the PRO4X automatically start or stop a script in response to an event, create an event rule.

» To manually start a script:

1) Choose Device Settings > Lua Scripts. The Lua scripts list displays.

Lua Scripts w Create New Script
Name State Autostart Restart

script-1 Terminated YES no

sCript-2 Mew no YES

script-3 Running no no

2) Click the desired script whose state is either 'Terminated' or 'New.'

P Start

3) To start with default arguments, clic

L]
To start with new arguments, click * > Start With Arguments. Newly-assigned arguments
will override default ones.
4) If you chose "Start With Arguments" in the above step, enter the key and value in the Start Lua
Script dialog.

== Add argument

e Click if needing additional arguments.
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Start Lua Script

Key Value

== Add Argument

Cancel

5) Click Start.
6) The script output will be shown in the Script Output section.

<& Clear

¢ If needed, click to delete the existing output data.

» To manually stop a script:

1) Choose Device Settings > Lua Scripts.
2) Click the desired script whose state is either 'Running' or 'Restarting.’

3) Click B Stop

4) Click Stop on the confirmation message.

on the top-right corner.

Checking Lua Scripts States

Choose Device Settings > Lua Scripts to show the scripts list, which indicates the current state and

settings of each script.

Lua Scripts o Create Mew Script
HName State Autostart Restart
seript-1 Terminated yes no
script-2 New no Y5
script-3 Running no o
» State:
State Description
New The script is never executed since the device boot.
Server
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State Description

Running  The script is currently being executed.
Terminated The script was once executed, but stops now.

Restarting ' The script will be executed. Only the scripts with the "Restart"
column set to "yes" will show this state.

» Autostart:

This column indicates whether the checkbox labeled "Start automatically at system boot" is enabled. .

» Restart:

This column indicates whether the checkbox labeled "Restart after termination" is enabled.
Modifying or Deleting a Script
» To modify or replace a script:

1) Choose Device Settings > Lua Scripts.
2) Click the desired one in the scripts list.

-
.
3) Click * > EditScript.
4) Make changes to the information shown, except for the script's name, which cannot be revised.

* To replace the current script, click Load Local File or Load Example to select a new script.

» To delete a script:

1) Choose Device Settings > Lua Scripts.
2) Click the desired one in the scripts list.

H
3) Click * > Delete.
4) Click Delete on the confirmation message.

Miscellaneous

The Miscellaneous page contains some assorted settings.

» Enable USB Host Ports:

e If you want to enable/disable your PRO4X USB host ports, use this checkbox.

When disabled, the following features are unavailable:
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e Wireless networking

e USB cascading

e USB configuration and firmware update
e Webcam support

e USB card reader support

e PDView mobile app for iOS

» Enable Crestron XiO Connection:

e |f the Crestron XiO connection is part of your configuration, you can enable/disable it here.

Miscellaneous

USE Host Ports
Enable USE Host Ports v

The lollowing features will become unavailable when disabling the
USE host ports
» Wireless networking
* USH cascading
= LFSB con
& Webcam
+ LFSA card reader support
= POVeew mobile app for 105

thar and ferrnware update

PEart

Crestron X0 Connection

Enabile Cresiron X Connection «

Using Prometheus and Grafana

You can use the open-source tools Prometheus and Grafana to collect sensor data and visualize it. In
Prometheus, the sensor readings are stored locally as time series data, which can be visualized in graphs
created by Grafana or similar tools This information is displayed on dashboards, and you can create
multiple dashboards as needed.

Requirements for Prometheus and Grafana

» Prometheus Requirements:

e Prometheus v2.0 or higher
e Install on a computer in the PRO4X network.

e Reference: https://prometheus.io/docs/introduction/first_steps/
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» Grafana requirements:

e Grafana v8.1.5 or higher
e Install on a computer in the network of the Prometheus instance.

e Reference: https://grafana.com/grafana/download?pg=get&plcmt=selfmanaged-box1-ctal

Collected Data

For integration into a Prometheus system, the PDU can output all measurements in a Prometheus-
compatible format that can be queried in specific exposition format from the URL: 'https://<PDU_IP>/
cgi-bin/dump_prometheus.cgi'. The URL has one optional parameter, "include_names=1", to include
PDU, inlet and outlet names in the metric labels.

You can use cURL as follows to retrieve the data:
1. curl -k https://username:password@[PDU_IP]/cgi-bin/dump_prometheus.cgi

2. curl -k https://username:password@[PDU_IP]/cgi-bin/dump_prometheus.cgi?include_names=1

Maintenance

Click 'Maintenance' in the Menu to view the options.

Mainmtenance
Device Information

Comnnected Users
Event Log

Update Firmware
Firrrware History
Bulk Configuration
Backup § Restars

Network Diagnostics

Deownload Diagnostic

Hardware Failunes

Unit Reset

Abeust PDU

Device Information

The Device Information page displays hardware and software information of components or
connected peripheral devices.
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Tip: If the information shown on this page does not match the latest status, press F5 to reload it.

» To display device information:

1) Choose Maintenance > Device Information. Click any header to expand the information. Available

sections depend on your model.

Section title

Information

Network

Port Forwarding

Outlets

Overcurrent
Protectors

Controllers
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Information shown

General device information, such as model name, serial number,

firmware version, hardware revision, MIB download link(s) and so on.

The network information, such as the current networking mode, IPv4
and/or IPv6 addresses and so on.

Information on cascading configurations also shows here.

If the port forwarding mode is activated, this section shows a list of
port numbers for all cascaded devices.

Each outlet's receptacle type, operating voltage and rated current.

Each overcurrent protector's type, rated current and the outlets that
it protects.

Each inlet or outlet controller's serial number, Device ID,Hardware ID,
Firmware Version and Status.
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Section title Information shown

Peripheral Devices  Serial numbers, model names, position and firmware-related
information of connected environmental sensor packages.

Asset Management Each asset strip's ID, boot version, application version and protocol
version.

Security SSH host keys.

Viewing Connected Users

You can check which users are logged in and their status. If you have administrator privileges, you can
terminate any user's connection.

» To view and manage connected users:

1) Choose Maintenance > Connected Users. A list of logged-in users displays.

Connected Users

User MName & [P Adress Client Type  Idle Time
admin 192.168.84.22 'Web GLI 0 mini Disconmect
My 19216884 24 'Web GLI 0 ik Digconnict

Column  Description
User Name The login name of each connected user.

IP Address ' The IP address of each user's host.

For the login via a local connection (serial RS-232 or USB), <local> is
displayed instead of an IP address.

Client Type  The interface through which the user is being connected to the PRO4X.
e Web GUI: Refers to the web interface.
e  CLI: Refers to the command line interface (CLI).

The information in parentheses following "CLI" indicates
how this user is connected to the CLI.

- Serial: The local connection, such as the serial RS-232
or USB connection.

- SSH: The SSH connection.

- Telnet: The Telnet connection.

e Webcam Live Preview: Refers to the live webcam image sessions.
See below.
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Column  Description

Idle Time  The length of time for which a user remains idle.

Disconnect
1) To disconnect any user, click the corresponding
a. Click Disconnect on the confirmation message.

b. The disconnected user is forced to log out.

» If there are live webcam sessions:

All Live Preview window sessions sharing the same URL, including one Primary Standalone Live Preview
window and multiple Secondary Standalone Live Preview windows, are identified as one single
"<webcam>" user in the Connected Users list. You can disconnect a "<webcam>" user to terminate all
sessions sharing the same URL.

Usar Name 4 IP Adress Cliant Type Idle Tima

<webcams 192.168.84.22 Webcam Live Preview 0 min Disconnect

The IP address refers to the IP address of the host where the Primary Standalone Live Preview window
exists, NOT the IP address of the other two associated sessions.

Viewing or Clearing the Local Event Log
By default, certain system events are captured and saved in a local event log.

You can view over 2000 historical events in the local event log. When the log size exceeds 256KB, each
new entry overwrites the oldest one.

» To display the local event log:

1) Choose Maintenance > Event Log.
Each event entry consists of:
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ID number of the event

Date and time of the event

e Event type

A description of the event

2) To filter the list, select the desired event type in the 'Filter event class' field, or enter keywords in the
'Filter by log message' field.

3) The log is refreshed automatically at a regular interval of five seconds. To avoid any new events'
interruption during data browsing, you can suspend the automatic update by clicking Pause.

¢ To restore automatic update, click Resume. Those new events that have not been listed yet due to
suspension will be displayed in the log now.

To clear the local log:

1) Click Clear Log on the top-right corner.
2) Click Clear Log on the confirmation message.

Updating the Firmware

When performing the firmware update, the PRO4X keeps each outlet's power status unchanged so no
server operation is interrupted. During and after the firmware update, outlets that have been powered
on prior to the update remain powered ON and outlets that have been powered off remain powered
OFF.

You must be the administrator or a user with the Firmware Update permission to update the firmware.

Before starting, read the release notes. If you have any questions or concerns, contact Technical Support
BEFORE updating.

On a multi-inlet PDU, all inlets must be connected to power for the PDU to successfully update its
firmware.

Note that firmware update via iOS mobile devices, such as iPad, requires the use of iCloud Drive or a file
manager app.

Firmware update can also be completed using methods other than the web interface. See Special
Configuration and Upgrade Methods (on page ).

Warning: Do NOT perform the firmware update over a wireless network connection.

To update the firmware:

1) Choose Maintenance > Update Firmware.

2) Click Browse to select an appropriate firmware file.

3) Click Upload. A progress bar appears to indicate the upload process.
4) Select Free memory before upload to clear up the memory.
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5) Once complete, information of both installed and uploaded firmware versions as well as
compatibility and signature-checking results are displayed.

e [f anything is incorrect, click Discard Upload.

6) To proceed with the update, click Update Firmware.

Warning: Do NOT power off the PRO4X during the update.

7) During the firmware update:
e A progress bar appears on the web interface, indicating the update status.
* The front panel display shows the firmware upgrade message.

e The outlet LEDs flash if the relay boards are being updated. If the firmware update does not include
the update of the relay board firmware, outlet LEDs do NOT flash.

e No users can log in.
e Other users' operation, if any, is forced to suspend.

8) When the update is complete, the unit resets, and the Login page re-appears.

Important: If you are using the PRO4X with an SNMP manager, download its MIB
a